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KiHuesi npucTpoi (Supplicants)

ToT KnigHT 1
Lubuntu 0S +
wpa_supplicant
AsTeHTudvikauia: EAP-TLS

A

IoT Knient 2

Legacy Mpuctpiit
AsTeHTudikauia: MAB

&

INorivHuA kanan L2
MpoTokon EAPOL

Pezepedwi obxig
MAB / MAC-agpeca

PieeHts gocTyny (Authenticator)

ikroTik CHR / Router0S

Mopt ether2
(GNS3: Ethernetl)
Access Port / 802.1X

Bridge Intepdeiic 'br-iot
VLAN Filtering / DHCP /
Zero Trust FW

Mopt etherl
{GNS3: Ethernet0)
Trunk Port go Cepeepa

A

Mpotorkon RADIUS
L3 UDP; 1812, 1813

CepBepHWil CermeHT (Auth*‘ltication Infrastructure)

Cepeep agTeHTdikauii
FreeRADIUS / Ubuntu Server

Banigauia C-epTHt#)il{aTiB
Mepesipka 4epas CRL

v

PKI Cepenosvile
easy-rsa / OpenSsSL

KPB.ICT - 02.00.00.000 C1

IMepes.

Bamixoecbka O. /1.

Jlim. Maca Macwma6b
3m._| Apk. Ne dorym. Mion. | Aama | Cucmema KepysaHHsi docmynom
P03po6. Baxie B. A. dns loT-iHgppacmpykmypu. H
CmpykmypHo-o2iyHa cxema.

ApK. 1 | Apkywie 4

T. Konmp.

H. KoHmp.

BogHuti A. B.

3ams.

3amixoeckka O. /1.

ICT-22-1 IOPHTYHI
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IHchbpacTpyKTYpa BiOKpWMTIX
knioyis PKI

Root CA UenTtp CepTudbikau,i

—

Bunyck Ta nignuc

v

KnieHTcbkmi cepTudikat

BcraHoBneHHs

T~

Bunyck Ta nignuc

CepeepHun ceptudikat

BcraHoBNEHHSA

v

AAA Cepsep aBTeHTUdikauil

*

BsaemHa goeipa uepes Root

/ A

KnieHTCcbkWiA npucTpin /

CynnikanT
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Jlim. Maca Macwma6b
3m._| Apk. Ne dorym. rMion. | Aamal  Modesns po3nodiny dosipu 6
P03po6. Baxie B. A. iHgppacmpykmypi PKI. Cxema H
[epes. Bamixoecbka O. /1. cmpyKkmypHa.
T. KoHmp. Apk. 2 | Apkywie 4

BogHuti A. B.

3amixoeckka O. /1.

H. KoHmp.

3ams.

ICT-22-1 IOPHTYHI




000°00°00°20 - LOI'9dX

IoT-Client-Lubuntu MikroTik-CHR-1 Radius-Server-Ubuntu-1
(wpa_supplicant) (Authenticator) (FreeRADILIS)
T T
@®aza 1. Iniyianizauia nigknoyeHHA Ha L2 pisni

i EAPOL-Start (BuasneHHs nikky)
EAP-Request / Identity
EAP-Respanse / Identity (Mepepaya Identity 3 wired.canf)
©
Inkancynsiyis EAP B RADIUS-sanwT (L3)
RADIUS Access-Request (EAP-Message: Identity)
RADIUS Access-Challenge (EAP-Request / EAP-TLS Start)
EAP-Request / EAP-TLS Start
Daaza 2. ¥: is Ta TLS
L EAP-Response / EAP-TLS (ClientHello)
RADIUS Access-Request (ClientHella)
RADILS Access-Challenge (ServerHello, Certificate, CertificateRequest)
EAP-Request / EAP-TLS (Server Data) g
JlokaneHa eaniaauia cepTntikata cepeepa (Root CA)
$ EAP-Response / EAP-TLS (Certificate, ClientKeyExchange, CertificateVerify, Finished)
RADILS Access-Request (Client Data)
@
@asa 3. Mepesipka nignucy wiiekTa Ta asTopU3auin
3sipka cepruchikata I¢T-knieHTa 3 CA Ta CRL
RADIUS Access-Accept {Mepegaqa atpnbyTie)
EAP-Success ®
Mopt ether2 nepexoauTs y cTan Authorized. [loasoneno DHCP.
| ; |
IoT-Client-Lubuntu MikroTik-CHR-1 Radius-Server-Ubuntu-1
(wpa_supplicant) {Authenticator) (FreeRADIUS)
Mpouec asmeHmudikauii loT- Jlim. Maca Macwma6b
3m._| Apk. Ne dorym. Mion. | Aamal  npucmporo 3a anzopummom
Po3po6. Baxi B. A. EAP-TLS. fiazpama H
Iepes. 3amixoecska O. /1. rocnidogHocmi.
T. KoHmp. Apk. 3 | Apkywie 4
H. KoHmp. BosHuti A. B. ICT-22-1 IOHTYHI
3ame. 3amixoeckka O. /1.
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FreeRADIUS
{Authentication Server)

MikraTik CHR

{Authenticator / Bridge)

Yeniwne 3aeeplwends kpuntorpadivHol nepesipku

RADILS Access-Accept

(Tunnel-Type=13, Medium-Type=6, Private-Group-Id="20"}

.
»

FreeRADIUS
{Authentication Server)

Ananiz IETF-arpubyTie (3rigHo 3 RFC 2868)

[Hamiyna smiva PYID gng

AxTueauin VLAN Filtering y bridge-inTepceici

MepeseerHa nopty ether? y craH Authorized

nopry ethar? Ha VLAN 20

ToT-Client
{Supplicant)

EAP-Success

v

BigkputTa isonsoBaHoro L2-kaHany

l DHCP Discover (Broadcast inkancynioeTsea y VLAN 20)

MikroTik CHR

DHCP Offer (Bupaua IP-agpecy 3 myny VLAN 20)

{Authenticator / Bridge)

ToT-Client
{Supplicant)
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Jlim. Maca Macwmab

[JuHamiyHe npu3HayeHHss VLAN
Ha pieHi asmeHmugikamopa. H
[iaepama nocnidogHocmi.

ApK. 4 | Apkywie

4

3m. | Apk. Ne dokym. nion. | Hama
Po3po6. Bakie B. A.

epes. Bamixoecbka O. /1.

T. Konmp.

H. KoHmp. BosHuti A. B.

3ams.

3amixoeckka O. /1.

ICT-22-1 IOPHTYHI




