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AHOTALIS

JlocnmiJpKeHHsT TIpUCBsiYeHe po3poOui areHTa mTydHoro iHtenekty (II) nns
BUSBIICHHS Ta YCYHEHHsS Bpa3lMBOCTe Yy mporpamHux iHTepdeiicax (API) vy
KOHTPOJILOBAaHOMY cepeloBullll, 30kpeMa B Damn Vulnerable RESTaurant API. PoGoTa
aKLIEHTye yBary Ha 3pOCTaHHI CKJIAJHOCTI Ta YacTOTH KiOep3arpos3, MIIKPECIIOYd
kiouoBy pousb LI y minBumienH1 piBHs ki0epOe3neku, 30kpeMa y 3axucti APL. AreHt
I, crBopenuii Ha 06a3i ¢peitmBopky CrewAl Ta 3 BukopuctanuHsm mozemi Grok 3,
aBTOHOMHO BHSBIISIE, BUIPABISE Ta JOKYMEHTYE Bpa3lIMBOCTI, TakKi SK MOPYIICHHS
aBTopu3alli Ha piBH1 00’ ekTiB (BOLA), nopymeHHst aBTeHTH(IKAaIlli, MApoOKa 3aMuTiB
Ha ctopoHi cepsepa (SSRF) Ta inmii, mo Bxoasts 1o cnucky OWASP API Security Top
10. AreHT 3aCTOCOBYE METOJM MAIIMHHOTO HAaBYaHHs, cTaTHUHUM aHami3 koay (SAST)
3a JOMOMOTOI0 IHCTPYMEHTIB, TAaKHX SIK Semgrep, Ta aHalli3 MOBEIIHKU JJIsi BUSBICHHS
aHOMaJiii 1 MPOTrHO3yBaHHsS MOTEHIIWHUX 3arpo3. lIpakTudyHe 3HAYCHHS pPOOOTH
MOJISITa€ Y CTBOPEHHI aBTOMATHU30BAaHOTO PIlICHHS JJIsl KiOEepOe3NeKkH, sike MOoXKe OyTH
BUKOPUCTAaHO PO3POOHHKAMHU, €TUYHUMHU XaKepaMu Ta IHXKEHEepamMHu 3 Oe3MeKH i
BJIOCKOHAJIEHHS HaBUYOK po3poOku Oe3neunux API ta TectyBanHs. [HTerpailis arenra B
npouecu DevSecOps Ta reiiMipikoBaHUN MIXia J0 HABYaHHS MIABUILYIOTH HOTO
I[IHHICTh Y HaBYAJIBHUX 1 TpodeciiHuX cepenoBumiax. JloCIKeHHS TAKPECITIOoE
BOXJIUBICTh TPOAKTUBHMX cTparerii Ha ocHoBi IIII nmms 3axucry 1umdpoBoi
1HQpACTPYKTYpH BiJl HOBHX KiOep3arpo3, BIAMOBIAAIOYH PETYISATOPHUM BHUMOTaM,
takuM ik GDPR ta CCPA. Pe3ynbpTaTé 1€MOHCTPYIOTHh 3[IaTHICTh areHTa €(eKTHUBHO
BUPIITYBATH CKJIQJHI BPA3JIMBOCTI Ta CTBOPIOBATH JI€TajbHI 3BITH, BIIKPUBAIOYH IIIJISX

710 MacImTaboBaHOI Ta aAaNTUBHOI K1OEpOe3ImeKHy.

KuarouoBi cjoBa: mryynuid iHTenekT, kKidbepOesmneka, 3axuct API, BusBieHHS

BpAa3JIMBOCTEM,



ABSTRACT

The research focuses on the development of an artificial intelligence (Al) agent
designed to detect and mitigate vulnerabilities in Application Programming Interfaces
(APIs) within a controlled environment, specifically the Damn Vulnerable RESTaurant
APIl. The study addresses the growing complexity and frequency of cyber threats,
emphasizing the critical role of Al in enhancing cybersecurity, particularly in API
protection. The Al agent, built using the CrewAl framework and powered by the Grok 3
model, autonomously identifies, fixes, and documents vulnerabilities such as Broken
Object Level Authorization (BOLA), Broken Authentication, and Server-Side Request
Forgery (SSRF), among others listed in the OWASP API Security Top 10. The agent
leverages machine learning techniques, static code analysis (SAST) with tools like
Semgrep, and behavioral analysis to detect anomalies and predict potential threats. The
practical significance of the work lies in its contribution to automated cybersecurity
solutions, offering a tool for developers, ethical hackers, and security engineers to
practice secure API development and testing. The agent’s integration into DevSecOps
pipelines and its gamified approach to learning enhance its applicability in educational
and professional settings. The research underscores the importance of proactive, Al-
driven strategies to safeguard digital infrastructure against evolving cyber threats,
aligning with regulatory requirements like GDPR and CCPA. The results demonstrate
the agent’s ability to effectively resolve complex vulnerabilities while generating

detailed reports, paving the way for scalable and adaptive cybersecurity solutions.

Keywords: artificial Intelligence, cybersecurity, APl Security, vulnerability

detection



