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IBaHO-PpaHkiBebk - 2026

IBaHO-PpaHKiBCbKMIN HaLiOHANbHUIN TEXHIYHWIA YHiBEpCUTET HadTu i rady
(NoBHe HaliMeHyBaHHSA 3aknagy BULLOT OCBITK)

PakynsteT  IHdOpMauiiHUX TexHonorin Kadeapa IHhopmauinHo-TenekomyHikauinHux _TexHonorin i _cuctem OcBIiTHIN piBeHb 6akanaBp CreuianbHicTb
151 - ABTOMaTM3aLia Ta KOMN'IOTEPHO-IHTerpoBaHi TexHonorii
(' wudpp i Hasea) SATBEPIKYIO B. 0. 3asiaysay kacheapu ITTC a.1.H., npod. O.J1.3amixoBcbka « » 2026 poky 3ABOAHHA HA OVUMNTOMHY POBOTY
CTYOEHTOBI
[labato JaHuny Hasapinosuiy
iasmme, iM’a, No-6aTbKoBi)
1. Tema pob6oTn Po3pobneHHs anapaTHo-nporpamHux 3acobis po3nogineHoi loT-
CMCTEMM 3 HAAMULLKOBYMU BUMIPIOBAHHAMM ANS BUSBMEHHS BiJMOB CEHCOPIB Ta
BiIHOBMNEHHS X AaHNX
KepiBH1K po6oTn BonuHcekuin Opect Iropoawl,zl(ou., K.T.H.

(npisBuLLe, iM’'a, Mo 6aTbKOBI, HAYKOBUIA CTYMiHb, BYEHE 3BaHHS)

3aTBepakeHi Haka3oM 3aknagy BULLOT OCBiTY Big “ 2026 poky No

2. CTpok nogaHHsi ctyaeHTom pobotn  «11» yepBHs 2026 p.

3. BxiaHi aaHi go pobotu MikpokoHTponep ESP32, aatunku Temnepatypm Ta
napametpiB mikpoknimarty, ALIM ADS1115, 6eagpotosuin 38'a3ok Wi-Fi, npoTtokon




MQTT, cepBepHuin 3acTocyHok Ha Python, 6a3a gaHux SQLite.
. 3MicT po3paxyHKOBO-MOSICHIOBANbHOT 3annCcky (Nepenik NuTaHb, ski NoTpiGHO
po3pobuTn)
1. AHani3 BigmoB y posnopaineHux loT-cuctemax.
2. AHani3 MeTogiB BUSIBNIEHHSA aHOManin Ta BiAHOBMNEHHS AaHUX.
3. Po3pobneHHs CTpyKTYpy Ta anapaTtHOi YacTUHM CUCTEMM.
4. Po3pobneHHsi nporpamHoro 3abesneyeHHsi BUMiptoBanbHOro Byana.
5. Peanisauisi cepBepHOro 3acTocyHKy Ta 6asu gaHux.
6. Po3po6neHHst anropuTMmiB AiarHOCTMKM BiAMOB i PEKOHCTPYKLIT aHUX.
. TecTyBaHHA Ta aHani3 pe3yneratis poboTn cuctemu.
epenik rpadivyHoro matepiany (3 TO4YHUM 3HAYEHHsIM OBOB’I3KOBUX KPECNEHb)
CtpykTypHa cxema loT-cuctemu; CTpyKTypHa cxeMa BUMiptoBanbHOro
By3na; lMpuHUMnoBa enexkTpuyHa cxema Bysna; Cxema MepexeBoi B3aemogii
MQTT; Anroputm po6otn ESP32; CtpykTypa 6a3un agaHux; AnroputM BUSIBIIEHHS
BiIMOB Ta BiAHOBNEHHA AaHux; Burnag Beﬁ-ﬂawﬁopﬂCTEMM.

6 .KoHcynbTaHTu po3ainis npoekTy (po6oTu)
Po3anin KoHcynsraHT
ianuc, pata
3aBaaHHs
BMAaB
3aBgaHHsA
npuHAB
1-3 BonuHcekuii O. 1.
aTa Buaadvi 3asgaHHa 19.01.2026p.
KepiBHunk
aBAaHHSA NPUNHSAB A0 BUKOHAHHS
ANEHOAPHWW MIAH No 3/n Hasea _eTanis_6akanaBpcbkoi
pobotu
TepMiH__BUKOHaAHHA eTaniB pobotu Mpumitka 1  AHania TMNOBUX anapaTHUX Ta
nporpamHux BiAMOB Y

po3noaineHnx cuctemax
MOHITOPUHIY MiKpoKnimMaTy
01.04.2026-10.04.2026 BukoHaHO
2 O6r'pyHTyBaHHS BUGOPY NpoTOKOMY
3B'asky (Wi-FIIMQTT) Ta

KOHUenuii aHaniTu4HoTt
HaANMULLKOBOCTI BUMIpIOBaHb
11.04.2026-20.04.2026 BukoHaHO
3 Po3pobka CTpyKTypHOI cxemu
MynbTUNapameTpUYHOro
BMMiptOBanbHoOro By3na Ha 6asi
ESP32 ta AUM ADS1115
21.04.2026-30.04.2026 BukoHaHo
4 TMpakTnyHa peanisauis anapaTtHoi
YaCTWHU: NiOKMOYEHHS AAaTYUKIB
(BMP390, DHT22, BH1750F VI,
MH-Z19C) Ta BMMiptoBanbHOro
TpakTy TemnepaTypu
01.05.2026-12.05.2026 BukoHaHo
5 Po3pobnenHs firmware gns ESP32
(OBosiAepHa apxiTekTypa
FreeRTOS, NTP-cuHxpoHisauisi,
MQTT-ny6nikauis)
13.05.2026-22.05.2026 BukoHaHO
6 CTBOpPEHHS1 CEpBEPHOrO 3aCTOCYHKY
Ha Python (npuiiom gaHux, SQLite,
TpupiBHEBA AiarHOCTVKa BiAMOB)
23.05.2026-05.06.2026 BukoHaHO
7 Po3pobka moayniB peKoHCTPYKLi
[aHux (KpuriHr, MediaHHa
dinbTpauin) Ta Beb-gawbopay
(Plotly Dash)
06.06.2026-10.06.2026 BukoHaHO
8 TecTyBaHHs1 cucTemMu, aHani3
TOYHOCTI BiIHOBIIEHHSA AaHUX Ta
0hOpPMIEHHSI pOBOTU



11.06.2026 BukoHaHo

CTyneHT NaGan 1. H.
(nignuc ) (npisBuLLe Ta iHilianu)
KepiBH1K poboTu BonuHcebkuin O.1.
( nignuc ) (npisBuLle Ta iHiyianwn)-
PE®EPAT

BakanaBpcbka poboTa cknagaetbcesi 3 3 po3ainis, 13 pucyHkis, 9 Tabnuub,
3aranbHuit obesir pobotn 97 CTOpiHKK, BUKopucTaHo 18 nitepaTypHux mxepen.
Tema 6akanaBpcbkoi poboTu: Po3pobneHHs anapaTHO-NporpamHmx 3acobis
po3nogineHoi loT-cuctemu 3 HaAMULLKOBYMUW BUMIPIOBaHHAMY AN BUSIBIIEHHS
BiJMOB CEHCOPIB Ta BiAHOBMEHHS iX AaHUX.

MeTa po60oTu: po3pobrneHHst anapaTHO-NporpamMHmx 3acobis po3noaineHol
loT-cuctemu, sika 3a paxyHoK opraHisaLii HaanMLWKOBUX BUMIptoBaHb 3abesnedye
aBTOMaTUYHe BUSIBIIEHHS BiAMOB (Pi3NYHNX CEHCOPIB Y PEXUMI peanbHOro vyacy Ta
MaTemMaTuyHe BigHOBMEHHS iXHiX 3Ha4YeHb Ans 36epexeHHs LinicHOCTi YacoBUx
pagis Tenemerpii.

O6'ekT gocnigkeHHs: npouecu 36opy, 6e3npoToBoi Nnepeaadi, LMdpoBoi

06pobky TenemMeTpuyHoi iHhopmalii Ta 3abesneyeHHs i LinicHOCTi y NpocTopoBoO
po3noaineHnx ceHcopHux loT-mepexax.

MpeameT focnifaXeHHs: anapaTtHO-NPorpamHi, MPOTOKOMbHI, apXiTEKTYPHI Ta
anropuTMiYHi pilueHHs ans nobyaosu po3nofineHoi loT-cuctemu 3
HaAMMLLKOBUMU BUMIPOBaHHAMM, LLO peaniaytoTb yHKLii aBToMaTnYHOI
[iarHOCTMKM aHoManil i aHaniTMYHOTO BiAHOBMNEHHS BTPAYEHNX AaHWX.
Pesynbrati 6akanaspcbkoi poboTu: MNposBeaeHo aHanis npupoamn ta

MeXaHi3MiB BUHUKHEHHS TUMOBUX anapaTHWX i NporpamMmHUX BiAMOB Y
po3nogineHnx cuctemax MOHITOpUHry Mikpoknimarty. O6r'pyHToBaHO
BMKOPWUCTaHHS KOHLENUiT aHaniTU4HOT (CTPYKTYPHOI) HaAMULLKOBOCTI , @ TakoX
3acTocyBaHHs 6e3gpoTtoBoro 38'a3ky Wi-Fi i npotokony MQTT ans rHy4koro
NPOCTOPOBOrO MO3MLiOHYBaHHS By3niB. PeanisoBaHo anapatHi mogyni
MynbTUNapaMeTpPUYHOro BUMIpoBarbHOro By3na Ha 6asi MikpokoHTponepa ESP32,
npeuusinHoro 16-pospsigHoro ALIM ADS1115 anst 4oTMpbOX TeMnepaTypHUX
kaHanis Ta Habopy undposmx gatuukis (BMP390, DHT22, BH1750FVI, MH-
Z19C). CtBOpeHO onTnMmi3oBaHe BOynoBaHe nporpaMHe 3abeaneyenHs (firmware) 3
BMKOPUCTaHHAM ABosiAepHoi apxitekTypu FreeRTOS. Po3pobneHo cepepHuii
3acTocyHok Ha Python i3 BukopuctaHHsm 6asu gannx SQLite.

CTBOpeHO iHTepakTnBHUI Beb-gawwbopa Ha Plotly Dash. MpoeeaeHe

TeCTyBaHHS NiATBepAMNO CTabinbHICTb HACKPI3HOrO MOTOKY AaHMX, PIBHOMIPHICTb
4YacoBWX MITOK i3 Noxun6kot mMeHwe 10 Mc Ta ycniwHe yHKUIOHYBaHHS
anropyTMiB aBTOMaTUYHOIO BUSIBIIEHHS i BiLHOBMNEHHS MOLUKOAXKEHWX BianikiB y
pexumi peansHoro yacy.

Kntoyogi cnosa: PO3MNOANTEHA IOT-CUCTEMA, AHANITUYHA
HAOJIMLWKOBICTb, OIAFTHOCTWKA BIAMOB, BIOHOBNEHHA OJAHUX,

ESP32, ADS1115, MQTT, CEHCOPHA MEPEXXA, PYTHON, BEB-OALLBOP[.

ABSTRACT

The bachelor's thesis consists of 3 chapters, 13 figures, 9 tables, the total

volume of the work is 97 pages, 18 literary sources are used.

Topic of the bachelor's thesis: Development of hardware and software tools for

a distributed loT system with redundant measurements for detecting sensor failures
and recovering their data.

Purpose of the work: development of hardware and software tools for a

distributed loT system, which, due to the organization of redundant measurements,
provides automatic detection of physical sensor failures in real time and
mathematical recovery of their values to preserve the integrity of telemetry time
series.

Object of research: processes of collection, wireless transmission, digital
processing of telemetry information and ensuring its integrity in spatially

distributed sensor loT networks.

Subject of research: hardware, software, protocol, architectural and algorithmic
solutions for building a distributed loT system with redundant measurements that
implement the functions of automatic anomaly diagnosis and analytical recovery of
lost data.

Results of the bachelor's thesis: An analysis of the nature and mechanisms of
typical hardware and software failures in distributed microclimate monitoring
systems is carried out. The use of the concept of analytical (structural) redundancy,
as well as the use of Wi-Fi wireless communication and MQTT protocol for flexible



spatial positioning of nodes are substantiated. Hardware modules of a
multiparameter measuring node based on the ESP32 microcontroller, a precision
16-bit ADC ADS1115 for four temperature channels and a set of digital sensors
(BMP390, DHT22, BH1750FVI, MH-Z19C) are implemented. Optimized firmware
using the dual-core FreeRTOS architecture is created. A server application in
Python using the SQLite database is developed.

An interactive web dashboard on Plotly Dash is created. The testing confirmed
the stability of the end-to-end data flow, the uniformity of timestamps with an error
of less than 10 ms, and the successful operation of algorithms for automatic
detection and recovery of damaged samples in real time. Keywords:
DISTRIBUTED IOT SYSTEM, ANALYTICAL REDUNDANCY, FAULT
DIAGNOSIS, DATA RECOVERY, ESP32, ADS1115, MQTT, SENSOR
NETWORK, PYTHON, WEB DASHBOARD.

H. Apk. No gokym. Mignuc Oata _Apk.
6
KPB.CI- 05.00.00.000 M3

Po3po6bus MNabawn O. H.
MepegipnB BonuHcbkuia O. |.

E]—I.KOHTp BosHun A. B.
3aTBepa 3amixoBcbka O. J1.
Po3pobneHHs anapaTHO-NporpamHux
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KPB.CI-05.00.00.000 M3 BCTYI AkTyanbHicTb Temu. Tematuka keanidikauiHoi pobotu nepenbayae
po3pobneHHs anapaTHO-NporpamHMx 3acobiB posnogineHoi loT-cuctemu 3
HaAMLLKOBUMU BUMIPOBAHHAMY AN BUSBMNEHHS BiAMOB CEHCOPIB Ta
BiAHOBNEHHS iX AaHnx. CyyacHi ymoBu aBTOMaTU3aLlii TEXHOMOrYHUX NPOLECIB,
PO3ropTaHHs CUCTEM KPO3YMHUX» OyAiBenb Ta MOHITOPUHTY KPUTUYHOT

iHppacTpykTypy BMMaratoTb BUCOKOT HaAiHOCTI 11 6e3nepepBHOCTI OTPUMaHHS
TenemeTpu4HoI iHdopmaLii. MNpoTe y peanbHUX yMoBax ekcniyatawii nepBuHHi
nepeTBOpPIOBaYi NOCTINHO NigAatoTbes Aerpafadii Ta 36osm, cepep skux
HalNOLLMPEHILLMMKN € aaUTUBHWUI Apend Hyns, iMNynbCcHi 3aBaam (CTpUBKOBI
BiMOBM), @ TaKOX NOBHa BTpaTa abo «3aMOPOXKEHHSI» CUrHany Yepes nporpamHi
NOMWIKN YM anapaTHi HeCnpaBHOCTI.

TpaaunuinHi nigxoam Ao NiABULLEHHS HAAIMHOCTI 3@ paxyHOK MPSIMOro

anapartHoro fy6nioBaHHs BUMIpIOBanbHWX kaHanis (Hanpuknag, TPUNeKCHrX
KOHdirypauiit) MatoTb CyTTEBI 0BMEXEHHS Yepesd 3Ha4YHe 3pOCTaHHs BapToCTi,
rabapuTiB Ta eHepProcnoXnBaHHA CUCTEMMU, LLO KPUTUYHO AN MacLUTabHKUX
6e3npoToBux l0T-mepex. EQeKTVBHUM anbTepHaTUBHMM PilLEHHAM €
BMKOPUCTAHHS aHaniTUYHOI (CTPYKTYPHOI) HAAMMLLKOBOCTI, sika 6a3yeTbcs Ha
MaTeMaTUYHUX, YaCoBMX Ta MPOCTOPOBMX KOPENSILSX MK BUMipOBaHVMMN
napameTtpamu cepegoBuLua. Ockinbku isnyHi NpoLecn y 3aMmKHEHOMY NPOCTOpI
B3aEMONNOB'A3aHi 3aKoHaMV TepMOANHAMIKM, (DOPMYBaHHS HAAMNMLLKOBOI MaTpuLi
crnocTepexeHb JO3BOMSE BUABNATA aHOManii Ta PEKOHCTPYoBaTK BTpayeHi AaHi Ha
aHaniTMYHoMmy piBHi 6e3 foaaTKoBUX anapaTHUX BUTpaT. 3 ornsiay Ha ue,
NpPOeKTyBaHHS crneLjianisaoBaHyx anapaTHO-NporpamHmx 3acobiB, siki NOEQHYOTb
MIKPOKOHTPOSEPHI BY3nu, HafiliHi NPOTOKONW nepeaadi Ta CepBepHi anroputmu

3m. Apk. No gokym. Mign. ata
Apk.
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camMofliarHOCTUKM 1 KOMMNeHcaLii BiAMOB, € akTyanbHOK HayKOBO-MPaKTUYHO
3apaveto.

MeToto focnimxeHHs € po3pobneHHst anapaTHO-NPorpaMHmx 3acobis
posnogineHoi loT-cuctemu, sika 3a paxyHOK opraHisaLii HagnULWKOBMX
BMMIiptoBaHb 3abe3nevye aBToMaTUyHe BUSIBNEHHS BiAMOB (Di3NHYHMX CEHCOPIB Y
pexumi peanbHOro Yacy Ta MateMaTu4He BiAHOBMEHHS TXHIX 3Ha4YeHb ANns
36epexeHHs LinicHOCTi YacoBuUX psgiB TenemeTpii.

3aBOaHHAMU JOCHIMKEHHS €:

— aHani3 TMNoBMX anapaTHWX i NporpamMmHKX BiAMOB Y pO3nogineHnx
CMCTEMaX MOHITOPUHTY Ta iCHYOUMX METOAIB BUSBIEHHSI aHOMarin i
BiJHOBNEHHS CMOTBOPEHMX CUrHarniB y 6araToBUMIpPHUX YacoBMX psiaax;



— 0Br'pyHTYBaHHsI apXiTEKTYpPHUX pilleHb cuctemn, Bubopy 6e3gpotoBoro
cTaHgapty 3B'a3ky Wi-Fi Ta npuknagHoro npotokony MQTT ans rHyykoro
NMPOCTOPOBOrO NO3ULiOHYBaHHS BY31iB;

- anapaTHa peanisayis MynsTMnapameTpUYHOro BUMiptoBasibHOro By3na Ha
6a3i MikpokoHTponepa ESP32, 30BHilLHbOro 16-po3psiaHOro curma-aensra
ALIM ADS1115 ansa 4oTMpbOX TEMNEpaTypHUX KaHaniB Ta LnpoBrX AaTUMKIB
nopaTtkoBux napametpis (BMP390, DHT22, BH1750FVI, MH-Z19C);

O6’ekTOM gocnigxeHHs € npouecu 36opy, 6e3apoToBoi Nepeaadi, LMdpoBoi
06pobku TenemeTpuyHoI iHdopmalLii Ta 3abe3neyeHHs i LinicHOCTi y npocTopoBo
po3noaineHnx ceHcopHux loT-mepexax.

MpenmeTom AoCnigKEHHs1 € anapaTHO-MPOrpamMHi, MPOTOKOMbHI, apXiTEKTYPHI Ta
anropuTMiYHi pilleHHs ans nobynosu posnoineHoi loT-cuctemu 3
HaAMLLKOBUMU BUMIPIOBaAHHAMM, LLIO peaniaytoTb yHKUiT aBToMaTu4HoI
[iarHOCTMKN aHOManin i aHaniTMYHOTO BiAHOBIEHHSI BTPAYEHMX JAHUX.

3m. Apk. No gokym. Mign. ata
ApK.
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MpakTuyHe 3HaYeHHs ofepXKaHWX pesynbTaTiB nonsrae B po3pobLi Aito4oro
anapaTtHO-NporpamHoro NpoToTuny po3nogineHoi loT-cuctemu (y cknagi 12
BMMIpIOBanbHMX By3niB Ta LieHTpanbHOro cepaepa), Skuin 3abesnedvye
HenepepBHiCTb HaNoBHeHHs 6a3 JaHUX HaBiTb Y pasi NMOBHOI BiaMoOBK abo
nerpapadii okpemux isndHunx ceHcopis. CTBOPEHI iHXEeHEepHI pileHHs LWoao
nobyaoBu NpeumsiiHoro BUMiptoBaribHOro TpakTy, ABOSIAEPHOI opraHisauii
firmware nig FreeRTOS, TpupiBHeBoi cuctemu dpinbTpadii aHomanin ta 6arty-
TpaH3akLii y 6a3i aaHux SQLite (pexum WAL) matoTb yHiBepcanbHuii Xxapakrep i
MOXyTb 6yT1 6e3nocepeiHb0 BUKOPUCTAHI NMPY NMPOEKTYBaHHI NPOMUCIIOBUX Ta
KoMepUiiHuxX loT-cuctem i3 nigBMLLEHUMIU BUMOraMu [0 XMBYYOCTi Ta LiNiCHOCTI
[aHuX.

3m. Apk. No gokym. Mign. Aata
ApK.
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1 AHANITUYHUA OINAL METOAIB OIATHOCTUKIA

BIOMOB TA 3ABE3IMNEYEHHA HAOIMHOCTI JAHUX Y

CEHCOPHUX MEPEXAX

1.1 AHani3 TMNoBMx anapaTHMX Ta MPOrpaMHUX BiAMOB Y PO3MNOAINEHNX
cMcTEMax MOHITOPUHIY MikpokniMaTy

Po3snogineHi cnctemy MOHITOPUHIY MIKpOKIiMaTy € HeBIf'EMHOO

CKIa[loBOIO Cy4acHOi NPOMMUCIIOBOT aBToMaTu3allii, arponpoM1coBoro
KOMMMEKCY, CUCTEM YNPaBMiHHS PO3yMHUMY ByAiBNSMU Ta KPUTUYHOT
iHdbpacTpykTypu. BogHo4ac HaginHICTb Taknx CUCTEM BU3HAYAETLCH He nuLle
SAKICTIO OKPEMUX KOMMOHEHTIB, @ 1 apXiTeKTYPHUMMU PiLLeHHAMW LLOAO
onpautoBaHHs BiAMOB, L0 BUHUKAIOTb Ha Pi3HUX PIBHAX — Bif NepBUHHUX
nepeTBOPIOBaYiB 40 NPOrpamHOro 3abesneveHHs 36opy Ta aHanisy AaHuX.
Po3ymiHHA npupoau, knacudikauii Ta MexaHiamiB po3BUTKy BiAMOB € HeOOXiAHO
nepefyMOBOIO A5 NPOEKTYBaHHS eheKTUBHUX METOZIB iX BUSIBNEHHS Ta
KOMMeHcaLji.

BiomoBW y ceHCopHMX cuctemax NpURHATO KrnacudikyBaTtu 3a Aekinbkoma
KpUTEpPISIMU: XapakTepoMm NposBy (panToBi Ta NOCTYMNOBI), NPUPOAOID NOXOAKEHHS
(anapatHi Ta NporpamHi), NPOCTOPOBOIO NIoKani3awieto (NMokarnbHi Ta CUCTEMHI), a
TaKOX CTyMeHeM BNMvBY Ha BUXiAHWI curHan (NoBHa BTpaTa CurHary, YacTkoBe
CMOTBOPEHHS, HecTauioHapHWiA 3cyB). [1nsi CUCTEM MOHITOPUHIY MikpoknimaTy
0CcobnMBO aKkTyanbHUMK € TPK rpynu BiAMOB: Apend Hyns, LWyMOBI BNNUBK Ta
NoBHa BTpaTa CuUrHany.

[pewid Hyns (zero drift) € ogHKMM i3 HaMnoLwMpeHiWwmnx i BogHo4ac

HanbinbL Hebe3neyHnx BMAIB Aerpajalii NnepBUHHNX NepeTBoptoBaviB. BiH
NPOABNAETLCA AK MOBINIbHA, MOHOTOHHA 3MiHa BUXIAHOMO CUrHany ceHcopa B
YMOBaX He3MiHHOrO BUMIPIOBAHOrO napameTpa i Moxe 6yTu CnpUdMHEHNi

3m. Apk. No gokym. Mign. Oata
ApK.
12
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nekinbkoma cpaktopamu. Mo-nepLue, Le cTapiHHS maTtepianis YyTN1BOro efemMeHTa
— B Tepmopesuctopax Tuny NTC 3miHa onopy npu ctapiHHi Moxe gocsaratu 0,5—
2,0% 3a piKk HaBiTb B HOpMarnbHUX yMoBax ekcnnyartauii. [Mo-gpyre, MexaHi4Humn
Ta TEPMIYHUIA ricTEPE3NC KOHCTPYKTUBHUX EMEMEHTIB KOPMYCy AaTymka: npu
LUMKNIYHUX TEeMMNepaTypHUX HaBaHTaXEHHSIX BUHMKAIOTb 3anuLIKoBi Aedopmallii,
LLIO 3MiHIOOTb FEOMETPIL0 MPYXXHOTO enemeHTa abo yMoBM TeNNooOMiHY MixX
YyTNUBUM efleMeHTOM Ta AoBKiNNsm. No-TpeTe, XimidHa Aerpagadis nig aieto
BOMOrM, OKUCHUX ra3iB abo UV-BMNpOMiHIOBAHHS MOXeE 3MIHUTW NOBEPXHEBI
BMacTMBOCTI HaMiBNPOBIAHNKOBOIO P-n Nepexoay AioAa, WO BUKOPUCTOBYETLCS SIK
TeMnepaTypHuii ceHcop.
3 TOYKM 30py METPONOriYHOT MoAeni Apend Hyns OnNMCyeTbCA aauTUBHOD
NOXMGKO 3 MOBINbHO MIHMMBOK aMNiTYA0k. FAKLLO NO3HAYUTY ICTUHHE
3Ha4YeHHs TemnepaTypu sik T(t), a BUXigHWUIA curHan gerpagoBaHoro ceHcopa — siK
S(t), To Mogenb BiAMOBM TUNy «apend» matume Burnsg [2]:

S(t) = T(t) + &(t), (1.1)
e 6(t) — dyHkuis apeiidpy, Ska B nepLLUOMy HABNVKeHHi Moxe byTu
anpokcMmoBaHa fiHiiHoto 3anexHicTio d(t) = a-t abo HeniHiliHOW TUNy

8(t) = Bmax)(1 - exp(~t/1d)), (1.2)
e a — LWBKUAKICTb Apeidy, — acUMNTOTUYHE 3HAYEHHSI 3CYBY, @ —
XapaKTepucTW4Ha cTana yacy npouecy Aerpagadii. Hebeaneka gpevidy nonsrae B
TOMY, LLO NPW BiACYTHOCTI eTanioHHOro curHany abo nepexpecHoi nepesipku BiH
3anuLIaETbCH HEBUSIBIIEHMM NPOTArOM TPUBAIOro Yacy, MOCTYNOBO HAKOMUYYo4M
cucTeMaTyHy noxmbky B 6asi AaHWX CUCTEMU MOHITOPUHTY.
LLlymoBi BNnunBK € Apyroto 3a NOLIMPEHICTIO rPpynoto BiAMOB Ta AerpaaLin
CceHcopHoro TpakTy. Mpupoaa WwymiB y BUMipIOBanbHUX cUCTEMax € Haa3BnM4amnHo
pi3HOMaHITHO. TennoB.i (AXOHCOHIBCbKI) LLYMUW, 06YMOBMEHi XaoTUYHUM

@M. Apk. No gokym. Mign. Aata
Apk.
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@ennoswm PYXOM HOCIiB 3apsy B NPOBiAHUKAX Ta HaniBnNpoBigHUKaX, MalTb
piBHOMIpHWIA cnekTpanbHUii po3noain i € pyHaaMeHTanbHUM isnyHUM
0BMexeHHsAM TOYHOCTI ByAb-AKOro BUMIiptoBanbHOro npucTpoto. Ans
TepMopesncTopa 3 onopom R npu abcontoTHin Temnepatypi T Ta cMy3i
nponyckaHHsi B cnekTpanbHa LWinbHICTb TEMMOBOro WyMYy BU3HAYaETbCA
dopmynoto Haviksicta: Sn = 4kBTR, ae kB — crana bonbumaxa. Okpim
TEeNMOoBMX LUYMIB, Y peanbHuUX cuctemax npucyTHi 1/f-uymm (cpnikep-uymu), wo
0cobnMBO 3HaYYLLi HA HU3bKNX YacTOTax i NOB'A3aHi 3 PryKTyaLisiM1M pyxoMoCTi
HOCIiB 3apaay B HaniBNpoBiAHWKaxX Ta AedeKkTamu KpucTaniyHoi CTPYKTypU.
EnekTpomarHiTHi 3aBagu € [xxepernioMm 30BHILLHIX LWyMiB, Lo HabyBaloTb
0CcobnMBOro 3Ha4YeHHs B yMOBaX HaCM4eHOro NPOMMUCIOBOro cepeaosuila abo B
NPUMILLEHHSX i3 3HAa4YHOIO KiNbKicTio 6e3npoToBMX NpUCTPOIB. [ins 6e3npoToBMX
loT-cuctem Ha ocHosi Wi-Fi, wWo npautotoTb y cMmysi 2,4 [Ty, ue € ocobnveo
aKTyanbHWUM, OCKINbKM L CMyra XxapaKTepu3yeTbCa HaA3BMYaHO BUCOKOO
LUiNbHICTIO MPUCTPOIB | 3HA4YHUM piBHEM iHTepdepeHuii. Bnnue EM3 Ha
aHasnoroBuii BUMiptoBanbHUA TPaKT NPOSIBNSETLCA Y BUTMSAI aAUTUBHOTO LIyMY 3
XapaKTepucTvKamu, Lo 3anexaTtb Bif CreKTpanbHUX BacTUBOCTeN axepena
3aBagu Ta napameTpiB BUMiptoBasribHOro kona. CTaTMCTUYHO Taki LWymm 4acTo
OMNUCYITLCA HerayciBCbKMMM PO3noginamun 3 BaxkMMmu XxBoctamm abo mogensto
CyMiLLi rayciaHiB.

Cepep pi3HOBMAIB LLYMOBUX BiIMOB OKPEMO Cnif BUAINUTA T. 3B.

«CTpubkoBi» BinMoBY (spike faults) — kopoTKoYacHi iMMybCHI CNOTBOPEHHS
curHany, Wo BYHUKalTb BHACMIAOK MiKPOBIAKMIOYEHb 3'€QHaHb Y NaHLo3i
KUBEHHs abo BMMiptoBanbHOMY NaHLto3i, po3psiay enekTpoctaTuku, abo
HenoBHoro BctaHoBneHHs ALM. [nsa 16-po3psigHoro AL ADS1115 Taki

CTPUBKM MOXKYTb CAraTv 3HaveHb, L0 BiANOBIAAIOTL KiNbKOM AecsTkam rpagyciB y

3m. Apk. No gokym. Mign. Aata
Apk.
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nepepaxyHKy Ha Temneparypy, i TPUBaKTb NMPOTAromMm OOHOrO-KiNbKOX TaKTiB



BMMIpIOBaHHS. BUSIBNEHHS Takvx BiAMOB BMMarae 3acTOCyBaHHsI MOPOroBoi
hinbTpaLii Ha OCHOBI pi3HMLEBKX KpuTepiiB abo MeaiaHHOi 06pOOKU KOB3HOTO
BikHaA JaHUX.

[MoBHa BTpaTa curHany € HanbinbL o4YeBUAHUM, ane BogHovac i
HalHe6e3neYHilLMM 3 TOYKM 30py LiNiCHOCTI cucTeMun BUAOM BigMOBUW. BoHa
MOXe BUHUKATW BHACMIAOK MEXaHiYHOro NOLIKOMKEHHS ceHcopa abo
3'eIHyBanbHKX NPOBIAHUKIB, BIAMOBU [)Kepena XMBMEeHHs By3na, 3aMukaHHs abo
06pmBy B NaHLI03i BUMipOBaNbHOrO MOCTY, 3aMOPOXYBaHHSA NPOLUMBKM
MiKpOKOHTpOMepa, a Takox BiAMOBM 6e3apoToBoro 38'a3ky (BTpaTta Wi-Fi
3'egHaHHs, BU4epnaHHs 6ydepa TCP/IP cTteka). XapakTepHor 0cobnmBICTO LibOro
BMAY BiIMOB € Te, LLO CUCTeMa MOXe pearyBaTit Ha HUX ABOMa MPUHLMNOBO
pisHuMuK cnocobamm: abo B1aaBaTh HE3MiHHE «3aMOpoXeHoe» 3HaveHHs (stuck-at
fault), abo noBHiCTI0O NpUNUHATK Nepefady nakeTiB AaHux (data loss fault).

Y nepLuomMy BUNagKy, KON CEHCOP BMAAE NOCTINHE 3HAYEHHS, LLO

BiAMNoOBigae ocTaHHBOMY BUMipY abo AesikoMy OMOPHOMY PiBHIO, anroputm
BMSIBNEHHS BiAMOB NOBWHEH aHanisyBaTu AVUCNepCito curHany B KOB3HOMY
4YacoBOMY BikHi. B HOpMarnbHVX ymoBax TeMnepaTtypHUn CUrHan 3aBxam MicTUTb
NeBHWI piBEHb NPUPOAHUX NyKTyaLliil, 06yMOBNEHNX MIKPOKOHBEKLIEIO MOBITPS
Ta TypbyneHTHUMM npoLecamu TennoobmiHy, ToMy Aucnepcisa 02 y 4acoBoMy
BikHi 3aBXau NepeBuLLye NEBHUI MiHIManbHWUIA nopir. AKwo 02 cTae 6rmM3bkolo Ao
Hyns abo Hx4oto 3a nopir Tennosoro wymy ADS1115 (wo Bignosigae
npun6nusHo 0,03-0,05°C ans TMNoBUX pexuMiB poboTu), Le € HaginHuM
iHOMKaTOPOM BiAMOBU TUMY «32aMOPOXEHHS».

Y opyromy Buvnagky — MOBHOI BiACYTHOCTi NaKeTiB — CepBep peecTpye

BiMOBY 3B'A3KY, ika MOxe ByTun sk Tumyacosoto (pnykryauii Wi-Fi-kaHany), Tak

3m. Apk. No gokym. Mign. Aata
Apk.
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i nocTinHoto (anapaTtHa BiaMoBa By3ra). PO3pi3HEHHS LMX OBOX cuUTyaLili €
BaXNBOIO 3aa4et0, OCKINbKV anropuTM BifHOBNEHHSA AAHWUX NOBUHEH
aKTMBYBATWCS NLLIE NPU CTINKI BiAMOBI, YHMKaOUM 3aiBuX 064MCneHb npu
KOPOTKOYaCHMX po3puBax 3B'A3Ky. [N Lboro A0oLiNbHO BUKOPUCTOBYBATH
afanTyVBHUIA TaliMayT, WO BpaxoBye CTaTUCTUKY NonepeaHix 3aTpuMok nepeaadi
Bif, KOHKPETHOrO By3na.

lMporpamHi BigmMoBM B po3nodineHux loT-cuctemax hopMytoTb OKpeMmy,

4YacTo He[OOLHIOBaHy KaTeropito 3arpo3 LinicHocTi AaHux. Ha piBHi BGygoBaHoro
nporpamHoro 3abesneyeHHs (firmware) ESP-01 HanbinbLu xapakTepHUMU €:
NepenoBHEHHS cTeKa Npu PeKyPCUBHUX BUKIUKaxX abo BUAINEHHI BENUKNX
MacwBiB Y NOKanbHin nam'aTi, HeCkiHYeHHe ovikyBaHHSA BianoBiai Big 12C-
NpUCTPOIO Npu 3aBucaHHi WwiuHu (12C bus freeze), HekopekTHE BiAHOBMEHHS nicns
nepesaBaHTaXEeHHsI 3a BiACYTHOCTi 36epeXeHHsI CTaHy, a TakoX MOMWUIKK
CKnaaHHsa CTopoXoBoro Tanmepa (watchdog timer) npu goBroTpuBanux onepadisix
DNS-3anuty abo BcTaHOBNEHHS TLS-3'€qHaHHS.

Ha piBHi 6i6niotek 06pobku AaHKX icCHYe cneundidyHMi Knac nporpaMHmx

BiIMOB, MOB'A3aHMX i3 YACNOBMMW NOMUIKAMU: NEPENOBHEHHS LiNoYMCenbHUX
TUMIB NP HAKOMWYEHHI CyM AN 0BYNCNEHHS CepeHboro, BTpaTta TOYHOCTI Npu
KoHBepTaLii Mk Tunamu float Ta int, a Takox NOXMGKK OKPYrNeHHs npu
macluTabysaHHi ALIM-koais Ao disnyHmx oamHmub. Onsa ADS1115 3 po3psiaHicTio
16 6iT Ta BHYTPILLHIM NigcunoBavem nporpamHoro niacuneHHs (PGA)
HEeKOpPEeKTHEe HanalTyBaHHA AianasoHy BYMIPOBaHHA MOXe NPU3BECTU 40
CMCTEMATUYHOIO «HACUYEHHS» (saturation) curHany, Wo BUrNsAae B NOTOL AaHMX
SIK NOCTiViHE 3HAYeHHs Ha piBHI rpaHnyHoro kogy ALIM[3].

TakvM YMHOM, TMMOSOriA BIAMOB Y PO3MNOAINEHNX CUMCTEMAX MOHITOPUHTY
MiKpOKniMaTy € KoMmnrekcHoto Ta baraTopiBHeBoto. EdbekTnBHa cuctema

3Mm. Apk. No gokym. Mign. Oata
Apk.
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[iarHOCTUKM NOBMHHA BPaxoByBaTK yCi 3a3HadeHi MexaHi3mu i 3abesnedyBaTtu ix
andepeHLiioBaHe BUSIBIIEHHS HA OCHOBI XapakTepUCTUK BUXIQHOTO curHanny.
HasiBHICTb NPOCTOPOBO PO3MOAINEHOr0 MacuBy CEHCOPIB BiAKPMBAE NPUHLIMNOBO
HOBI MOXIMBOCTI AN KpOC-BarnifaLii BUMIpIoBaHb i € KI0YOBOK NepeayMoBO



Ans peanisayii aHaniTMYHOT HaANMLLKOBOCTI.

1.2 KoHuenuis anapaTHOi Ta aHaniTU4HoOT (CTPYKTYPHOT)

HaAnULIKOBOCTI BUMiptoBaHb B loT-mepexax

HapnuwkosicTb (redundancy) € dyHAameHTanbHUM NPUHLIMNIOM

NPOEKTYBaHHS HAAINHMX BUMIpIOBaNbHUX Ta obuncnioBanbHUX cuctem (puc.1.1).
B 3aranbHOMy po3yMmiHHI HAAMWLLKOBICTb O3HAaYa€e HasiBHICTb Y cUCTeMi
[0AATKOBUX PECYPCiB — anapaTtHux, nporpamHux abo iHopmaLiiHix — noHaz,
MiHiManbHO HeobXiaAHNX Ana BUKOHaHHS LinboBol dyHKLii. Lli gogaTkosi pecypcu
He 3ary4atoTbCsi B LUTATHOMY pexuMi poboTu, ane akTUBYHOTLCS NPY BUHUKHEHHI
BiAMOB, 3abe3neuytoun HenepepBHiCTb GyHKLIOHYBaHHA abo BiAHOBMEHHS
BTpayeHoi iHdopmaii. Y KoHTeKcTi loT-cucTeM MOHITOPUHTY MikpoknimaTy
PO3pi3HATb ABa NPUHLMNOBO Pi3Hi MiaAXo4W: anapaTHy Ta aHaniTu4Hy
(CTPYKTYPHY) HAAMMNLLIKOBICTb.

AnapaTtHa Haamnu1LIKOBICTb

(Fapsiye pe3epByBaHHS)

CeHcop 1

(Mapametp T)

CeHcop 2

(Napametp T)

CeHcop 3

(Mapametp T)

Anroputm

MaxopuTapHoro

ronocyBaHHs

(«233¢/2003)

MinTBEpAXEHE

3HayeHHa T

AHaniTu4Ha (CTpyKTypHa) HaAMMULLKOBICTb

(Mepexxa NpoCcTOpOBO PO3MNOoAiNeHNX AaTyumKiB)

Byson i

(T1, P1)

Byson j

(T2,C02)

Byson k

(T3, Bonorictb)

MaTtemaTtnyHa mogens

(TennodianyHi 3akoHw,

lMpocTopoBa Kopensauis)

LiarHoCTUYHUN

3anuwok (Residual)

PucyHok 1.1— Buam iHdbopMauinHOi HaanuLwKoBOCTi

3m. Apk. No gokym. Mign. Oata
ApkK.
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AnapatHa HagnuwkoBicTb (hardware redundancy) nepenbavae disnyHe
Ay6nioBaHHA abo MynbTURNiKaLiio BUMIpIOBaribHKX KaHanis 3 METO
3abe3neyeHHs 6e3nepepBHOCTI BUMIPIOBaHHS Npu BiAMOBI ogHOro abo Kinbkox
enemeHTIB. Y Knacu4Hin oopmi BoHa peanisyetbCs y BUrMSAi rapsyoro
pesepByBaHHs (hot standby), konwu kinbka iAeHTUYHNX CEHCOPIB OAHOYACHO
BMMIPIOIOTb TO CaMunii napameTp, i IX pesynsraTyt NOPIBHIOTLCA 3@ 4OMNOMOroH
anroputmy ronocyBaHHsi (voting). HainoLumpeHillo CXemoto € TpUnmeKkcHa
KoHdirypauis «2 3 3» (2003 voting), npu sikili cuctema yHKLIOHYE KOPEKTHO Npu
BiIMOBI OAHOrO 3 TPLOX KaHarniB: pe3ynsTraTtoM BUMIpIOBaHHSA BBaXKaeTbCs
3HaYeHHs, Lo NIATPUMYETLCA NPUHaNMHI 4BOMa kaHanamu[4].
Buxogsium 3 Teopii HagiNHOCTI, NMOBIPHICTb BiAMOBW TPUMNIEKCHOT CUCTEMM
npu He3anexHux BiAMOBax kaHaniB BU3HAYaETbCS K

P_fail = 3P2(1-P) + P3, (1.3)
ne P — AMOBIpHICTb BiAMOBM OAHOrO KaHany 3a 3agaHuii NpoMixkok yacy. Akwo P
= 0,01 (1% nmoBipHICTb BiaMOBM 3a pik), To P_fail = 3-10-4, wo Ha ABa nopsak1
MeHLUe, HixX Ans ogHoro kaHany. OaHak anapatHe gybntoBaHHs nos'sizaHe 3i
3HaYHUM 3POCTaHHSAM BapTOCTi Ta i3NYHUX PO3MIpiB CUCTEMM, OCOBNMBO Npu
pO3ropTaHHi BEMUKNX CEHCOPHUX Mepex. [ina cuctemu 3 N Byanamu nepexia Big
OOVHUYHMX [0 TPUMNMIKCHUX KOHirypaLin noTpebye 36inbLIeHHs KinbKocTi



ceHcopiB y 3 pa3u i BianosigHoro MaclutabyBaHHs kabenbHoi iHpacTpykTypu Ta
[PKepen XVBMeHHS.

XonopaHe pe3epByBaHHs (cold standby) € komnpomicHMM BapiaHTOM

anapaTHOoi HaAMMLLKOBOCTI, MPU SIKOMY pe3epBHUIA KaHan He 3HaXoAMTbCH B
aKTMBHOMY CTaHi i aKTUBYETbCS NULLIE NPU BUSABMNEHHI BiAMOBM OCHOBHOrO. Lle
3HIKYE €HEepProcrnoXvBaHHs CUCTEMM, ane BBOAUTb 3aTPUMKY NepemMuKaHHs Ta
BMMarae HagilHoOro MexaHiaMmy AeTeKTyBaHHs BiAMOBM i aBTOMATUYHOTO

3m. Apk. No gokym. Mign. Aata
Apk.
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komyTauii. ina 6e3npoToBux loT-cucteM Take pilEHHS € TEXHIYHO CKNafHiLLnMm,
ockinbku notpebye LeHTpanisoBaHoi opkecTpalii 3 6oky cepBepa abo KoHTponepa
mMepexi.

MPYHLMMNOBO iHLWIMM NiAX04OM € aHaniTuyHa, abo CTPyKTypHa

HaanuLkoBicTb (analytical/structural redundancy), sika rpyHTYeTbCSI HE Ha
hisnyHoMy aybnioBaHHi BUMiptoBanbHUX kaHarniB, a Ha MaTeMaTUYHUX 3B'si3kax
MiXX BUMiptOBaHMKM BenmuuHamu. KnioyoBa igest nonsirae B Tomy, Lo Oyab-sika
disnuHa cuctema nepebysae nif Ai€to 3aKOHIB NPUPOAN, SiKi MOB'A3YI0Tb Pi3Hi
napameTpu AeTepMiHOBaHUMMW abo CTOXaCTUYHUMU 3aNEXHOCTAMU. FKLLO Ui
3anexHocTi BigoMi (abo MoxXyTb ByTu ieHTUdIKOBaHI 3 HASBHUX AaHKX), TO
3Ha4eHHs Byab-sKoro 3 napameTpiB MOXHa BiAHOBUTM abo nepeBipuTy,
BMKOPUCTOBYHOYY BUMIPIOBAHHS iHLIMX NapaMeTpis.

Y KOHTEKCTi MPOCTOPOBO PO3MNOZINIEHOr0 MacuBy TemnepaTypHUX CEHCOpIB
aHaniTMyHa Haa IULWKOBICTb NPOSABASETLCA Yepes (Pi3NYHY CKOPEernbOoBaHICTb
TemnepaTypHUX NoriB y CyCiAHIX Toukax npocTopy. Tennosi npouecy B
3aMKHEHOMY MPUMILLEHHI MiANOPSAKOBYOTLCS PIBHAHHIO TENONPOBIAHOCTI Ta
3aKoHaM KOHBEKTMBHOIO TeMMoo6MiHy, LLIO 3yMOBIIOE 3HA4YHY NPOCTOPOBY
KopensLito MiX nokasHuKaMu cycigHix By3nis. MatemaTuyHo Lie o3Havae, Lo
PO3MIpHICTb pearibHOro NPOCTOPY CTaHIB TEMSIOBOrO MOSIsi € 3HAYHO HIDKYOIO 3a
KinbKiCTb BUMipIOBaHb, i Ll HAAMIPHICTb BUMiptoBaHb Moxe ByTu BUKopucTaHa
ANS BUSIBNIEHHS @aHOMarin Ta BiAHOBMNEHHS BiACYTHIX AaHWX.

KoHuenuis aHaniTnyHoi HaanuwkoBocTi Byna cuctemaTmsoBaHa B poboTax

M'to Ta Aiidepmana e B 1960-x pokax y KOHTEKCTi 3aday ineHTudikauii Ta
[iarHOCTMKM NiHINHUX AMHaMiYHMX cucTem. [MisHiwe, 3 po3BMTKOM Teopil
cnocTtepiradis ctaHy (state observers), metoais cinstpauii Kanmana ta
MAaLLMHHOIO HaBYaHH4, Len niaxig oTpumMaB 3HAYHWI PO3BUTOK | CbOrOAHI €

3m. Apk. No gokym. Mign. Aata
ApK.
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[OMIHYHUMM Y cUCTEMaX [iarHOCTUKM CKMafHWX TEXHIYHMX 06'ekTiB. KntoyoBum
MOHATTSIM B @HANITUYHI HAANMULLKOBOCTI € «3anmuLLOoK» (residual) — pisHMLS MiX
BMMIPSIHUM 3HAY€HHSIM Ta MOro OLIHKOK, OTPMMAHOI0 3 MaTeMaTUy4HOi Moaeni
cucTeMmn abo 3 iHWKUX BUMiptoBaHb. [pu HopManbHin poboTi 3anuLok 6rmM3bkui
[0 Hyns (B Mexax Luymy), a Npu BiAMOBI BiH NepeBuLLYye BCTaHOBIEHWI NOPIT,
CUrHanisyto4m npo aHomanito.

[Onsa loT-cuctem 3 NpOCTOPOBO PO3MNOAINEHNMY CEHCOPaMM aHaniTu4Ha
HaAMULLKOBICTb peanisyeTbcs Yepes psg MexaHiamis. Mepmini — npoctopoBa
iHTepnonALUif: 3Ha4YeHHs TemnepaTypu B AOBINbHIN TOYL NPOCTOPY MOXxe ByTn
OLjiHEHe 3a JOMOMOTO0 3BaXXEHMX MOKa3HWKIB CYCiAHIX BY3MiB, i BiAXUNEHHS
peanbHOro BUMIpIOBaHHS Bif, L€l OLIHKM CMyXWUTb AiarHOCTUYHUM CUrHamnoM.
[pyruii MexaHiam — YacoBa ekCTpanossiLis: Ha OCHOBI NonepeaHbOT ANHaMIKN
curHany Byana 6yayeTbcs NPOrHO3 MOro MOTOYHOTO 3HAYEHHS, | CyTTEBE
BiAXWMEHHSA pearnbHOro BUMipIoBaHHS Bif NPOrHO3y BKka3ye Ha aHomanito. TpeTin
— MiXXNapameTpUYHi 3anexHOCTi: MPU HAassBHOCTI Pi3HOPIAHMX CEHCOopIB
(Temnepatypa, Bororictb, CO2) Bigomi i3nyHi 3B'A3kM Mixk napameTpamun
[03BOSSIOTh OLHIOBATU iX B3AEMHY Y3rO4KEHICTb.

Baxnuneoto nepeBaroto aHaniTM4HoOi HaAIMLLKOBOCTI B MOPIBHSAHHI 3

anapaTHoto € il MacwTaboBaHiCTb Ta eKOHOMIYHICTb. 3aMiCTb NOTPIAHOIO
hi3nYHOro pesepByBaHHS KOXHOrO By3na [4OCTaTHbO 3abe3neunTi JOCTaTHIO
NPOCTOPOBY LUiNbHICTb PO3MILLEHHSI CEHCOPIB, MPU AKil KOXEH By30M Mae KiflbKoxX
«CycifiB», 34aTHNX BUCTYMNUTY NOro aHaniTM4HUMKM pesepsamu. [Npu ubomy



KOXXEH [OAaTKOBUIA By30M MiABULLYE HAAIMHICTb He nuLle cBoro 6e3nocepenHbLoro
OTOYEHHS, a i YCiEl Mepexi B LiNoMy, OCKinbKW 36iNnbLUYye KiNbKiCTb AOCTYMHUX
MiXXBY3MOBUX Kopensauii. [ns TemnepaTtypHuX noniB y NpUMILLEHHSIX, e
NpoCTOpOBa KopensLiiHa AOBXMHA CTaHOBUTb, Sk NpaBuno, Big 0,5 go 3 meTpis

3m. Apk. No gokym. Mign. Aata
Apk.
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3anexHo Bif iIHTEHCUMBHOCTI KOHBEKLIiT, JOCTaTHBLOIO € LUiNbHICTb By3niB Nopsaky
1-2 By3nu Ha 1-2 M2 nnoLyi nepepiasy.

Cnig 3a3HaunTk, WO anapaTtHa Ta aHamniTMyHa HaaMMLLKOBICTb He €
B3aEMOBVIKIMIOYHUMM | MOXYTb €(PEKTUBHO NOEAHYBATUCS B riOpUaHMX
apxiTektypax. Hanpuknag, nokanbHe Ay6ntoBaHHs YyTnMBUX EMEMEHTIB Y Mexax
OfHOro By3na (aelueBe i KOMMaKTHE PilleHHs1) B NOeAHaHHI 3 aHaniTMYHO
06pobkoto Ha piBHI Mepexi 3abeanedye 3axuCT K Bif anapaTHUX BiAMOB
KOHKPETHOro AaTyuka, Tak i Big CUCTEMHMX 300iB y By3ni B LMOMY. Y KOHTEKCTi
naHoi poboTV OCHOBHUIA aKLEHT 3p06NeHo Ha aHaniTUYHIA HaAMLKOBOCTI SK
6inbLU rHy4ykoMy Ta MacliTaboBaHOMY NiAXOAI, LLO AO3BOMSE BUTATYBaTU
MaKcMMyM KOPUCHOT iHdopMmaLii i3 HasiBHOI ceHCopHOT Mepexi 6e3 AoaaTkoBmX
anapaTtHux BUTparT.

1.3 Ornsig meToAiB BUSIBNEHHS aHOManii y 6araToBUMIpHMX YacoBUX

psifax CeHCOPHUX AaHuX

BusaenenHs aHomanin (anomaly detection) y 4yacoBux psgax CeHCOpHMX

[aHVX € aKTUBHO PO3BMBakOYOK 0BNACTO AOCHIMKEHb, LLO 3HAaXOAUTLCS Ha
nepeTuHi Teopii 06pobkn curHanie, MaTeMaTUYHOT CTAaTUCTMKM Ta MALUMHHOIO
HaBYaHHSA. AHOManis y 3aranbHOMY PO3yMiHHI — Lie CMOCTEPEXKEHHS, WO CYTTEBO
BiAPI3HSETBLCA Bif, OMiKyBaHOro natepHy nosefiHku cuctemu (puc.1.2). CTocoBHO
CEHCOPHWX CMCTeM aHoMarii NoAINATLCS Ha TPU OCHOBHI KaTeropii: TOYKOBI
(pointwise) — okpeMmi 3Ha4YeHHs, LLO Pi3KO BiAXMNAIOTLCS Big MOTOYHOTO PiBHS
curHany; KoHTekcTyanbHi (contextual) — 3Ha4YeHHs, LWo HopmarnbHi B 0O4HOMY
KOHTEKCTi, ane aHoMasbHi B iHLIOMY; KonekTuBHi (collective) — nocnigoBHoCTi
3HaYeHb, KOXHE 3 SIKUX OKPEMO BUIMISAAE HOPMarbHO, ane ix CyKymnHicTb €
aHoManbHO (Hanpuknag, aped Hyns abo 3aMopoxeHHs)[5].

3m. Apk. No gokym. Mign. Oata
ApK.
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PucyHok 1.2 — MNpuknag aHomanbHWX AaHWX B NOTOLL
Cepep CTaTUCTUYHMX METOAIB BUSIBIIEHHS aHOManii HanwwmnpLie
3aCTOCYBaHHSA MatoTb NMOPOroBi METOAM, 3aCHOBaHI Ha aHanisi po3noginy
CTaTUCTMK curHany. Hannpoctiwmi nigxig — npsiMme NoporyBaHHs: curHan
BBa)K@ETbCS1 aHOMarbHMUM, SIKLLO MOr0 NOTOYHE 3HAYEHHS BUXOAUTL 32 MEXi
[oBipyoro iHTepsany [u — , u+ , [e 4 — NoToYHa KOB3Ha cepefHs, 0 —
NMOTOYHE KOB3HE CTaHAapTHE BiaXUNeHHs, k — koedilieHT, Wwo B13Havae piBeHb
YyTnuBocTi (3a3Buyan k = 3, Wwo BignoBigae kputepito «3 curmay ans
rayciBcbKOro po3noginy). Hessaxaroum Ha NpocToTy, el metoa Aobpe npawioe
[0S BUSIBNEHHSI TOYKOBKX aHoMarin y cTauioHapHux abo noBinbHO 3MiHIOBaHKX
npouecax.
[ns BUSIBNEHHS aHOoMarnin Ha YacoBMX psiAax 3i 3MiHHOK AMcrepcieto Ta
HeniHinHMMKN TpeHgamm 6inbw edektnsHuM € metog CUSUM (Cumulative Sum
Control Chart). B ubomy meTogi aHani3yeTbc HakonMyeHa cyma BiAXMNeHb
CUrHany Bif eTanoHHOro 3HaYeHHs:

C(t) = max(0, C(t-1) + x(t) — p — k), (1.4)

3Mm. Apk. No gokym. Mign. Oata
Apk.
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e X(t) — noToyHe 3HayYeHHs, 4 — odikyBaHe cepeaHe, k — gonyctumve
BiAXuneHHs. BuseneHHs aHomanii BigbyBaeTbca npu nepeBuLLeHHi nopory h, wo
Moxe ByTu HanalToBaHWU 3anexHo Bif H6axxaHoro 6anaHcy Mk YyTnmMBICTIO Ta
4acToTo XMBHUX cnpautoBaHb. CUSUM € onTuManbHUM y CeHci NocnifoBHOro



kpuTepito Wald ans BusiBneHHs CTprbkonomibHNX 3MiH PiBHS CUrHany i LWMPOKO
3aCTOCOBYETBCA y 3a4ajvax BUSIBNEHHA Aerpajalii ceHCopiB.
Metog EWMA (Exponentially Weighted Moving Average) noeaHye
BMacTMBOCTI HU3bKOYACTOTHOIO (hinbTpa Ta KOHTPOmbHOI kKapTu. KoB3Ha cepeaHs 3
€KCMOHEHLINHUM 3BaXKyBaHHSM 0BYMCMIOETLCS 3@ PEKYPEHTHUM BUPA3OM:

m(t) = Ax(t) + (1-A)m(t-1), (1.5)
ne A € (0,1] — koedilieHT 3rnagkyBaHHs. AHOManisi BUSIBASIETLCS NPY BUXOAI
m(t) 3a mexi KoHTponbHoro kopuaopy. MNMepesaroto EWMA € iioro 3gaTtHicTb
BiACTEXyBaTW NOBIMbHI TPEHAW, O POBUTL NOr0 eDEKTUBHUM ANS BUSBNEHHS
apendpy Hyns. MNapameTp A BU3Ha4ae KOMNPOMIC MK Yy TNMBICTIO 4O PanToOBMX
3MiH (Benukuid A) Ta 3gaTHicTio dinsTpyBaTht LWymMun (Manuin A) (puc.1.3).
[ina 6araToBUMIpHMUX CUCTEM, A€ aHOManis MOXe BUSBNATUCS NuLle Y
B3aEMO3B'A3KY MiX KiflbkoMa 3MiHHUMU, @ He B @BCOMIOTHUX 3HAYEHHSIX KOXKHOT 3
HUX, €(PEKTUBHUM IHCTPYMEHTOM € METOZ, roNoBHUX KOMMOHeHT (Principal
Component Analysis, PCA). Y uboMy nigxodi BUXiaHWii NpocTip BUMiptoBaHb
XMER"N NPOEKTYETLCSA Y NPOCTIP FONOBHUX KOMMOHEHT MEHLLIOT PO3MiPHOCTI.
HopmanbHa nosegiHka cuctemu Bignosigae nesHin nignpoctopy (hyperplane) y
NPOCTOPi FONIOBHUX KOMMOHEHT, i BiAXWUNEHHS Bif LbOro nianpocTopy €
iHankaTopom aHomanii. CTaTucTuko Ans BusiBNieHHs aHomanin y PCA-nigxogi €
Xotenninra T2 Ta Q-ctaTucTMKa (Cyma kBaapaTiB 3anuLuKiB npoekuii). Baxnueoto
nepesaroto PCA € N0ro He4yTnmBICTb [0 NOBIMIbHUX CUHXPOHHWUX 3MiH YCiX
CeHCopiB (Hanpuknaz, 3MiHW HaBKOMULLHBOT TEMNEepaTypu), OCKINbKA BOHU

3m. Apk. No gokym. Mign. Oata
ApK.
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Bi,qoﬁpa»(aro‘rbcn B OJHOMY-[BOX NEPLUNX rONTIOBHUX KOMMNOHEHTaxX i He
BNMBaKTb Ha Q-CTaTI/ICTI/IKy.

PucyHok 1.3— Bnnue koediuieHTa 3rnagkyBaHHs Ha hopmy pyHKLT

MeToam Ha OCHOBI TeOpii YacoBWX PSAIB BiAKPMBAIOTb LLe OAMH piBEHb
aHaniay. AsToperpeciiiHi mogeni (AR, ARMA, ARIMA) gossonstote 6ynysatu
NPOrHOCTWYHI MOAENi AMHAMIKM KOXKHOIO CEHCopa Ha OCHOBI MOro nonepeaHix
3HaYeHb. 3anuLIKM NPOrHo3y — Pi3HNLA MiXK peanbHUM Ta nepeadadeHnmM
3HaYeHHAM — € NOTYXXHWUM AiarHOCTUYHUM CUrHANoM: B HOPManbHOMY PeXuMi
BOHW 5IBNSAOTL cOB0t0 6inuii LyM, a NpU BUHUKHEHHI BiiMOBM HabyBaloTb
CMCTEMAaTUYHOIO XapakTepy. [1ns HecTauioHapHWX curHanis (Hanpuknag, Ao60BI
TpEHAN TemnepaTypu) nepeBara HagaeTbcs ce3oHHUM Mogensm SARIMA a6o
MeToAam AeKOMMNOo3nLii Ha TpeHa Ta 3anuLUoK[6].

HelpomepexeBi MeTOAN BUSBNEHHS aHoManiii Habynu 3Ha4Horo

NOLUMPEHHS B OCTaHHI POKM 3aBASIKN PO3BUTKY apXiTeKTyp rmMBOKOro HaB4aHHs

3m. Apk. No gokym. Mign. Oata
ApK.
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(puc.1.4). AsTokoayBanbHUKM (autoencoders) — HeMpOHHI Mepexi, HaB4eHi
BiATBOPIOBATY BXIAHUI CUTHaN Yepes3 HU3bKOPO3MipHe «BY3bKe MicLie» —
eeKTUBHO BUSBNSIOTb aHOMarii sk 3pa3ku 3 BEMUKOK MOMUIKOK PEKOHCTPYKLi.
PekypeHTHi HeipoHHi mepexi (LSTM, GRU) 3gaTHi MmogentoBaTu cknagHi 4acosi
3anexHocTi y 6baraToBMMipHMX YacoBUX psgax i BUSBNSAT aHomanii, LWo He
MOXYTb ByTU ifeHTUIKOBaHI NPOCTUMM CTATUCTUHHUMI METOAAMMU.
TpaHcdhopMepHi apxiTekTypu, 3okpema mogeni Tuny Anomaly Transformer Ta
PatchTST, neMoHCTpyoTb BUAaTHI pedynbrat Ha eTanoHHUX Habopax gaHux
CEHCOPHUX CUCTEM.

BxigHun BekTop

Xt

EHkopep

(CTnCHEHHS)

Bysbke micue

(Latent space)

Lekonep

(BioHoBNEHHs)

OujiHka



Xt

HevipoHHa mepexa (Deep Autoencoder)
Moxunbka
Et=|Xt-Kt|
[MopiBHAHHA

3 noporomh
AHomania

(E t &gt; h)
Hopma

(Et=<h)
PekoHcTpyKLUis
OpwriHanbHi AaHi

PucyHok 1.4— HelipomepexxeBi MeToan BUABINEHHSI aHOMarin

OpHak 3acToCyBaHHS IMMUBOKOro HaBY4aHHA B peanbHux loT-cuctemax
0BMexXyeTbCs PAAOM NPaKTUYHKX DaKTOPIB: HEOBXIAHICTIO 3HAaYHMX obcsriB
MapKoBaHux abo HeMapKOBaHWX HaBYanbHUX AaHWX, ob4ncnoBanbHOT
MOTY>XHICTIO AN HaBYaHHS MOAENEN, a TakoX HU3bKOK IHTEPNPETOBAHICTIO
pesynbraTiB. [Ina cucteM MOHITOPUHIY MiKpOKMiMaTy B peXuMi pearnbHoro yacy
GinbLU NparMaTMYHUM € NOEAHAHHS NPOCTUX, ane HagiNHUX CTaTUCTUYHUX
meTogis (noporyBaHHs, CUSUM, EWMA) 3 npocTopoBo-KopensuinHum
aHanisoM, Lo BUKOPUCTOBYE creumdiky po3noAineHoi apxiTekTypu CEHCOPHOT

3Mm. Apk. No gokym. Mign. Aata
Apk.
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mepexi. MbpuaHui niaxia 4o3Bonsie 4OCArTU 3a40BiNIbHOT TOYHOCTI AiarHOCTUKM
npu MiHiManbHUX ob4McnoBanbHUX BUTPaTax, Lo 0COBMMBO BaXUBO B yMOBaX
obmexeHux pecypcis loT-nnatdgopm.

Okpemoi yBaru 3acrnyroBytoTb METOAN BUSIBNIEHHSI aHOMarili B NPOCTOPOBO
pO3nogaineHrx BUMipIOBaHHSIX, LLIO BPaxXOBYHOTb HE NiLLIE YacoBy, a 1 NPOCTOPOBY
CTPYKTYpY AaHux. MeToa reoctaTMCTUYHOT aHOManii 3aCHOBaHUIA Ha NOPIBHSHHI
BMMIiPSIHOrO 3HAY€HHS1 KOXXHOTO By3ria 3 I0ro MpoCTOPOBOIO OLIHKOK, OTPYMaHOK
meTofom kpuriHry (Kriging) 3 noka3HukiB cycigHix By3niB. PisHuusa Mix

peanbHVM BUMIpPIOBAHHSIM Ta KPUFiHT-OLIHKOK — T. 3B. «KpOCC-BanigauinHui
3anu1LLOK» — B HOPManbHOMY PEXVMI € CTaLiOHapHUM NPOLIECOM 3 HYNbOBUM
cepefHim, i 3Ha4YHe BiOXUMNEHHSN Bif HYns BKadye Ha NpobremMy B KOHKPETHOMY
By3ni. MNepeBaroto Lboro MeToAy € Moro NPOCTOpoBa afanTUBHICTb: YYTNMBICTb A0
rioKanbHUX aHomanii Bucoka, Todi sik rnobanbHi Tperau, LWo BigobpaxatTbes y
BCiX By3rax OfjHO4aCHO, aBTOMaTU4YHO KOMMEHCYTbCS.

MeToa npoCcTOpOBO-4aCOBOIO BUSBNEHHSI aHOMarili Ha OCHOBI NTOKanbHO
3BaxeHoi perpecii (LOESS/LOWESS) noegHye nepesarv 4acoBoro Ta
NPOCTOPOBOro aHanisy. [nsi KOXXHOro By3na B KOXXeH MOMEHT Yacy GyayeTbcs
riokarnbHa perpeciiHa MoAenb, L0 BUKOPUCTOBYE K NONepeaHi 3Ha4YeHHs JaHoro
BY3Ia, Tak i NOTOYHI 3HAYEHHsI MPOCTOPOBKMX CYCiAiB. ANpoKCcMMaLlisi BUKOHYETHCS
NoNiHOMaMn HU3bKOrO CTYNEHS B 3BaXKEHIN MeTpUL, Ae Barn 3MEHLLYTbLCS 3i
36inbLUeHHsIM YacoBoi abo NPoCTOPOBOI BiACTaHi. 3anuLuLok fokanbHoi perpecii €
YyTNMBUM A0 Byab-akux hopmM aHoMarnin: TOHUKOBUX CTPUBKIB, MOBINbHOMO
apendy, Ta 3aMOPOXEHHS cUrHany.

3m. Apk. No gokym. Mign. Aata
Apk.
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1.4 MartematunyHi Mogeni Ta anropuTMiYHi NiAXOA4M OO BiAHOBMEHHS
CMOTBOPEHUX CUTHanIB

BigHoBneHHs1 cnoTBopeHnx abo BiACYTHIX AaHUX ceHcopiB (sensor data
imputation) € 3agayeto, Lo BUNNvBae 6e3nocepeaHbo i3 3a4avi iX BUSBNEHHS:
nicns nokanisawii BigMoBM BUHMKAE HEOOXIOHICTb OTpUMATV LOCTOBIPHUIA
3aMiHHUK BiACYTHBOrO abo MOLLKOAXXEHOTO BUMIpIOBaHHS A5 3abe3neyeHHs
6e3nepepBHOCTI 6a3 gaHUX Ta anropuTMIB NPUNHATTSA pilleHb. MaTtemaTuyHi
niaxoam A0 BUPILLEHHS L€l 3a4a4i OXONMoTb LUMPOKUIA CNEKTP MeToAiB — Bif
NPOCTMX AETEPMIHICTUYHMX IHTEPNONSLIA 4O CKNagHUX MMOBIPHICHUX Moaenen



Ta MeToAiB MaLLUMHHOTO HaB4aHHs [1].
Kopensiuiiinin aHania (puc.1.5) € chyHaameHTansH1M iHCTPYMEHTOM ANs
KinbKiCHOT OLLiHKM B3a€MO3B'A3KIB Mi>k MOKa3HMKaM1 MPOCTOPOBO PO3MNOAINeHNX
CEeHCOopIB i Biairpae knto4oBy pornb y NobyaoBi Moaenen BigHOBNEHHSA AaHuX. Y
cToXacTu4YHOMY niaxodi TemnepatypHe none T(r,t) po3rnsaaeTbest Ak MPOCTOPOBO-
4YacoBMIN BUMAAKOBUI NPOLIEC, LLIO XapaKTepuayeTbCs PYHKLIE NPOCTOPOBO-
YacoBoi kopensuii

K(r1,r2,1) = E[(T(r1,t)-p(r1,t))-(T(r2,t+7)-p(r2,t+1))], (1.6)
e r1, r2 — npocTopoBi KoOpANHATK ABOX By3niB, T — Yacosuii nar. Ana
cTauioHapHWX Ta NPOCTOPOBO OAHOPIAHMNX NPOLECIB LS PyHKLiA 3anexuTb nuiie
Bif pi3HMLi koopauHaT: K(@,T), LLIO CYTTEBO CNPOLLYE i1 OLiHIOBAHHS.

3Mm. Apk. No gokym. Mign. Aata
Apk.
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Byson i

KoopawuHara ri

CurHan Ti (t)

Byson j

KoopawvHarta rj

Curnan Tj (t)

Byson k

KoopawnHata rk

CurHan Tk (t)

MpocTopoB.a BiacTaHb Ar

j

lMpocTopoBa BiacTaHb Ar

jk

KopensuinHui aHania

O6uncneHHs quHKu,@ NpOCTOPOBOI Kopenﬂu@'i:
KA =E[(Ti-pi) (Tj-pj)

KinbkicHa oLiHKka B3aeM0O3B’A3kiB

(Basuc gns npocmposo@mogemﬁ] Ta KpUriHry)

PucyHok 1.5— Ponb KopensuiiHoro aHanisy B NpoCTOPOBO PO3MOAINeHii
Mepexi
EmnipnyHe ouiHioBaHHSA yHKLiT NpoCcTOpPOBOi KopensLii BUKOHYETbCS 3a
Hakonu4yeHo 6a30to gaHuX:

[Ri(ag) = (1N)Z((T_i(t)y-p_i) (T_i0-u_i) (1.7)
Ans Becix nap By3nis (i,j) 3 BiacTaHHwo |[r_i —r_j|| = @ Anpokcumauis
emMnipyuYHOT KopensLinHoi PyHKLiT aHaniTuYHMMKM Moaensmm (ccepuyna,
eKCroHeHLUiHa, rayciBcbka) 403BOSISIE OTPUMAaTH HeNepepBHY NPOCTOPOBY
KOpensLiiHy CTPYKTYpY, Sika BUKOPUCTOBYETLCS ANS NOBYA0BU KPUTiHT-
iHTepnonaTopa. layciscbka mogernb K([A:ﬂ) = 02-exp(-(@r/l)2), nel—
XapakTepucTuyHa Kopernsidiiia oxuHa, fobpe Bigobpaxae BnacTMBoCTi
TEennoBmMX NOMiB y CTalioHapHMX YMOBaX i € HanbiNbLL NOLIMPEHOID Y
reoctaTMcTUYHOMY aHanisi TemnepatypHux gaHux[7].
MpocTopoBa iHTepronsuis € HanbinbLW NPSMUM NiAXOAOM A0 BiAHOBNEHHS
3HaYeHHs! BiMOBUBLLOIO CEHCOpPa Ha OCHOBI MOKA3HMKIB NOro MPOCTOPOBUX
cyciais. MeTton 3BOpoTHO-3BaxeHuX BiacTaHel (Inverse Distance Weighting,
IDW) € HannpocTiLwoo pearnisaieto NpoCcToOpoBOI iHTepnonsLii:

(o) = S[w_i-T_i] /[Ewl i, (1.8)

3m. Apk. No gokym. Mign. Oata
Apk.
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ne w_i = 1/[|rO-r_i||"p, p — nokasHuk cTeneHs (3a3Buyai p=2). HeaBaxatoum Ha
npocTtoty, IDW mae cyTTeBuUiA He[onik: BiH He BPAaxoBYE NPOCTOPOBY
KOpensiLiiiHy CTPYKTypy Nons i ToMy € Cy6onTMManbHUM Y CEeHCi MiHIMyMy
aucnepcii Noxmbku iHTepnonsuii.

Mertog kpuriHry (Kriging), po3po6nenuin reonorom [. I'. Kpirom Ta

matemaTnyHo o6rpyHToBaHui XK. MatepoHoM B 1960-x pokax, € onTuManbHUM
NiHINHUM He3MileHuM ouiHtoBaveM (BLUE — Best Linear Unbiased Estimator)



1151 CTOXaCTUYHUX NPOCTOPOBUX nonis. OpAMHAPHWIA KPUFHT 3HAX0AUTb OLLIHKY
@(rO) = Z[A_i-T_i] sk niHiHy komBiHaLito BiGOMMX 3HaYeHb 3 Baramu A_i, Lo
MiHiIMi3ytoTb AUcnepcito Noxmbku Npy yMoBi HE3MILLEHOCTi OLiHkK. Baru
BM3HAYalTbCA 3 CUCTEMM PIBHSAHb KPUTIHTY:

Zjly(r_i—r_j)yAjl+p=y(_i-r0), (1.9)
ne y(h) — Bapiorpama (nonosuHa aucnepcii piHWLi MiXk 3Ha4eHHSIMK Y ABOX
TOYKax, po3aineHnx BekTopom h), a 4 — MHOXHUK JlarpaHxa, Lo 3abe3nevye
YMOBY He3MiLLieHOCTi.
MpakTnyHa peanisauis KpUriHry Ansa 3agay BifHOBMNEHHS CEHCOPHUX AaHUX
Y PEXMMI peanbHOro Yacy BuMarae epekTMBHYX anropuTMiB pPO3B's3aHHS cUCTEMU
kpuriHry. Mpw kinbkocTi By3niB N HANOBHEHICTb CUCTEMY CTAaHOBUTL
(N+1)x(N+1) npn opanHapHOMy KpwuriHry, i ii po3s'a3aHHa metogom LU-
posknagaHHsa sBumarae O(N3) onepauin. Ans tunosux loT-cuctem 3 N=10-50
By3namu Lie € LiNKOM NPUAHATHUM 064MCioBaribHUM HaBaHTaXeHHSM Ans
cepBsepa Ha 6asi craHgapTHoro K. MNpuv BiaMoBi ogHOrO 3 By3niB cuctema
KpUriHry nepebyaoByeTbCA 3 BUKIIOYEHHAM psidka Ta CTOBMLUSA, WO BignosiganTb
BiAMOBWBLLOMY BY3y, i HOBa OLiHka Moxe 6yt oTpumaHa 3a O(N2) onepadii
3aBAsikM (hOPMynamM OHOBMEHHS MaTPULLb.

3m. Apk. No gokym. Mign. Oata
ApK.
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MeTop posknagaHHs 3a BnacHumun sektopamu (Empirical Orthogonal
Functions, EOF abo PCA y NnpocTOpoBOMY KOHTEKCTi) € MOTYXXHWUM iHCTPYyMEHTOM
[ON51 KOMNAaKTHOTO NPeACTaBNeHHs NPOCTOPOBO-4aCcOBMX MOMiB i Moxe ByTn
BMKOPWUCTaHUI ANS BiAHOBMNEHHS BiACYTHIX AaHMX. Y LbOoMy Migxodi MaTpuus
AaHnx

X € RMTxN} (1.10)
ae T — kinbkicTb MOMeHTIB Yacy, N — KinbKiCTb By3niB po3knagaeTbcs y
CUHIYNSAPHI KOMMOHEHTY:

X=U-Z-VAT. (1.11)
Mepwi k ronosHux npoctoposux moa V_1,...,V_K Ta BignosigHi im Yacosi
koediuieHt U_1,...,U_k onuncytoTb nepeBaxHy YacTuHy Aucnepcii nons npu
mManomy k. BigHOBRNeHHs BiACYTHbOro BUMipOBaHHS! BUKOHYETHCS LUSISIXOM
NpoekKLii AOCTYMHUX AaHMX Ha NPocTip K ronoBHMUX KOMMOHEHT Ta PEKOHCTPYKLIT
3Ha4YeHHs BiACYyTHLOIO eriemMeHTa.
[ins 3agady BiAHOBMEHHS AaHUX Y PeXUMi peanbHOro Yacy ocobnmeo
nepcrnekTUBHUM € METOA, MaTPUYHOrO 3aBepLUleHHs (matrix completion), wo
BMKOPUCTOBYE BNACTUBICTb HU3bKOPAHIOBOIO HabnXeHHsS NPOCTOPOBO-4aCOBUX
nonis. Mpwu BiACYTHOCTI OKpeMnx BUMIptoBaHb 3adava CTaBUTbLCA AK MiHiMi3aLis
saepHoOi HopMu (nuclear norm) HEMOBHOT MaTPULi AaHWX, LLO € OMyKITUM
HabnKeHHsIM 40 3ajadi NOLYKY MiHiMarnbHOPaHroBOro AOMOBHEHHS. ANropUTMU
Ha 3pa3ok SOFT-IMPUTE a6o SVT (Singular Value Thresholding) no3sonsioTb
eeKTMBHO pO3B'A3yBaTH L0 3a4a4y Npu YacTui BiACYTHIX 3Ha4eHb A0 50-70%.
®inbTp KanmaHa Ta 1Moro HemiHilHi y3aranbHeHHs (po3LmpeHnin instp
KanmaHa, curma-toukoBuii pinbtp Kanmana, inbtp YacTMHOK) € CTaHAapTHUM
iHCTPYMEHTOM OMTUManbHOI OLIHKM CTaHy AMHAMIYHMX CUCTEM MPWU HAsiBHOCTI
LUIYMiB BUMiptOBaHb Ta HEBU3HAYEHOCTEW Y MoZeni. Y KOHTEKCTI Mepexi

3m. Apk. No gokym. Mign. ata
Apk.
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TeMnepaTypHUX CEHCOPIB CTaH cucteMu X_t BKovae Temnepartypu y BCix By3nax,
a PIBHSAHHA CTaHy onucye ix AMHaMiKy BiAnoBiAHO A0 TennodisanyHoi moadeni
npumiLLieHHs. [Mpu BiAMOBI OAHOIO 3 CEHCOPIB BiAMNOBIAHMI BEKTOP BUMIPIOBaHHS
CcTae HeMoBHWM, i inbTp KanmaHa aBToMaTtnyHoO BUKOPUCTOBYE MPOrHO3 3
PIBHAHHSA CTaHy ANS LbOro By3na, 3BaXEeHO NOEAHYYM NOro 3 AOCTYNHUMU
BMMIipIOBaHHSIMU CyCiaiB.

BaiieciBcbkuin nigxia Ao BiQHOBMNEHHS AaHWX € HanbinbLu 3aranbHUM i

[03BOSISIE CUCTEMATUYHO BPaxoBYBaTW BCIO AOCTYMHY anpiopHy iHdbopMmalLiio npo
i3nyHi BnacTnBocCTi cuctemu. Y pamkax 6aneciBcbkoi hopmynm

p(T_missing | T_observed) « p(T_observed | T_missing)-p(T_missing), (1.12)
e p(T_missing) — anpiopHuit po3noAin BiACyTHIX 3Ha4eHb (Lo



BM3HAYaeTbCA i3NYHUMMN 3aKOHAMU Ta MPOCTOPOBOID KOPEMALINHOK
cTpykTypoto), a p(T_observed | T_missing) — dyHkuis npaBaonogibHocTi, Wwo
ONNUCYE 3anexHiCTb MK AOCTYMHUMM Ta BiACYTHIMU BUMiptOBaHHSIMU. [ns
rayciBCbKuUX anpiopHuUX po3noginie Ta MiHiNnHMX 3aneXHOCTen anocTepiopHUi
PO3MOAIN TaKoX € rayCiBCbKUM, i 1Oro napameTpu MOXyTb ByTW aHaniTU4HO
obuncreHi, Wo Aae OLiHKY, eKBiBaNeHTHY KPUFiHry.

MnTaHHA HenpsiMUX BUMIpIOBaHb NapameTpiB cepefoBuLLa Ha OCHOBI

aHanisy npocTopoBO-4aCoBUX 3MiH TEMNEPATYPHOro MO € akTyanbHUM
HayKOBWM HaMpPsIMKOM, LLO NEXWUTb Ha NepeTuHi TepMoANHaMIKKU, MeTpOonorii Ta
Teopii 3BOPOTHUX 3aaad. 3B'A30K MixX TemnepaTypHUMU rpagieHTamu Ta
OMHaMIKOI BOMOroCTi FPYHTYETLCS HA TEPMOANHAMIYHOMY PiBHSHHI CTaHy
BOIOroro noBiTPS Ta SABULL NCUXPOMETPUYHOTO OXONOMAXKEHHS. Y NpoLeci
BUMNapoBYyBaHHSA BOMOrY 3 MOBepXHi abo koHAeHcaLii BoAsiHOI mapw npu
OXOIOAXEHHI BMHMKAaKOTb XapakTepHi TennoBi edpekTu: epekTMBHa TENNOEMHICTb
BOJIOrOro NoBiTps BiApi3HAETbCS Bif Cyx0ro, a npouecu haszoBoro nepexony

3m. Apk. No gokym. Mign. Aata
Apk.
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(koHOeHcaLis, BUNapoBYBaHHS1) CyNpPOBOKYOTLCS BUAINEHHAM abo NOrmUHaHHAM
NPUXOBaHOI TENNOTK, LLO BiJobpaxaeTbcs y TemnepaTtypHux npodinsax. AHani3
LUMx ocobnueocTen [03BONSE, NPUHANMHI SIKICHO, OLiHIOBaTW BiIHOCHY BOSIOTICTh
Ha OCHOBI BMKIMHOYHO TeMnepaTypHUX BUMIpOBaHb.

OujiHKa KOHBEKTMBHUX MOTOKIB ra3iB 3a NpOCTOPOBO-4aCOBUMU

TemnepaTypHUMK rpagdieHTamu Takox rpyHTYETbCA Ha DyHAAMEHTanbHNX
PIBHSAHHSAX rigpoAuHaMiki Ta TennoobmiHy. PiBHAHHSA Has'e-CTokca ans B'A3Koi
HECTUCNMBOI PiAVHM Y NOEAHAHHI 3 PIBHAHHSIM TEMNMOMNPOBIAHOCTI ONUCYIOTh
cninbHy eBOMOLLK0 NOMNs LWBWAKOCTEN Ta TemnepaTypHoro nons. 3BopoTHa 3agada
— BIAHOBMNEHHS NONS LWBWMAKOCTEN 3a BiAOMUM TeMnepaTypHUM nofieM — €
HEKOPEKTHO NOCTaBMEHOIO B 3aranbHOMY BUMNagKy, OAHaK Npu NEBHUX anpiopHUX
obmexeHHsX (Hanpuknag, namiHapHUIn pexum Tevii, koHBekuis Penes-BeHapa y
ropu3oHTanbHOMY LUapi) BOHA AoMycKae CTiliki po3B'sa3ku. 3okpema,
BEPTUKaNbHWUIN TemnepaTypHU rpagieHT € NpSAMUM NMOKa3HUKOM iHTEHCUBHOCTI
NPUPOAHOT KOHBEKLT, @ FOPM3OHTaNbHUIN — XapakTepuaye HanpsMok
KOHBEKTMBHMX NOTOKIB. [1N5 KiNbKICHOI OLiHKM LUBWMAKOCTI NOTOKIB
BMKOPUCTOBYHOTLCS METOAM MNACUBHOT TpacepHOi TepMoaHeMOMETPI|, Lo
6a3ytoTbCsA Ha aHanisi Yacis 3anisHEHHs Mi>XX MPOCTOPOBO PO3HECEHNMU
TeMnepaTypHUMK curHanamu.

TakvM YMHOM, NoeaHaHHSA KOpensLinHOro aHanisy, MeTogiB NPOCTOPOBOI
iHTepnonAuii (3oKpema KpuriHry), anapaTtHux 3acobiB BUSBNEHHst aHoManin Ta
anropuTMiB PEKOHCTPYKLIiT CUrHarniB yTBOPIOE KOMMIEKCHY METOAOMNOrYHY
OCHOBY Ans pO3B'sA3aHHsI LieHTparbHOT 3aaadi AaHoi kBanidikauinHoi poboTn —
nobyaoBun HaginHoT po3noAineHoi loT-cuctemu 3 pyHKLiE camogiarHOCTUKN Ta
aBTOMAaTUYHOTO BiJHOBMNEHHS BTPAYEHUX BUMIPIOBaHb MiKpOKMiMaTy.

3m. Apk. No gokym. Mign. Oata
Apk.
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2 ANAPATHE 3ABE3MNEYEHHA

MYNbTUMAPAMETPUYHOIO BUMIPKOBANBHOIO BY3MA

2.1 MNMocTtaHoBKa 3agadi Ta KoHUenLis nobyaoBy BUMIpHOBanbHOT

cuctemmn

3apava, LWo BUpIWYETbCS Y AaHin poboTi, nonsrae y BUSIBNEHHI NPUXOBaHUX
PYHKLIOHaNbHMX 3anexHocTen M napaMmeTpamm MiKpoKmiMaTy NpUMILLEHHS Ta
Yy BUKOPUCTaHHI X 3anexHocTeln ANs BiAHOBNEHHS NOKa3aHb i3nyHNX AaTymkis
y pasi ixHboi BigMOBM abo TMMYacoBoi HedoCTynHOCTI. Pi3nyHi npouecu, Lo
NpoTiKaloTb Y 3aMKHEHOMY MPUMILLEHHI, — TENMO0OMIH MiX CTiHaMK, NOBITPAM i
npeaMeTamu; KOHBEKLiS; ra30006MiH Mix NtoAbMU Ta aTMOChEPOLO; MOMMUHAHHS |
nepeTBOPEHHA padiaLifiHOT eHepril OCBITNEeHHA — NMOPOMXYIOTb CTiNKi kopensuii
Mi>X TEMNepaTypoto, BOMOTICTHO, KOHLeHTpauieto CO2, aTMmocdepHUM TUCKOM Ta
ocBiTneHicTio. CTaTucTnyHa abo anpokcMmalLiiia Mofernb LMX 3anexHocTen
[03BONSiE OLUiHIOBaTK Byab-aKWIN NapameTp 3a peLUToro: Hanpuknag, BigHOBMOBaTH
NnokasaHHsA AaT4ymka BOMorocTi Npy NOro BiAMOBI HA OCHOBI KiNTbKOX



TemnepaTypHux kaHanis Ta pisHs CO2.

[ns nobynoswu Takoi Moaeni HeobxiaHa HaanMLIKOBa MaTpuLs

crnocTepexeHb: KOXeH By30J1 BUMIPIOE Kinbka (Di3UYHO PiIBHNX BENUYUH Y KOXHWUIA
MOMEHT Y4acy, a CyKyrnHiCTb By3niB )OpMye NPOCTOPOBO PO3HECEHY BUBIPKY.
KinbKicTb BUMiptoBaHUX NapameTpiB i NPOCTOPOBE OXOMMEHHS MNOBUHHI
nepeBuLLyBaTV MiHiManbHO HeobXiAHI ANs OAHIET 3aAayi BUMipOBaHHSt — came LS
HaAnULIKOBICTb 3abe3neyvye A4oCTaTHIN 0BcAr AaHUX Anst HaBYaHHSA MoZeni Ta
noaanbLUOi PEKOHCTPYKLT.

Buixoasum 3 HaBegeHoro, cknag BYUMiptoBaHUX NapameTpi 06paHo TakuMm:
TeMnepatypa noBiTps y YOTUPbOX MPOCTOPOBO PO3HECEHUX TOYKAX KOXKHOTO
By3na (3a 4onomMoroto 30BHiWHboro npeuumsinHoro ALM ADS1115 ta aHanorosmx

3Mm. Apk. No gokym. Mign. Aata
Apk.
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NepBUHHUX NEepeTBOPIOBaYiB), aTMOCHEPHUI TUCK | TeMnepaTypa (4aTymk
BMP390), BinHocHa BornoricTb (gatunk DHT22), ocBiTneHicTb (gatumk
BH1750FVI) Ta 06'eMHa KoHUeHTpaLis Byrnekucrnoro rasy (aativk MH-Z19C).
Lli n'aTb knaciB napameTpiB OXONMOITb OCHOBHI (hi3nyHi mpoueck MikpoknimaTy
Ta hOPMYHOTb JOCTATHLO MOBHY BEKTOPHY XapaKTEPUCTUKY CTaHy NPUMILLEHHS B
KOXHWUIA MOMEHT Yacy.

Okpemoi yBaru notpebye obrpyHTyBaHHS apXiTEKTYPHOTO PilLlEHHSsI LWoA0
BMMIpIOBaHHSA TemnepaTtypu. BuasneHHs dyHKLiOHaNbHNX 3anexHOCTEN Mix
TEMNEPaATYpHUMM kKaHanamu abo MixX TeMMnepaTypoto Ta BOMOTICTIO MOXIUBE
nuLle 3a YMOBU [OCTaTHBO TOYHOTO BiATBOPEHHSI TeMnepaTypu: cuctemaTuyHa
noxmbka, NopiBHAHHA 3 aMNNiTyA0K BUABMNIOBAHUX €(PEKTiB, YHEMOXINBIOE
nobynosy AocToBipHOT Moaeni. BnacHuii 10-po3psigHnia AL
MiIKpOKOHTpOnepHux moaynis ESP8266/ESP32 mae HeniHilHicTs fo 10 M3P,
3HaYHUI TeMnepaTypHUin Apend Hyns Ta BIACYTHIN anapaTHWUI nigcuniosay i3
nporpamH1Um KoediLieHTOM NocUneHHs. Y pesynerarti Moro edpekTnBHa posainbHa
34aTHICTb MpY BUMIpIOBaHHI TemnepaTypu Yepe3 aHanoroBuii NEpBUHHWUIA
nepetsoptoBay He nepesuLlye 0,5-1 °C, o € HegocTaTHIM ANst BUSBMNEHHS
TOHKMX 3anexHocTen. ToMy BUMIpIOBanbHW TpakT TemnepaTtypu nobyfoBaHo Ha
6a3i 30BHiLWHLOrO AndepeHLiiHoro curma-gensta ALIM ADS1115 3 16-
pO3pAOHOI PO3AiNbHOI 3AATHICTIO Ta NporpamMmoBaHuM nigcuntoBadem PGA, wwo
3abe3neyye NpakTU4Hy po3ainbHy 3paTtHicTs 0,008-0,01 °C.

BesgpoTtoBa nepegaya gaHux peanizoBaHa 3a TexHonorieto Wi-Fi IEEE

802.11 b/g/n. Bubip npoankToBaHWn BUMOTOKO BiflbHOMO TPUBUMIPHOMO
no3uLioHyBaHHs BY3MiB Y MpocTopi NpuMiLLeHHs 6e3 npoknagaHHs kabenis. Y
HacTynHOMYy Miapo3aini HaBegeHo nopiBHANbHWI aHania Wi-Fi Ta gpoTtoBoi

3m. Apk. No gokym. Mign. ata
ApkK.
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anstrepHaTneBn — RS-485/Modbus, Lo TpaauuinHO 3acTOCOBYETHCA Y
NPOMUCIIOBUX CUCTEMAX MOHITOPUHTY.

2.2 O6r'pyHTYyBaHHS BUGOPY NMPOTOKOMY 3B'A3KY

[poToeuit npotokon RS-485 (puc. 2.1) peanisye HaniBaynnekcHUin

NOCrifOBHNI 3B'A30K Yepe3 CUMETPUYHY (AndepeHLiriHy) napy NpoBiAHWKIB.
Cranpapt EIA/TIA-485 BcTaHOBMIOE MiHIManNbHWUI AndepeHLinHniA piBeHb
curHany +200 MB, wo 3abe3nedvye HagiiHe po3ni3HaBaHHs! NOMYHMX PiBHIB Npu
CcuHasHomy wymi Ao +12 B. MakcumanbHa foBxuHa NiHii ctaHoBuTb 1200 M npu
9600 60p i 6rinsbko 120 m npu 100 k6oga. LLnHHa Tononoris fo3Bonse
nigknounTn o 32 ctaHaapTHUX By3nie 6e3 penitepis abo Ao 256 i3
3aCTOCYBaHHAM MPUCTPOIB i3 OAMHUYHUM HaBaHTaxeHHsIM. [poTtokon Modbus
RTU, wo peanidyetbcs noeepx RS-485, Bu3Hayae agpecauito (1-247 npuctpois),
Habip yHKLiOHaNbHMX KOAIB AN 34MTYBaHHS Ta 3anucy pericTpiB i nepe.ipKy
uinicHocTi gaHux Ha ocHoBi CRC-16. 3aBasiku LM BnactuBocTsiMm RS-
485/Modbus ynponosx AecATUNiTb JOMIHYE B aBTOMaTU30BaHWX CUCTEMax
yrnpasniHHA Ta NPOMUCIIOBUX CUCTEMAaX MOHITOPUHTY [8].

PucyHok 2.1-Tononoris wuHn RS485



3Mm. Apk. No gokym. Mign. Aata
Apk.
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Mpote 3acTocyBaHHs RS-485 ansa 3agadi N(pOCTOPOBO PO3HECEHOTO
MynbTUNapamMeTPUYHOrO MOHITOPVHIY NPUMILLEHHS MOB'A3aHe 3 PSAOM
NPUHLMNOBMX 0OMexeHb. [o-nepLue, npoknagaHHsa kabenbHOT Tpacy 4o BY3niB,
PO3HECEHUX Y TPUBUMIPHOMY MPOCTOPI, € TEXHIYHO CKNagHUM 3aBaaHHAM. HasiTb
Y BiAHOCHO HEBENUKOMY MPUMILLEHHI 5%4 M i3 BUCOTOI 3 M po3MiLLieHHs 12
BY31iB Ha Pi3HMX BUCOTAX Ta BiACTaHsIX Bif CTiH BUMarae npoknagaHHsi 4ecaTkiB
MeTpiB kKabernto 3 KpinunbHUMK enemeHTamMmn, rodpoBaHMMKN Tpybamm Ta
MOHTaXXHVUMW kopobamu. [MNo-Apyre, 3MiHa NPOCTOPOBOIO MOMOXEHHs By3na Ans
[OCNIAHVLBKMX Uinen Bumarae isvvyHoro BTpy4YaHHs B kabenbHy
iHppacTpykTypy. Mo-TpeTe, WnHHa Tononoris RS-485 3a cBoeto Npupoaoto €
OOHOPIBHEBOIO | He Nepeabavae edPeKTUBHOMO MiAKMIOYEHHS By3niB, NiABILLEHNX Y
noBiTpi Aaneko Bia Byab-akux cTiH. MNo-4eTBepTe, KOXHA PEKOHIrypaLis Mepexi
— [AofaBaHHs abo nepeMilleHHst Byana — YHEMOXITUBIIOE onepaTuBHe
nepecTpooBaHHS NPOCTOPOBOI CiTKM, O € HEOOXiAHUM Npy JOCNIAHULBKOMY
XxapakTepi poboTu.

Wi-Fi, ctanpgapTnaoBanuii sik IEEE 802.11, ycyBae nepeniveHi 0bMexeHHs.

Ha Ttabnuui 2.1 HaBeaeHo nopiBHsAHHA RS-485/Modbus Tta Wi-Fi IEEE

802.11. beagpoToBa npvpoaa 3B'A3Ky AO3BOMSAE PO3MILLYBaTW BUMiptOBasbHi
BY3NW Y AOBIMbHIA TOYLi MPOCTOPY B MEXaxX 30HW NMOKPUTTS TOYKU AoCTyny 6e3
6yab-akoi kabenbHoi iHppacTpykTypu. 3ipkoBa TOMOMOriA BiAHOCHO TOYKM
[OCTYMy NPaKTUYHO He 0BMEXYE KiMnbKiCTb BY3MiB y MeXax NponyckHOi 3aaTHOCTI
kaHany. HasiBHa y 6inbLocti npumiweHb Wi-Fi-iHdpacTtpykTypa
BMKOPUCTOBYETBLCH SK rOTOBA KOMYHiKaLiiHa OCHOBA, LLO 3HWXYE CTapTOBI
BUTPaTW Ha po3ropTaHHs cuctemy. CUHXPOHI3aLlisi YacoBUX MITOK 3AIACHIOETbCS
yepe3 NTP (Network Time Protocol) 3 TouHicTio £10 Mc, Yoro focTaTHLO Ans

3m. Apk. No gokym. Mign. Oata
ApK.
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aHanisy TennoBMx NpPoLECiB i3 XapaKTEPHNMMN YaCOBMMMW KOHCTAHTaMu Bif
[ECATKIB CeKyHA A0 roanH. PiBeHb 3aBaj y TMNOBOMY NPUMILLEHHI Ha YacToTax
2,4 Ty € NpUAHATHUM Ans HagiiHocTi goctasku MQTT-nakeTiB noHas 99 %.

PucyHok 2.2 — Tononoris 3ipku ans mepexi Ha ocHoBi Mepexi WiFi

TpaHcnopTHMI NpoTokon npuknagHoro pisHs — MQTT (Message Queuing
Telemetry Transport) — peanisye mogenb nybnikauis-nignucka (pub/sub) noBepx
TCP, Lo NoBHiCTIO po3B'sA3ye BUPOOHUKIB AaHKX (By3nu) BiA cnoxusadis (cepsep,
nawbopg). MiHimansHuin poamip 3aronoska MQTT (2 6aiiTn) CyTTEBO 3HUXKYE
HaknagHi BuTpatu nopisHsHo 3 HTTP. Tpu piBHi sikocTi o6cnyroByBaHHs QoS
0/1/2 po3BonsioTb rapaHTyBaTh [OCTaBKYy TeneMeTpuyHux nakeTiB (QoS 1) 6es
ny6ntoBaHHsA Npu cTabinbHoMy 3'egHaHHi [9].

3Mm. Apk. No gokym. Mign. Aata
Apk.
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Tabnuus 2.1 — MopiBHaNbHWI aHani3 RS-485/Modbus Ta Wi-Fi IEEE 802.11
Kputepint RS-485 / Modbus RTU Wi-Fi IEEE 802.11
(ESP32)

Tononoris WnHHa (niHiiHa), go 32

npucTpois 6e3 penitepa

3ipkoBa 4epe3 AP,

KinbKiCcTb By3niB

obmexxeHa NponycKHO

30aTHICTIO kaHany

Mo3unuioHyBaHHst

By3na

dikcoBaHe, obmexeHe



Tpacoto kabento

BinbHe y mexax 30Hu
nokputtsa Wi-Fi
MpoknagaHHs

kabenio

O6oB'a3koBe (ekpaHoBaHa
BMTa Napa, MOHTaXHi
kopobu)

BiacyTtHe

PekoHdirypauis

Mepexi

di3nyHe BTpyYaHHs B
kabernbHy iHbpacTpyKTypy
3MiHa KoHdirypauii
NPOLUNBKM abo TOYKM
poctyny

MakcumanbHa

[OBXWUHA

Lo 1200 m npu 9600 604;
120 m npu 100 kbopg

[o 100 M y npuMiLLeHHi
(3anexuTb Big AP Ta
nepeLukos)

MpoTokon

NPUKNAZHOro PiBHA
Modbus RTU / ASCII MQTT nosepx TCP/IP;
anerepHatusa — HTTP
POST

CuHxpoHi3auis yacy NoTtpebye okpemoro
piweHHs (GPS, PTP)

NTP, TouHicTb £1...10 mc
Baxuct Big EM3 Bucoka (andepeHuinHa
napa, cuHdasHe
npuayLleHHs go 12 B)
CepefHs; NpUiHATHa Y
TUNOBOMY MPUMILLEHHI
BaprticTb

pO3ropTaHHs

Bucoka (kabenb,
TepmiHaTtopu, RS-485 —
USB nepetBoptoBaui)
Hu3bka (HasBHWUI poyTep
Wi-Fi)

MacuwTtabyBaHHa OBmexeHe Tomnosorieto
LUNHK

MpakTnyHO HeobMexXeHe B
mexax AP

2.3 AnapatHa nnatdopma MikpOKOHTPONEepHOro By3na
MikpokoHTponepHuii By3on nobynosaHui Ha 6asi mogynst ESP32 (3okpema
ESP32-WROOM-32D a6o ESP32-DevKitC), o € anapaTHUM pO3BUTKOM

3m. Apk. No gokym. Mign. Oata
ApK.
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koHuenuii ESP8266/ESP-01, po3rnsHyToi ik noYaTkoBa KoHUenTyanbHa OCHOBA.
ESP32 micTuTb ABOsiAepHUin 32-po3psigHnie npoLecop Xten53 X6 i3 TaKTOBOIO
actototo Ao 240 My, 520 KB SRAM, 4 Mb Flash-nam'ati, BOygosaHuii cTek

@Ni-Fi IEEE 802.11 b/g/n Ta Bluetooth 4.2/BLE, aBa 12-po3psgHux AL,

anapartHy nigTpumky iHtepdetricis I12C, SPI, UART, anapaTHuii Tainmep peanbHOro

Yacy Ta koHTponep LUIM. HasBHicTb ABOX s4ep [O3BONSE BUKOHYBATU 3a4advy

BMMIpIOBaHb Ha ogHOMY s4pi, @ mepexesi onepauii (Wi-Fi, MQTT) — Ha

[pYyromy, Lo yCyBae B3aEMHUIA BMIUB 3aTPUMOK MEPEXEBOIO CTeKa Ha

perynsipHiCTb LMKy BUMiptOBaHb.

AHanorosui TpakT



LuHa | 2C (3.3V)
1-Wire (3.3V)

UART2 (5V)

BukoHaBui npuctpoi
Mepexa / Cepsep

MK ESP32-WROOM-32D
(Dual-Core Xtensa LX6)
Core 0: MepexeBuii cTek
Core 1: Linkn BumiptoBaHb
GPI021,22

GPI0O4

GPI1016,17

GPI1025

Wi-Fi Ant

NTC 10 [kQ / 1N4148
(4 xaHanwn)

ADS1115

(16-bitALIT)

BMP390

(Tuck, Temn.)

BH1750

(OcsiTneHicTb)

DHT22

(Bonorictb)

MH-Z19C

(CO2)
TpaHanctopBC547

+ AKTUBHWI 3ymep
Mosquitto MQTT
(Python Cepsep)
AINO..3

SDA, SCL

Data (Pull-up)

TX & RX2, RX & TX2
LUIM curnan

TCP/IP (802.11 b/g/n)

PucyHok 2.3— CTpyKTypHa cxema cuctemu

MopiBHsiHO 3 ESP-01 (ESP8266), ESP32 mae cyTTeBo GinbLumin obesar
onepatusHoi nam'aTi (520 Kb npotn 96 KB), wo fo3Bonsie ogHo4acHoO
obenyrosysatu ctek TCP/IP, MQTT-knieHT i 6ycepn BuMiptoBaHb 6e3 pusuky
nepenosHeHHs nam'ati. Kpim Toro, anapatHi koHTponepwu 12C Ta UART Ha ESP32
3BiNbHAIOTL NPOLIECOPHMIA Yac, sk Ha ESP-01 Butpavyascs Ha bit-banging

3m. Apk. No gokym. Mign. Aata
ApK.
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nporpamHoi peanisauii umx npotokonis. Ha ESP-01 wwuhHa 12C peanisyeTtbcs
nporpamHo Ha BuBogax GPIO0 (SDA) Ta GPIO2 (SCL), ge nigrarytodi pesvuctopu
4,7 kOM BUKOHYIOTb NOABINHY hyHKLi0: 3a6e3nedytoTb KOPEKTHWUIA piBEHb MiHii
12C Ta dikcytote GPIOO0 y ctaHi HIGH npu 3aBaHTa)xeHHi, Lo HeobxigHo Ans
HopMarnbHoro crapTy i3 Flash-nam'aTi.

XuBneHHs Byana 3aiicHIOETbCA Bi Mepexxesoro agantepa 5 B (USB-Ttuny)

abo Big akymynaTopa Li-lon/Li-Po yepes LDO-ctabinizatop MCP1700-3302E
(abo AMS1117-3.3) i3 makcumanbHuUM BuxigHum ctpymom 250-300 MA, wo
nepekpvsae nikose cnoxueaHHa ESP32 npu Wi-Fi-nepegavi (oo 240 MA). Ha
BMXOAi cTabinizatopa BCTAHOBIIOETLCSA €NEKTPONITUYHUIA KoHAeHcaTop 100-220
MK® i3 Hu3bkuM ESR ansa dinstpadii nikosux kugkis ctpymy npu Wi-Fi-burst i
kepamivyHuii koHgeHcatop 100 H® ans npuaywenHs BY-3asag. Bxig
ctabinizatopa Takox LYHTYeTbCA koHaeHcaTopoM 100 Mk® ansa crabinisawii
Hanpyru akymynstopa npu nikoBUX HaBaHTaXEHHSIX.

[Insa xuBNeHHs BUMiptoBanbHOro By3na nepeabayeHo Ai koHdirypadii. Y
6a3oBoMy BapiaHTi BukopuctoByeTbcst USB-apgantep 5 B (mepexesuin) 3 LDO-
crabinizatopom go 3,3 B. [ina 3abe3neyeHHs 6eanepepBHOi poboTyu nig vac
KOPOTKOYaCHUX BUMKHEHb €MEKTPOMEPEXi 3aCTOCOBYETLCSH CXEMA PE3EPBYBaHHS 3



aKTMBHUM PO3B'A3yBaHHSAM mxepen xvBneHHs (diode-ORing).

PucyHok 2.4 — CxemMa XXMBMEHHS i3 BUKOPUCTAHHSIM akyMyTOPHOTO pe3epByBaHHS

3m. Apk. No gokym. Mign. Aata
Apk.
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Y 3anponoHoBaHi cxeMi (auB. puc. 2.4) Ans po3B'sA3KM OCHOBHOTO Axepena
5B BukopuctaHo giog LLoTTki 3 Manum npsiMmMM nagiHHam Hanpyru. 3 6oky
pe3epBHoro akymynsatopa LiFePO4 (Hominanom 3,2 B, emHicTio 2000 mA-roa)
3aCcTOCOBAHO ifeanbHWii Aiof Ha ocHOBI Mikpocxemu LM66100 (puc 2.5). Lie
pilleHHs 3abe3nevye NafiHHA Hanpyru nuLle Ha Aekinbka AecATKiB MiniBombT, Wo
3Ha4HO nepesepLuye Byab-aKWin 3BUYaNHWIA Aiod, Hanpuknag, npu ctpymi 1 A
najiHHa Hanpyry ctaHoBuTMMme 6nm3bko 90 MB 3amicTb TMnoBmx 600 MB Ha
KkpemHiesomy abo 300 mB Ha gioai LLoTTki. Lie fo3Bonsie makcumansHoO
BMKOPUCTATW EMHICTb akyMynsitopa, ocobnmeo npu poboti ESP32 y nikoBux
pexumax (fo 240 mA). Cxema aBToMaTU4HO obvpae mxeperno 3 BULLOK
Hanpyroto: B HopmarnbHoMy pexumi ue 5 B Bin USB-agantepa, npu ioro
BiAKMIOYEeHHI — Hanpyra Big akymynsaTtopa (~3,2...3,6 B).

PucyHok 2.5 — Cxema pob0oTu Mikpocxemu i3 pyHKLiED «igearnbHOoro gioga»

[ns 6e3neyHoi 3apsgku LiFePO4 akymynaTopa BUKOPUCTOBYETLCS
cneuianisoBaHuii Moayrnb Ha ocHoBi Mikpocxemun CN3058, HanalToBaHWn Ha
KiHLeBYy Hanpyry 3apsigy 3,6 B (cxema nigkmnoyeHHs akymynsatopa 4o Mikpocxemu
npeacrasneHa Ha puc. 2.6). Taka cxema 3abesnevye MUTTEBE NepemukaHHs 6e3
BTpaTV AaHuUX i AO3BOMSIE By3ny npautoBaTy BiA pe3epBHoi 6batapei noHaa 8 roawH
y 6e3nepepBHOMY PEXUMi — YOTO JOCTaTHLO AN NepexmBaHHA TUMNOBUX
aBapifiHUX BiAKMOYEHb.

3m. Apk. No gokym. Mign. ata
ApK.
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PucyHok 2.6 — Cxema koHTponepa 3apagku akymynsitopa LiFePo4

SAKLLO X CTaBUTLCS 3aBAaHHSA TpUBanoi aBTOHOMHOT po6oTy (Hanpuknag,
MOHITOPUHT y Micusix 6e3 JocTyny [0 Mepesxi), By30n NepeBoanTLCS B LIMKMIYHUIA
pexum: NpobymKeHHs KoXHI 60 ¢, BuMmiptoBaHHs, nepenada MQTT, notim deep
sleep. Mpu Takomy pexuMi cepefHe CMoXMBaHHS 3HKYETBCA A0 ~2 MA, Lo
[03BONISiE NpaLoBaTh Bi Toro x akymynstopa 2000 MA-rog 6nmabko 40 fi6.

[ns cTauioHapHUX CUCTEM MOHITOPUHTY 3 NOCTIMHUM NiAKMOYEHHAM A0

Mepexi XuBneHHs pexxum deep sleep He € 060B'A3KOBUM, | BY3nu MOXYTb
npautoBati y 6e3anepepBHOMY pexuMi 3 iHTepBanom BUMIiptoBaHb 5 C.

2.4 BumiptoBanbHui TpakT Temnepatypu Ha 6asi ALIIN ADS1115

2.4.1 MpuHumn fii Ta xapaktepuctukn ADS1115

ADS1115 — 16-po3psgHuii curma-gensta ALMN BupobHuuTea Texas

Instruments i3 BOygoBaHum nporpamoBaHum nigcuntoBavem (Programmable Gain
Amplifier, PGA), 4-kaHanbHUM MynbTUNNEKCOPOM BXOAiB, KOMMApaTopoMm Ta
undpoBmm iHTepdericom 12C. MpuHumMn Aii curma-gensTa nepeTBoptoBaya nonsrae

3m. Apk. No gokym. Mign. Oata
ApK.
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Y HafBMCOKOYACTOTHOMY HaABMBIpKOBOMY KBaHTYBaHHI (oversampling) BXigHOro
curHany 3 noganbLUolo LmdpoBoto dinsTpauieto Ta AeummMadieto. Ha BigmiHy Big
ALIM (puc. 2.7) nocnigosHoro HabnuxkeHHst (SAR), curma-aensta nepeTsoproBay
iHTErpye BXifHWM CUrHan nNpoTAroM yCbOro Yacy nepeTBopeHHs, Lo 3abe3nedye
npupoaHe NpuayLIeHHs 3aBaj, Ha YacToTax, KpaTHUX 4YacToTi BUBipku. 3okpema,
npu vacTtoTi BUGipku 8 SPS (BianikiB 3a cekyHay) Yac NepeTBOPEHHS OAHOTO
Bigniky cknagae 125 mc, i 3aBaga npomumcnosoi Yactotn 50 Iy (T = 20 mc)
MOBHICTIO BXOAUTb Y BIKHO iHTerpauii uine 4vicno pasis, NpuayLlyo4Mch He MEHLL
Hix Ha 60 ab.

AHanorosi Bxoan



AINO (Ch 1)
AIN1 (Ch 2)
AIN2 (Ch 3)
AIN3 (Ch 4)
AHnanorosun
MynbTUMNEeKcop
(MUX)
[MporpamoBaHuin
nigcuniosay
(PGA)

A-~ Mogynsitop
(16-bit ADC)
Lincpposuindinstp
Ta 6nok
,qeummau@
KoHTponep
iHTepdeticy |

2

(¢}

(SDA/SCL)

PucyHok 2.7 — CTpykTpHa cxema ALIM ADS1115

[OundepeHLiiH1I pexxrM BUMIpIOBaHHS € KrtovoBoto nepesaroto ADS1115

ONs 3agay npeumsinHoro BUMiptoBaHHs! Temnepatypu. Y andepeHuUiitHoMy pexumi
ALIM Bumiptoe pisHuLto Hanpyr Mix Asoma Bxogamu napu (AINO—-AIN1 a6o
AIN2-AIN3), ycyBatoun cuHdasHi 3aBaam, OAHAKOBO NPUCYTHI Ha 060X
npogigHukax. CuHdasHe npuaywenHs (CMRR) pocsirae 100 ab npw vactoTi
50/60 'y y HanawTyBaHHi PGA 12,048 B. Lle ocobnuso Baxnuneo npu

NPOCTOPOBO PO3HECEHMX AaTumKax, 3'e€4HaHVX JOBMMMM NPOBIAHNKaMU: HAaBOAKN
Bin, Wi-Fi-mopyns, mepexeBoro 610Ky XUBMEHHS Ta iHWux Axepen EM3
0HAaKOBO BMNMUBalOTb Ha 06maBa NPOBIAHMKY Ta NOBHICTIO KOMMNEHCYOTLCSA NPy
BifHIMaHHi.

MporpamoBaHwui nigcunioBad PGA fo3Bonsie aganTyBaTtu diana3oH BXigHOT
Hanpyru fo curHany nepBUMHHOrO nepeTBoptoBaYa. [ns curHany AiofHoro Aatymka
Temnepatypu (0,35-0,55 B) ontumansHum € pexxum PGA +0,512 B, npu skoMmy oaunH
MS3P Bignosigae 15,625 mkB. [ins peauctuBHoro noginbHuka Ha NTC-TepmicTtopi

3Mm. Apk. No gokym. Mign. Aata
Apk.
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(0,5-2,8 B) pouinbHo BrkopuctoByBaT PGA +4,096 B (M3P = 125 mkB). Bubip
koedilieHTa NigCUNEeHHs 34INCHIOETLCA MPOrpaMHO 3anncoMm BiAMnoBiAHUX BiTiB
PGA[2:0] y koHirypauinHuii perictp (agpeca 0x01) nepen KOXXHUM BUMIpIOBaHHSIM.
B3aemogisi mikpokoHTponepa 3 ADS1115 opraHisoBaHa 4epe3 wuHy 12C (Inter-
Integrated Circuit). Cneumdikauis ADS1115 niatpumye pexum fast mode (400 kI'u),
[ocCTaTHIn Ana o6miHy AaHuMu npy Byab-sKi NiATPUMYBaHin YacToTi BUBIpKU.
Agnpeca npucTpoto Bu3HavaeTbest ctaHom Buogy ADDR: 0x48 (o GND), 0x49 (go
VDD), 0x4A (no SDA), 0x4B (o SCL), wo f03BONSE NiAKMYUTI OO YOTUPLOX
ADS1115 po ogHiei wuHm 12C i oTpumaty oo 16 TeMnepaTypHUX KaHanis Ha oauH
BY30/1.

Mpoueaypa oTpumaHnHsi ogHoro Bigniky ALIM B ogHopasoBoMy pexumi (single-

shot) Bkntoyae Taki Kpoku: 3anmc 2-6anToBoro KOHMIrypauinHoro crosa y perictp
0x01 (BuGip kaHany, koediuieHT PGA, 6iToBa LBUAKICTb, 3aMycK NepeTBOPEHHS);
Ou4iKyBaHHS 3aBeplLueHHs nepeTBopeHHs (130 mc npu 8 SPS abo 8 mc npu 128 SPS);
34MTyBaHHS 2-6anToBOro 3HakoBoro pesyneraty 3 perictpa 0x00. Pesynetat €
4ymcnom y chopmari AoNOoBHANBLHOMO Kogy (two's complement) y Aiana3oHi —
32768...+32767. ina PGA 2,048 B gilicHa Hanpyra obuncnoeTbest sk V = code x
62,5 mkB; ona PGA 0,512 B — V = code x 15,625 mkB.

Baxnueoto ocobnusicTio ADS1115 (1abn. 2.2) € HU3bke eHeprocrnoXnBaHHs

Ta MOXNMBICTb pOGOTU B 0QHOPA30BOMY pexumi nepetBopeHHst (Single-Shot Mode).
Y ubomy pexumi ALIMN nepebyBae B CTaHi 3HUXKEHOIO CNOXMBAHHS eHeprii Ta
aKTVUBYETLCS NUWLLE HA YaC BUKOHAHHS BUMIPIOBaHHS, Nics YOro aBToMaTu4yHo
NMoBepTaeTbCs O PEXMMY OdikyBaHHS. Takuii nigxig € ocobnveo AouinbHUM Ans
By3niB loT-cuctem, Lo NpaLooTh Bif, aBTOHOMHUX [)KEPEn XUBMEHHS, OCKINbKN
[03BOIISIE CYTTEBO 3MEHLLUTU CEPELIHE EHEPrOCNOXMBaAHHS 6e3 NOripLIEHHS! TOYHOCTI



BUMIiptoBaHb. Kpim TOro, MOXIIMBICTb MPOrpamMHOro HanalTyBaHHS YacToTy BUGIpKM

3m. Apk. No gokym. Mign. Oata
Apk.
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3abe3neyye rHyqkuii BUBIp MiX LLUBUAKOAIE CUCTEMU Ta PIBHEM LUYMY
BMMIpIOBanbHOIo TPaKTy.

Tabnuus 2.2 — OcHoeHi napameTtpu ALIM ADS1115

MapameTp 3HayeHHs1 / xapakTepucTuka

Po3spsigHicTb 16 6iT (3HakoBa, Aiana3oH —32768...+32767)

KinbkicTb kaHanis 4 ogMHOYHUX abo 2 andepeHLinHnX
(MynbTUNnekcop)

Hanpyra xwuBneHHs 2,0...5,5 B; cymicHuii i3 piBHsimu 3,3 B 1a 5 B
Yacrota Bubipku (SPS) 8, 16, 32, 64, 128, 250, 475, 860 BMbipok/c
(nporpamoBaHa)

MincunioBay PGA +0,256; £0,512; +1,024; +2,048; +4,096;

16,144 B

M3P npu PGA +0,512 B 15,625 mkB

M3P npu PGA +2,048 B 62,5 mkB

ENOB npu 8 SPS ~15,7 6iT

CuHdasHe npuaywenHs CMRR 100 ab npu 50/60 Iy (TvnoBe 3Ha4YeHHs)
IHTepdeiic 12C, niaTpumka fast mode 400 kl'y

Apnpecw 12C 0x48...0x4B (4 BapiaHTu Yepes Busig ADDR)

CTpyM cnoxumBaHHs (akTuBHWiA) 150 MKA (TUNOBE 3HAYEHHST)
TemnepatypHuii gpend (FS) £0,0025 % / °C (MakcumanbHe 3Ha4eHHs1)
Pexvmun poboTtn besnepepeHe nepetBopeHHst (CC) /

OpHopasos.e (SS)

B6ynoBaHuii komnapatop 3 nporpaMoBaHVMm NMOporamu, pEXnMm
Traditional Ta Window

3m. Apk. No gokym. Mign. Aata
ApK.
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YacToTa amckpetusadii obupaeTbes BUXOASHM 3 KOMMPOMICY MidX YacoBUM
PO3pi3HEHHSIM i piBHEM LUYMY. Tensosi npoLecu y NpUMILLIEeHHI MaloTb XapakTepHi
YacoBi KOHCTaHTW Bif AecsATKiB cekyHA (apibHomacliTabHa TypbyneHuis
KOHBEKTMBHMX NOTOKIB) 40 rOAUH (BCTAHOBMIEHHS CTaLLIOHAPHOro TEMnoBoro nons
npu 3MiHi 30BHILLHBLOT Temnepatypu). NS iX aAekBaTHOrO BiACTEXEHHS
[ocTaTtHbo YactoTu Bubipkn 1-8 SPS 3 6oky ALIM; npu LboMy BEnukuin Yac
iHTerpauii (125 mc npu 8 SPS) 3abe3neuye makcumarnbHe NpUAYLLIEeHHS WyMiB Ta
mepexeBoro poHy 50 . [nsa 3abe3neveHHs1 piBHOMIPHOrO MPOCTOPOBO-4aCOBOrO
3pi3y BeCb MacyB By31iB ONUTYETLCS 3 iHTepBanom He binblue 5 ¢ — Lie Jo3Bonsie
BifCTeXyBaTW 3MiHM Temnepatypw 3i weuakicTio Ao 0,05-0,1 °C/c 6e3 apTedakTis
Y PEKOHCTPYNOBaHOMY YacOBOMY PSif,.

2.4.2 CxemoTexHiYHa peanisauia nigknovyeHHs ADS1115

Cxema nigkntoveHHs ADS1115 go By3ana nepenbavae po3B'siaKy XUBMEHHS

Ta 3axuct aHanorosux Bxogis. Bueig VDD AL nigkntovaetbes oo wunHn 3,3 B
Yyepes HM3bKOYaCTOTHUIA Apocenb iHAyKTMBHICTI0 10 MkIH Ta koHAeHcaTop 10
MKP napanenbHo — us LC-kniTuHa 3amMeHLLye BNvB LMdpoBmnx nepexiaHmx
npotieciB MikpokoHTponepa Ta Wi-Fi-mogyns Ha aHanoroeuin TpakT ALITM.
[oaaTkoBO BCTAHOBIIOETLCS kepaMiyHuin koHaeHcatop 100 HO GeanocepeaHbo
6ins BuBogy VDD ans npuaywerHs BY-cknagosux. Busig GND 3'eaHyeTbes 3
aHasnoroBow 3emMrieto; aHanorosa Ta Umdgposa 3emni nnathopmm 3'egHYIOTECS B
OfHIN 3iPKOBI TOULI, LLIO YHEMOXNUBIIOE NPOTIKaHHS LIMPPOBUX CTPYMIB Yepe3
aHanorosui noTeHuian.

KoxeH aHanorosui Bxig AINO—-AIN3 3axumiiaeTbes NocnigoBHUM

pesuctopom 1 kKOM Ta napanenbHum koHaeHcaTopom 10 H® o GND, wo
yTBOptoe RC-inbTp HUXKHIX YacToT i3 YacToToto 3pidy = 15,9 kl'y. e dinktp

3m. Apk. No gokym. Mign. Aata
Apk.

46

KPB.CI-05.00.00.000 N3



npuaywye BY-3aBaaun, HaBefeHi Ha 3'eAHyBanbHMX NPOBIAHUKAX A0 AATYMKIB, i
3axuwiae BbygoBaHi 3axucHi gioan ADS1115 Big nepeBuLLEHHS 4ONYCTUMOrO
CTpyMy npu Bunneckax Hanpyru. Busig ALRT/RDY npu HeobxigHoCTi
nigknovaeTbes Ao GPIO MikpokoHTponepa Ansa opraxisadii anapaTHoro
nepepuBaHHs Mo roTOBHOCTI AaHWX, L0 BUKIOYAE HEOOXIAHICTb LMKNIYHOrO
onuTtyBaHHs (polling) perictpa roToBHOCTI i 3BiNibHsIE NPOLLECOPHUiA Yac (puc 2.8).

PucyHok 2.8 — Cxema nigknoveHH TepMope3ncTopiB A0 AndepeHLiiHoro

Bxogy ADS1115

MpoBigHWKN aHanoroBmx BXoAiB Big aatymkie 4o ADS1115 Ha apyKkoBaHin

nnaTti BUKOHYIOTbCSI ikomMora KopoTwwmnmu (He Ginbwe 20—-30 Mm), NpoknagalTbest
napanesbHoO i He NepeTuHaloTLCA 3 NiHIAMK WKHK 12C, niHiamu xueneHHa Ta Wi-
Fi-aHTeHoto. MNpy BUHOCHUX AaTymkax, NigKmnoYeHnx AOBrMMI NPOBIAHUKaMM
(OecaTkn caHTUMETPIB), CNif 3aCTOCOBYBATU CKpyYeHy napy ANnsi KOKHOro kaHany

3m. Apk. No gokym. Mign. Aata
Apk.
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i nigkmroyaTy ix go ALIMN y andpepeHuinHomy pexvmi — ue MakcumarnbHO
BukopuctoBye nepesary CMRR npu npyaylieHHi HaBegeHux 3aBag.
2.5 MepBuUHHI NepeTBOptoBadi TemnepaTypu
2.5.1 NTC-tepmicTopu
NTC-tepwmictop (Negative Temperature Coefficient) € HaniBnpoBigHVWKoBUM
Pe3NCTUBHVM EMeMeHTOM i3 Bif'EMHUM TeMnepaTypHUM KoediLieHTOM onopy.
BurotoBnsietbcs Metogom cnikaHHs okevais metanis (Mn, Co, Ni, Cu) y 3agaHmx
nponopuisx. TemnepaTypHa 3anexHictb onopy NTC-TepmicTopa onucyetbcsi
piBHsAHHSAM CTenHrapta-Xapra:

1/T=A+BIn(R) + C:(In(R))3, (2.1)
ne T — abcontoTHa Temnepatypa B kenbBiHax, R — onip y omax, A, B, C —
KOHCTaHTMW, L0 BU3HaYal0TbCA KanibpyBaHHAM. [INa NpakTUYHKUX pO3paxyHKiB y
AianasoHi 0—60 °C gocTaTHbO € cnpolyeHa B-moaens:

R(T) = R25 - exp(B - (1/T — 1/T25)), (2.2)
ne R25 — onip npu 25 °C (ansa craHgaptHoro NTC 10 kOwm), B —
XapakTepuctuyHa Temneparypa marepiany (tunoso 3000-4500 K). Mpu B = 3950
K 4yyTnusicTb cknagae npubnuaHo —4,4 %/°C npu 25 °C.
[Ins nepeTBOpeHHsi onopy TepMicTopa y Hanpyry, npuaaTHy ans
oumndpyBaHHsi, 3aCTOCOBYETLCA PE3UCTUBHUIA NOAINBHUK Hanpyrn. Tepmictop
R_NTC i onopHui peauctop RO = 10 kOm (TouHicTb 0,1 %, TKO < 25 ppm/°C,
Hanpwviknapg Vishay Dale CMF55) yTBOpto0Tb NOAINbHUK, Hanpyra Ha Buxogi
SIKOrO:

V_OUT =V_CC - R0/ (R0 + R_NTC(T)). (2.3)
Mpu V_CC = 3,3 B i R0 = 10 kOM Hanpyra npu 0 °C cknagae 6nusbko 0,95
B, npu 25 °C — 1,65 B, npu 50 °C — 6numabko 2,2 B. 3miHa Hanpyry no BCbomy

3m. Apk. No gokym. Mign. Oata
Apk.
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Aiana3oHy BuMiptoBaHb (~1,25 B) Bignosigae yytnmeocTi ~25 mB/°C npu 25 °C.
Mpu BukopuctanHi PGA ADS1115 y pexumi 2,048 B (M3P = 62,5 mkB)
TeopeTUYyHa po3agdinbHa 3gaTHicTb cknagae 62,5 mkB / 25 mB/°C = 0,0025 °C. Ha
npakTuui 3 ypaxysaHHsm wymy ALIM (ENOB = 15,7 6iT npu 8 SPS) ecektnBHa
po3gainbHa 3aaTHIiCTb cTaHoBUTL Brmabko 0,003-0,005 °C.

HeniHinHicTb xapaktepuctukun NTC-TepmicTopa ycyBaeTbCA NPpOrpaMHum
LUNSIXOM: MiKpOKOHTponep abo cepBep o64MCNIoE AificHy TeMnepaTtypy 3a -
chopmynoto abo 3a Tabnuueto CrelHrapta-XapTa, koedilieHTn kol oTpumaHi npu
kanibpyBanbHUX BUMIpIOBaHHSIX Y Kinlbkox penepHux Toukax (0, 20, 40, 60 °C) 3
eTanoHHVM TepMoMeTpoM. TOYHICTb Takoi NiHeapu3aauii 3abe3nevye 3anukoBy
HeniHinHicTb He Ginble +0,1 °C y aianasoni 0-60 °C.

2.5.2 KpeMmHieBui p-n-giog Sk AaTyvk Temnepatypu

KpeMmHieBuin giog y pexvMi npsiMoro 3millleHHs Manum CTpyMOM

BMKOPWUCTOBYE 3anexHicTe npsMoi Hanpyru V_F Big Temnepatypu npu
NOCTINHOMY NpsiMOMY CTpyMi |_F. ®i3nyHuii mexaHiam — TemneparypHa



3anexXHiCTb LUIMPUHU 3a60POHEHOT 30HU KPEMHIO Ta 3BOPOTHOTO CTPYMY
Hacu4eHHs p-n-nepexody. [Ans ineanbHOro p-n-nepexoay npu Manomy cTpymi:

(I_F < I_sat - exp(qV_F/kT)): V_F=V_G0 - (k/q) - T - In(C/I_F), (2.4)

ne V_GO0 — ekcTpanonboBaHa Hanpyra LWnpuHu 3abopoHeHoi 30Hu npu 0 K
(~1,205 B ans kpemHito), C — koHcTaHTa matepiany. [ina ctaHgapTHUX gioais
Tuny 1N4148 a6o 1N4007 npu |_F = 10 MKA TemnepatypHuin koediuieHT V_F
ctaHoBUTb = —2,05 mB/°C y gianasoHi —20...+70 °C. BigxuneHHs Bia NiHiNHOCTI B
LuboMmy AianasoHi He nepesuwye +0,3 °C 6e3 Byab-AKkoi anapaTHoOi abo nporpamHoi
KOpeKLUii — CYTTEBO KpaLla nNiHiHicTb nopisHAHO 3 NTC-TepMicTopoM. Takox Ha
Tabnuui 2.3 HaBeAEeHO NOPIBHSHHA NEPBUHHUX NEPETBOPIOBAYIB TEMMNEpaTypy.

3m. Apk. No gokym. Mign. ata
ApK.
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[ns 3a6e3neveHHst ctabinbHoro ctpymy |_F yepes fioa HesanexHo Big
Hanpyru Ha aHopj i TemnepaTypy HaBKOMMLLHBLOTO CepeaoBULLA 3aCTOCOBYETLCS
[PKeperno onopHoro cTpymMy. HanbinbLu 3py4HuM y npakTuyHii peanisauii €
mikpocxema LM334Z — TpbOXBUBiAHE NporpamMoBaHe AXeperno CTpymy,
BUXIOHUI CTPYM SIKOTO 3a4a€TbCA OAHUM 30BHILLHIM PE3UCTOPOM:

I|_SET =67 mB/R_SET. (2.5)
Mpu R_SET = 6,8 kOm ctpym |_SET = 9,85 MkA = 10 MKA.
TemnepaTypHuii koediuieHT LM334Z craHoBuTb +0,336 %/°C (NO3nUTUBHUIA
PTAT — proportional to absolute temperature), Wwo npu 3actocyBaHHi Sk Axxepena
CTPyMy Ans QiOAHOMO AaTyuka BHOCUTb HE3HAYHY HENIHIMHICTb, sika Moxe ByTu
CKOMMEeHCcoBaHa nporpamHo abo NpuiiHSaTa sik HecyTTeBa ANst AOCATHYTOT
po3ainbHOT 34aTHOCTI.
Mpwn I_F =10 mkA i PGA ADS1115 y pexumi 0,512 B (M3P = 15,625
MKB) po3ginbHa 3naTtHicTb BuMiptoBaHHs V_F cknapae: @ = 15,625 mkB / 2050
MkB/°C = 0,0076 °C. [insa ycyHeHHs napa3utHux TepmoEPC y BuMiptoBansHoMy
Koni 3'egHyBanbHi NPOBIAHUKK Bif A)Xepena CTpyMmy A0 Aiofa Ta Bif gioga Ao
BxofiB ADS1115 BUKOHYIOTbCS 3 0O4HOrO MaTepiany (Migb) 6e3 po3puBiB i nasgHMX
3'e4HaHb Y 30HI BUMiptoBaHHSA. Npu audepeHuiiHomy nigkniodeHHi o ADS1115
(aHop piopa — Ha AIN+, katog — Ha AIN-) napasuTHi TepmoEPC B npoBigHukax
0[1HaKOBO BNNMBAIOTL Ha 06uABa BXOAM | kKOMAEHCyoTLCS.|
[ns nioBULWEHHS HaAiIMHOCTI PYHKLiOHYBaHHsSI cuctemu nepeadadeHo
NPOrpamMHuUin KOHTPOSb KOPEKTHOCTI OTPUMAaHMX AaHUX Ha KOXHOMY eTani ix
06po6ku. Micna HagxomkeHHst BUMIpOBanbHOT iHpopmaLii BUKOHYETbCS
nepesipka NOBHOTY NakeTa AaHuX, AONYCTUMOCTI 3HaYeHb NapameTpiB Ta YacoBoi
Y3rofpKeHOCTi BUMipIOBaHb.

3m. Apk. No gokym. Mign. Aata
Apk.
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Tabnuus 2.3 — lMNopiBHAHHSA NEPBMHHUX NEepeTBOPIOBaYiB TemnepaTypu
MapameTtp NTC-tepmicTop (10

kOm, B=3950 K)

p-n-gioa (1N4148,

I_F=10 mkA)

YyTtnueictb npu 25 °C ~—4,4 %/°C (no onopy);
~25 mB/°C (Hanpyra

noAinbH1Ka)

~—2,05 mB/°C (npsima

Hanpyra)

JTiHiMHICTb y AianasoHi

0-60 °C

Hu3sbka; HeobxigHa -

niHeapu3auis abo

Tabnuus S-H

Bucoka; 3anuwukoBa

HeniHinHicTb &lt; +0,3 °C

CxeMma BKIoYeHHs1 Pe3anCcTUBHUI NoainbHUK
Hanpyr1 (RO = 10 kOm,

0,1 %)



[xepeno onopHoro

ctpymy LM334Z,

R_SET = 6,8 kOm

OnTumManbHUM pexum

PGA

42,048 B abo +4,096 B +0,512 B
M3P y o6paHomy

pexumi PGA

62,5 mkB 15,625 mkB

PospaxyHkoBa

po3gifnbHa 34aTHICTb

~0,0025 °C

(TeopeTuyHa)

~0,0076 °C

(TeopeTuyHa)

EdektBHa posainbHa

3aaTHICTb

~0,005 °C npu 8 SPS ~0,008 °C npu 8 SPS
CrabinbHicTb 3af0BinbHa; cTapiHHS <
0,1 % 3a pik

Bucoka; ctabinbHa npu

HeaMiHHoMy |_F

BapricTb MiHimanbHa (~0,10

USD)

MiHimanbHa (~0,05

USD)

JliHeapu3auist O6oB'si3koBa nporpamHa He notpibHa abo
MiHiManbHa

3m. Apk. No gokym. Mign. Aara
Apk.
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2.6 [Jatunkun gogaTkoBUX napameTpiB MiKpokiMaTy

2.6.1 Jatunk atmocchepHoro Tucky BMP390

ATmocdhepHUIn TUCK BUMiptoeTbes AaTtymkom BMP390 BnpobHuutea Bosch
Sensortec i3 nigkntoyeHHsM no wuHi 12C (agpeca 0x77 npyu SDO go GND a6o
0x76 npu SDO o VDD). BMP390 € n'e30pe3vCTUBHUM AaT4YMKOM TUCKY i3
KOMMeHcaLieto TeMmnepaTypHoi Noxnbku. PiBeHb LLyMy BUMIpIOBaHHSI TUCKY Y
peX1Mi HopManbHOro eHeprocnoXmnBaHHA (CTaHAapTHUIA oversampling) cknagae
0,9 NMa RMS, wwo Bignosigae eksiBaneHTHOMY BUCOTHOMY LuyMy MeHLe 0,07 M.
ABcontoTHa TOYHICTb AaTymka B dianasoHi Temnepatyp 0—65 °C ctaHoBUTb +50
Ma. B6ynoBaHwuit TepmomeTp BMP390 (TouHicTb 0,5 °C) BUKOPUCTOBYETLCS ANS
BHYTPILLHbOT KOMMNEeHcaLii noka3aHb TUCKy; Temnepatypa 3 BMP390 Takox
nepefaeTbcs Ha cepBep Sk AOAATKOBUI kaHan i Moxe BpaTu yyacTb y
PEKOHCTPYKUIT TeMnepaTypHUX AaHUX.

ATMOCKhEPHUIN TUCK € NAapaMeTPOM, LLO NPaKTUYHO OAHAKOBO PO3MoaineHunit

MiX yciMa By3namuv ofHiei OyAiBni: pisHULS TUCKY MK HAHUXKYOLO Ta

HalBuLLO Todkamm Byaieni BucoToro 10 M cTaHoBuTbL p-g-h = 1,2 kr/m3 x 9,81
m/c2 x 10 m = 118 MNa = 1,18 rMa. Lia Binoma 3anexHicTb 6e3nocepeaHb0
BMKOPUCTOBYETLCS MOAYNeM AiarHOCTUKN cepBepa: MegiaHa nokasaHs BMP390
no BCili Mepexi By3niB € HafinHOK OLHKOK MOTOYHOrO aTMOCEPHOrO TUCKY, i
Oyab-Ake BiAXuneHHs BiA MediaHn noHag +5 rfla ogHo3HaYHO BKa3ye Ha BiAMOBY
[aTt4mKa y KOHKpeTHOMY By3ri. Takum YnHoM, nokasaHHss BMP390 3 pisHux
BY3MiB € B3aEMHO NepeBiproBaHMMN 6e3 XXOAHMX CKNagHUX anropuTmis, WO
poBUTb TUCK OAHWUM i3 HAaNBINbLL HAAIMHMX NapaMeTpiB Mepexi.

2.6.2 [latumk BigHOoCHOi BonorocTi DHT22

3m. Apk. No gokym. Mign. Aata
Apk.
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BigHocHa BonoricTb BUMiptoeTbest gatumkom DHT22 (AM2302) i3
nigknoveHHsm ao GPIO ESP32 3a ogHONpoBiAHUM NOCAIA0BHUM MPOTOKOMOM.
[laTynk NOEAHYE EMHICHWI YyTIBUIA €NeMEHT BOMOroCTi Ta Pe3NCTUBHUN



TEPMOMETP y eAMHOMY kopnyci. [lianasoH BumiptoBaHHs BornorocTi: 0—100 %
BiJHOCHOT BOMOrOCTi, TOYHICTb +2 %, po3ainbHa 3gaTtHicTb 0,1 %. Jiana3oH
BMMiptoBaHHsi Temnepatypu: —40...+80 °C, TouHicTb 0,5 °C. IHTepBan
ONUTYBaHHSA — He YacTille 0AHOro pasy Ha 2 c; NpoTokon nepeabayae BOygoBaHy
KOHTPOIbHY CyMy, LLIO AO3BOMNSE BUSIBNSATY NOMUIKU nepeaadi. bibnioteka DHT
aBTOoMaTuyHo noeeptae NaN npu HeBAanomy 34uTyBaHHi abo nomumni
KOHTPOSBbHOT CyMM, LLIO OAHO3HAYHO iAeHTUIKYETLCA MOAYeM AiarHOCTUKN
cepBepa SK BigMoBa JaTyuka.

BigHocHa BonoricTb € ogHUM i3 ABOX napameTpis (nopsg i3 CO2),

BIAHOBINEHHS AKX € NPAMOLO 3aga4qeto cucteMmu. PyHKLIOHANbHUIA 3B'A30K MK
BOJIOTiCTIO, TEMNEPATYPOLO Ta koHUeHTpauieto CO2 icHye 3aBasikv Takum
hi3nYHUM MexaHi3maMm: Npu HarpiBaHHi NOBITPS 3 NMOCTINHUM BMICTOM BOASIHOT
napw BiJHOCHa BOSOriCTb 3MeHLUYETbCA 3a 3akoHoM Knaysiyca-KnanerpoHa;
NPUCYTHICTb NtoAe Y NpUMILLEHHI ofHoYacHo niaeumuye CO2 i BonoricTe
(onxaHHs); poboTn cuctemn BeHTUNsLIT 3miHoTE CO2 i BonoricTb
ckopernboBaHo. CTaTUCTUYHO BUSIBIEHa MOAENb LMX 3aMnexHOCTen [03BONse
OLjiHIOBaTY BOMONiCTb HAa OCHOBI TemnepaTypHux kaHanis, CO2 Ta 30BHILLHIX yMOB
HaBiTb Npwu BiAgmoBi DHT22.

2.6.3 Oatumnk koHueHTpauii CO2 MH-Z19C

KoHueHTpauis Byrnekucnoro rady Bumiptoetbcst gatymkom MH-Z19C —
rotosM NDIR-mopynem (Non-Dispersive InfraRed, HegucnepcinHunin
iHbpayepBoHui aHani3) BupobHuuTea Winsen Electronics. MpuHuun aii NDIR

3m. Apk. No gokym. Mign. Oata
ApK.
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I'PYHTYETBCA Ha NOMMUHAHHI iHppayepBOHOro BUNPOMiHIOBaHHS Monekynamu CO2
Ha JOBXWHI XBuUnNi 4,26 MKM: ONTUYHa CXeMa MOAYNSA NOPIBHIOE MOMMUHAHHSA B
aHaniTUYHIn Ta pedepeHTHI KioBeTax, Lo A03BOSISIE KOMNEHCyBaTh Apend
mxepena IR Ta ctapiHHs onTuku. [ianaszoH BumiptoBaHHsi: 400-5000 ppm,
ToYHicTb (50 + 5 %) ppm, 4ac Biaryky T90 = 60 c. IHTepdennic — UART (9600
60n, 8N1) abo aHanorosuint PWM-Buxig; y AaHin poboTi BUKOPUCTOBYETLCS
UART gnst oTpUMaHHs YMCroBOro 3HayeHHst 6e3 JoaaTkoBoi koHBepTaLlii.
[atuunk nigknoyaetbes Ao anapatHoro nopty UART2 ESP32: GPIO16

(RX2) « TX pgatuuka, GPIO17 (TX2) — RX pgatuuka. XKueneHHs 5 B gns MH-
Z19C 3abe3nedvyeTbecs 6e3nocepenHbo Bif NiHil XMBNeHHs agantepa (4o
ctabinizatopa 3,3 B), ockinbku Mogynb He cymicHUiA i3 xuBneHHam 3,3 B. PiBHi
UART-curHanis (TX/RX) 3a cneumdikauieto MH-Z19C npautotoTb KOPEKTHO npu
3,3 B Ha 6oui ESP32 3aBasiku Tomy, Wwo BXigHui nopir HIGH moayns He
nepesuwye 0,7 - VCC = 3,5 B.

B6ynosanwuit anroputm aBTokaniopysaHHa ABC (Automatic Baseline

Calibration) gaTunka po3paxoBaHuii Ha 3aCTOCYBaHHS Y 3BUYANHUX NMPUMILLEHHSIX
i3 perynspH1Um npoBiTpOBaHHAM, Ae KoHueHTpauis CO2 woHaiMeHLe oguH pa3
Ha TUXKAEHb 3HWKYETLCA [0 (hOHOBOTO piBHA (~400 ppm). Y nabopatopHux
yMOBax i3 HecTaHgapTHUM piBHem CO2 ABC mMoxe BHOCUTU CUCTEMATUYHY
noxubKy, TOMy cepBep 3a noTpebu Bumukae noro Yyepea MQT T-komaHay Ha
By3or. KoHueHTpauiss CO2 € BaxxnuBuM napameTpoMm sik Ans 3agaqvi peKOHCTPYKLT
(3aBasKuM Kopenauii 3 BONOrICTIO | TeMnepaTypoto, 3yMOBEHIN akTUBHICTIO
nofew), Tak i Ana dyHKUii curHanisauii: npu nepesuLeHHi nopory 1000-2000
ppm cepBep Hafcunae komaHay beep Ha 3ymep Byana.

2.6.4 [aTtumk oceitneHocti BH1750FVI

3m. Apk. No gokym. Mign. Aata
Apk.
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OcBiTneHicTb BUMiptoeTbest gatumkom BH1750FVI Bupo6HuyTBa ROHM
Semiconductor i3 nigkntoueHHsM no wuHi 12C (agpeca 0x23 npu ADDR o GND
abo 0x5C npu ADDR go VDD, wwo [03Borisie NigKnio4mMTy ABa AaTYUKN 40 OAHIET
wunHK). BH1750FVI mictute dpoTopgioa, nigcuniosay, 16-po3psaHuin ALM i
BOYyAOBaHMIA NpoLecop komneHcalii, o 3abesneyye BUXigHE 3HaYEHHS
6e3nocepenHbo y ntokcax 6e3 30BHiLHbOT 06pobku. Pexum H-resolution2
3abesnevye po3ainbHy 3aatHictb 0,5 nk y AianasoHi 1-65535 nk i vac
BUMiptoBaHHsA 6nmnsbko 120 mc. [laTywmk CTiikvin o BNNMBY iH(paYepBOHOrO



BUNPOMIHIOBaHHS 3aBAsiku BOygoBaHOMY IR-dinkTpy.

OcsBiTneHicTb Mae yHKLiOHaNbHUIA 3B'A30K i3 TENMOBUM HaBaHTaXEHHSIM
NPUMILLIEHHS Yepes Kinbka MeXaHi3MiB: TENIOBE BUNPOMIHIOBaHHS namn
po3XaptoBaHHs Ta ranoreHHux mrepen (edektusHicte 5-15 % Buanmoro ceitna,
pelwTa — TennoTa); NOrMUHaHHA COHSYHOTO NPOMIHHS Yepes BikHa; 3BOPOTHIN
3B'A30K MiXK MPUCYTHICTIO MNtoAein (Lo BMUKatoTb OCBiTNEHHs) Ta CO2/BonoricTio.
Xoua e 3B'A30K MEHLL NMPSIMUIA, Hi>XK MiDK BOFOFICTIO Ta TemnepaTypoto,
HasIBHICTb KaHary OCBITNIEHOCTi y 6araToBMMipHOMY BEKTOpPi CnocTepexeHb
niaBuLLye NOBHOTY MoAeni | MOXe NOKPaLLMTW SKICTb PEKOHCTPYKLT
TEMNEPaTYpPHUX AAaHUX Y YMOBaX 3MiHHOTO OCBITNEHHS. Baxnuneot ocobnueicTio
BH1750FVI € HasBHICTb BHYTPIiLLHBOrO NepeTBoptoBaYa curHany Ta undpoBoro
iHTepdericy 12C, wo ycyBae HeOOXiAHICTb BUKOPUCTAHHS AOAATKOBUX aHanoroBmx
cxemM 06po6ku curHany. 3aBasikv LibOMY 3MEHLLYETLCS BNIMB NEKTPOMarHiTHUX
3aBap i NoxnbokK, NOB'A3aHMX i3 NepeaaYeto aHanorosmx curHanie. Kpim Toro,
[aTynK NigTpUMye Aekinbka pexumia BUMIpIOBaHHS 3 Pi3HOI PO3ainbHOK
30aTHICTIO Ta LWBWAKICTIO OHOBNEHHSA AaHKX, WO A03BOMSE ONTUMI3yBaTW MOro
po6oTy 3anexHo Bif BUMOT KOHKPETHOTO 3aCTOCYBaHHS Ta 3abesnevyBaTn

3m. Apk. No gokym. Mign. ata
Apk.
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cTabinbHUI KOHTPOIb PIBHSI OCBITIIEHOCTI B pEXUMI pearnbHoro vacy. Ha tabnuui
2.4 HaBe[eHO XapaKTePUCTUKY NEPBUHHMX NEPETBEPIOBAYIB By3na.
Tabnuus 2.4 — 3BeaeHa xapakTepucTuKa NepBYHHUX NePeTBOPIOBaYiB By3na
Mapametp Odatumk /
KOMMOHEHT

IHTepdenc HdianasoH TouHiCTb
Temnepatypa

(4 kaHanw)

NTC 10 kOm

abo 1N4148

— ADS1115

12C 0x48 —40...+85

°C

0,1 °C

ATtm. Tck BMP390
(Bosch)

12C 0x77 300...1250

rMa

+50 Na

(abc.)

Temnepatypa

(BMP)

BMP390

(BBynoBaHuif)

12C 0x77 —40...+85

°C

+0,5°C

BigHocHa

BOSIOTiCTb

DHT22

(AM2302)

Single-wire

GPIO4

0...100 % *2 %
OcsiTneHictb BH1750FVI
(ROHM)

12C 0x23 1...65535

1K

+20 %

CO2 MH-Z19C

(NDIR)

UART2

(GP1016/17)

400...5000



ppm
+(50+5 %)
ppm

2.7 TNpvHUMNOBa enekTpMYyHa cxema BUMIpoBarbHOro By3na

MprHUMNOBa enekTpuYHa cxema By3na NoeaHye Orok XUBMeHHs Ta

ctabinizauii, MikpokoHTponepHuin mogynbe ESP32, 3oBHiwHin ALIN ADS1115 i3

YoTMpMa NepPBUHHUMW NepeTBOpOBaYaMy Temneparypu, Aatuunk Tucky BMP390,

[laT4ynK BOMOroc U DHT22, natuuk ocsitneHocTi BH1750 FVI,_patynk CO2 MH-Z19 C Ta 3ymep Ans akycTuyHoi curHanisadii. Cxema nobynosaHa
BMXOASYN 3

3m. Apk. No gokym. Mign. ata
ApK.
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NPUHLMNIB MiHIMI3aLii B3aEMHUX 3aBaj MiXX aHanoroBMm BUMIptoBanbHUM
TpakToM i undposmmu Ta RF-komnoHeHTamu.

LLivHa 12C 06'egHye ADS1115, BMP390 ta BH1750FVI. Ha ESP32 BoHa
peani3oBaHa Ha anapaTHomy koHTponepi—2C: GP1021 (SDA) Ta GPIO22 (SCL).
MigTarytovi peanctopu 4,7 kOm (ans yactotn 100 kl'y) abo 2,2 kOm (ana 400
KI'L) BCTAHOBMIOTLCA OAMH pa3 Ha LWMHY | He Ay6ntoTbCs ANs KOXKHOO
npuctpoto. ng BMP390 Busig SDO niataryetbca no GND peauctopom 10 kOm
ans dikcauii agpecu 0x77; BuBig CSB nigTaryetbcs go VDD ans Bubopy 12C-
pexumy (Ha Biaminy Big SPI). Ana BH1750 susig ADDR 3anuwaetbes
nigkntoyveHnm o GND (agpeca 0x23). Busig ADDR ADS1115 nigkntoyaeTbest 4o
GND (agpeca 0x48). Y pasi 3actocyBaHHs aBox ADS1115 gpyruii oTpumye
appecy 0x49 (ADDR go VDD) i nigkntovaeTbest Ao Tiel camoi wunm 12C.

DHT22 nigknioyaetbea no GPIO4 ESP32 yepes nigtarytoumin peauctop 10

kOm fo wuHm 3,3 B. [loBxMHa NpoBigHMKa Bif AaTymka 40 MiKPOKOHTponepa He
noBuHHa nepesuLlyBat 20—30 M; npu BiNbLUMX BiACTaHAX HEOOXIOAHE 3HUXKEHHS
LwBmAakocTi 0bMiHy abo 3acTocyBaHHs BydepHoro enemeHTta. KoHgeHcaTtop 100
H® Mix BUBOAaMu xuBneHHst aatymka Ta GND cTtabinisye Hanpyry nig 4Yac
TaKTOBUX iMMNYNbCiB MPOTOKOMY.

UART-iHTepderic MH-Z19C nigkniovaetsca go nopty UART2 ESP32:

GPI0O16 (RX2) Big TX gatumka, GPIO17 (TX2) go RX gatuuka. XXveneHHs 5 B
ans moayna MH-Z19C nigBoamntbes 6e3nocepeaHbo Bif BXigHOT NiHii 5 B o
LDO-ctabinisatopa, Lo 3abe3nevye AOCTaTHil piBEHb HANPYr He3anexHo Big
napiHHa Ha ctabinisatopi. KongeHcatop 100 mk® mixx BBogom 5 B i GND
nobnmay gatyvka KOMMNeHcye iMnynbCHi Miku cTpyMy npu poborTi IR-
BUMPOMIHIOBa4a Moaynsi.

3m. Apk. No gokym. Mign. Aata
Apk.
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3ymep Ans akycTUYHOI curHanisauii nigknovaetscs go GP1025 ESP32

Yepes TpaH3ncTopHuii kntod BC547 (abo IRLML2244 nns MOSFET-BapiaHTy).
GPIO25 ESP32 3abe3neuye MmakcumansHuii BuxigHuii ctpym 40 MA, Togi sik
akTMBHUI N'e303ymep (Hanpuknag, HY-12095) notpebye 30—100 MA npu Hanpysi
3-5 B. TpaH3nCTOpHWIA KMt NigkrtovaeTbes Tak: 6aza BC547 — no GP1025
yepes pesucTop 1 KOM (0bmexeHHsi 6a3oBoro cTpymy); emitep — ao GND;
KONeKToOp — [0 HEraTMBHOTO BUBOAY 3yMepa; NO3UTUBHWIA BUBIA 3ymepa — [0
wuHK 3,3 B abo 5 B. YnpaeniHHA 3ymepoMm 3fiicHI0eTbes Yepes LLIM-koHTponep
ESP32 (dyHkuia ledcWriteTone), Wwo fo3BOnse 3agaBati 4acToTy Ta TpMBanicTe
curHany 6es 6nokysaHHSA npolecopa.

KomnoHyBaHHs ABocTOpoHHbOT SMD-nnatn po3mipamu 60x40 mm
nianopsiAKoBYETLCSA Takum npasunamM. AHanorosuin 6nok (ADS1115, nepBuHHI
nepetBoptoBaYi, 3axvcHi RC-inbTpun) posmilllyeTbCst y 0OAHOMY KBadpaHTi nnatu
3 MakcMmarnbHO KOPOTKUMM NPOBIAHUKaMK aHanoroBux BXoAis (<20 mMm).
Lindposuin 6nok (ESP32, BH1750, BMP390, po3s'emn UART anst MH-Z19C ta
DHT22) po3millyeTbcs B NPOTUNEXHOMY KBafpaHTi. Mixk HUMK npoxoanTb 3a3op
noniroHy 6e3 meTanisauji LUIMPUHOK 1—2 MM, LLO 3MEHLLYE EMHICHI HABOOKU MixX
6rnokamu. AHanoroBa i LudpoBa 3emni yTBOPHOKOTb CyLUiNbHi MOMIrOHM y CBOIX
30Hax Ta 3'eAHYI0TbCS €ANHUM MICTKOM Y 3ipKOBIil TouLi nobnudy LDO-
ctabinizatopa. Takuii niaxig 3abeanevye MiHiManbHWI iMNegaHc NOBEPHEHHS ANs



LM poBMX CTPYMIB Y MeXax LIMPPOBOro NosiroHy i BUKIMOYAE IXHE NPOXOOXEHHS
Yepes aHanoroBu NOMIroH.

2.8 MpocTopoBa KoHirypauis Mepesxi BUMiptoBanbHUX By3riB

2.8.1 MpuHUMNM bopMyBaHHS NPOCTOPOBOI CITKM

3m. Apk. No gokym. Mign. Aata
Apk.

58

KPB.CI-05.00.00.000 N3

MpocTopoBa koHIrypaLlisi CEHCOPHOT MepeXi € OAHUM i3 KIO4YOBMX

NPOEKTHUX pillieHb, Lo 6e3nocepeaHbOo BU3HAYaE SAKiCTb BiAHOBEHOTO
6araToBUMIpHOro Nonsi Ta JOCTOBIPHICTb BUSIBNEHUX 3aNEXHOCTEN MiXK
napametpamu. OCHOBHUM KpUTEpiEM Npu (hOpMyBaHHi CiTkv € ymoBa Haiiksicta y
NPOCTOPOBI obnacTi: cepeaHs BiACTaHb MiX CyCigHIMKU By3namMu He NMOBUHHA
nepeBwuLLYyBaTN MOMOBUHU XapaKTEPUCTUYHOT KOPENALINHOT OBXUHN
BignosigHoro isnyHoro nons. [ina TemneparypHOro nons y npuMmilLeHHi
KopensuiiHa JOBXUHA 3aneXuTb Bif peXnMy KOHBeKLii i Tunoso cknagae 0,5-2 m
y ropu3oHTansHoMy Hanpsmky Ta 0,3—1 M y BepTukansHomy (4epes
cTpaTtudikauito). ns nonst CO2 Ta BonorocTi kopensuinHa AoBXMHA € BinbLuoto
Yepes MoBiNbHe MOneKynsipHe nepeMillyBaHHs | Tunoso cknapae 1-3 M. Buxoasun
3 HalMeHLLOI kopensauinHoi oBXuHN (=0,5 M Ansa BepTHKanbHOro
TemMnepaTypHoro Npodinto), onTuMarbHa BiACTaHb MiX CyCiAHIMV By3namu y
BepTUKanNbHOMY HanpsiMKy — He Ginbwe 1,0-1,5 m.

HaamipHa LWinbHICTb CITKM NiABULLYE KOPENAL0 MK CYCiAHIMW By3namu i

3HIKYE NpUpPICT iHdopMaLLinHOT 3MICTOBHOCTI KOXXHOIO 0AaTKOBOro By3na. 3
iHWoro Boky, piaka ciTka MoXe NponyCTUTI BaXNUBI CTPYKTYPY NOMS.
OnTumanbHa KoHirypauist 3abesnevye MakcMmaribHe OXOnneHHs i3nyHO
3HaYyLLMX 30H: MPUCTIHHOI 30HW TENI00OMiHY, 30HM NiAKOMY HarpiTMx

NOBITPAHUX Mac Y3[10BX CTiH, 30HW KOHBEKTUBHMX MOTOKIB Y LIEHTPi NPUMILLEHHS
Ta piBHS po60o40i 30HM (1,2 M) SIK 30HW NPUCYTHOCTI NOAEN.

[opaTkoBOK BUMOrOLO € 3abe3neyeHHsi NpoCTOPOBOI pensikalii: HasBHICTb

[BOX BY3/iB y CXOXWUX YMOBaXx (Hanpuknag, ABa NPUCTIHHUX By3na Ha OAHaKOoBil
BWCOTI, ane B Pi3HUX rOPU30OHTamNbHMX NO3ULIAX) JO3BOMAE PO3PI3HATH
rOPU3OHTarnbHiI rpagieHTy BiA BEPTUKaNbHUX i NiABULLYE HAAINHICTb MKBY3MOBUX
anropuTMiB PEKOHCTPYKLIiT.

3Mm. Apk. No gokym. Mign. Aata
Apk.
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2.8.2 KoHdirypauis By3niB y AOCMiAXXYBaHOMY NPUMILLIEHHI

3anponoHoBaHa KOHdirypauis po3paxoBaHa Ha NpUMILLEHHS po3MipaMu

5x4 m i3 Bucototo cteni 2,7 M. Cuctema koopamHaTt BBOAUTLCA TaKUM YMHOM: BiCb
X — nepneHanKynspHoO BiA AOCNiAXYBaHOI CTiHW BIMUG NPUMILLEHHS; Bicb Y —
B3[0BX CTiHV B FOPU3OHTaNbHOMY HanpsiMKy; BiCb Z — BEpTUKanbHO Bif PiBHSA
nignorn. CeHcopHa citka hopMy€eTbCSA Ha OCHOBI YOTUPLOX 3HAYEHb KOOPAUHATU
X (0,05; 0,75; 2,0; 3,5 m), Tpbox 3Ha4eHb Z (0,3; 1,2; 2,2 M) Ta ABOX 3HayeHb Y
(1,01 2,5 m). PeanizoBaHa koHairypauisi 3 12 By3nis HaBefeHa y Tabnuui 2.5.
Tabnuus 2.5 — MNpocTopoBi KOOPAUHATY BY3MiB CEHCOPHOT MepeXxi

Byson X (M) Y (M) Z (M) ®iznuHa nosuuisa MpusHadeHHs

N-1 0,05 1,0 0,3 Ha cTiHi, HWXHi sspyc MNPUCTIHHWIA HWXHIN Npodinb

N-2 0,05 1,0 1,2 Ha cTiHi, cepeaHi apyc MpucTiHH1I cepeaHii npodinb

N-3 0,05 1,0 2,2 Ha cTiHi, BepxHii sapyc NpucTiHHW1 BepXHin npodinb

N-4 0,75 1,0 0,3 0,75 M Bia CTiHW, H/XHiN 30HA KOHBEKLT, HUXKHIN

N-50,75 1,0 1,2 0,75 m Big CTiHW, cepeaHinn 3oHa KOHBEKLIi, cepeaHin

N-6 0,75 1,0 2,2 0,75 ™ Bif, CTiHW, BEPXHiln 30Ha KOHBEKLIii, BEPXHIll

N-7 2,0 1,0 0,3 2 M Big CTiHW, HWKHIN CepeanHa NPUMILLEHHS, HVDKHIN

N-8 2,0 1,0 1,2 2 m Big cTiHW, cepeaHii PiBeHb po60o4oi 30HU

N-9 2,0 1,0 2,2 2 m Big cTiHW, BepxHit CepeanHa NpUMILLIEHHS, BEPXHil

N-

10

3,5 1,0 1,2 LieHTp npuMileHHst ETanoHHun By3on

N-

11

0,05 2,5 1,2 CriHa, 6iuyHa nosuuis,



cepefiHin apyc

[opusoHTanbHa pennikauis CTiHW
N-

12

2,0 2,5 1,2 2 m Big cTiHK, BivHa
nosuuist

[opusoHTanbHa pennikauis
LeHTpy

3m. Apk. No gokym. Mign. Aata
Apk.

60

KPB.CI-05.00.00.000 M3

Byanu N-1, N-2, N-3 yTBOptot0Tb BEpTMKarnbHYy KONIOHKY 6e3nocepeaHbo Ha

CTiHi | NpM3HayeHi 4Ns BUMipOBaHHS TemnepaTypu NPUCTIHHOTO Lapy NOBITPs Ha
TPbOX PiBHSAX. L|s KONOHKa € OCHOBHUM [)KePenom AaHUX Afst OLiHKK
BEPTUKANbHOro TeMnepartypHOro npodinto CTiHN Ta iIHTEHCUBHOCTI MPUCTIHHOT
koHBekuii. Byanu N-4, N-5, N-6 chbopmytoTb aHanoriyHy KornoHky Ha BiactaHi 0,75
M Bifi CTiHM — Y 30Hi MakCUMarnbHUX rOPU3OHTaNbHUX TEMNMOBKX rPpagieHTiB npu
HarpiBaHHi cTiHW. Byanu N-7, N-8, N-9 poamilleHi Ha BiAcTaHi 2 M Bif CTiHW i
XapakTepusyloTb TENsoBe none B CepefHin YaCcTuHi npumillieHHs. Byzon N-10 y
LEHTPI NPUMILLIEHHSI Ha CepeaHin BUCOTi BUKOHYE PONb €TarioHHOro By3na Aans
Hopmanisauii BUMiptoBaHb Ta NEPEBIPKM MibKBY3MOBKX 3anexHocTen. Byanu N-11
Ta N-12 3a6e3nevytoTb ropusoHTarnbHy pennikawiio: HasBHICTb ABOX NPUCTIHHMX
ByaniB (N-2 i N-11) Ta aBox ByaniB Ha BiacTaHi 2 M (N-8 i N-12) Ha ogHakoBi
BWCOTi [O3BONSE BiAPI3HUTN rOPU3OHTanNbHI rpafdieHTV B3AOBX CTiHU Bif LWyMy Ta
BiIMOB JaTUYUKIB.

2.8.3 disnyHe kpinneHHsA Ta Tennosa i3onsuis By3nis

KpinneHHsi npuctitHmx By3nis (N-1, N-2, N-3, N-11) BukoHyeTbCA

TepmokreeM abo KpoHLTenHaMmn 6e3nocepeaHbO Ha NOBEPXHI CTiHU. Mixk
KOpMycoM By3ria Ta CTiHOK 0GO0B'A3KOBO pPO3MILLyETbCSt TEPMOi3onsLiiHa
nigknagka ToBLUMHO 3—5 MM i3 BCniHeHoro nonietuneHy abo HaTypanbHoro
Kopky. Lle 3anobirae KOHAYKTMBHOMY TENIIOBOMY LUYHTYBaHHIO: 6e3 niaknaaku
Temnepartypa aatyvka byae ycepeaHEHO Mix TeMnepaTyporo CTiHW Ta NoBiTps,
LLIO CMOTBOPIOE BUMiptOBaHHSI 060X BEMUYUH. TepMidHWUIA onip Miaknagaku
TOBLUMHOI 4 MM i3 BCiHEHOro nonietuneny (koediuieHT TennonpoBigHOCTI A =
0,04 Bt/(m°K)) cknagae R = d/A = 0,1 m2:-K/BT — pgoctatHbo Ans hakTUYHOro

3m. Apk. No gokym. Mign. Oata
ApkK.
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PO3pMBaHHS TEMMNOBOrO KOHTAKTY MiX AaTYMKOM i CTIHOK Ha XapaKTepHUX Yacax
BMMIpIOBaHb.

Byanu, niggiweni y nositpi (N-4—N-9, N-12), kpinnaTbCcst 4O TOHKMX

HENNOHOBUX HUTOK abo BYrNennacTMKOBMX CTPUXKHIB AiameTpoM 1-2 mm. Husbka
TennonpoBifHicTb HennoHy (A = 0,25 B1/(m-K)) i manuin nonepeyHnin nepepia
CTPWXKHS 3BOAATb KOHAYKTUBHE BiiBEAEHHS Tenna Bif AaTymka 40 HECYyUnX
KOHCTPYKLUIil 40 HE3HaYHOro piBHsi. [NpoBia xuBneHHs Ta niHii 12C, wo
niABoOAATLCA A0 BY3ra, BUKOHYKOTLCA HAUTOHLUMMU AOMYCTUMUMU NPOBIAHUKAMU
(AWG28-AWG30) i cnpsiMoBYyOTbCSA NapanenbHO HECYHOMY CTPYDKHIO ANst
MiHiMi3aLii IXHbOro BNAUBY Ha TeNnoByY i30nsLito By3na.

[latunkn TemnepaTypm y cknagi KOXXHOro By3na 3axualTbCs pagialinHim
ekpaHoMm i3 nepdopoBaHoi antomiHieoi ponbru (radiation shield). EkpaH sBnsie
COBO0I0 MOPOXKHUCTUI UMMIHAP ab0 CKPUMHBKY 3 KirlbkoMa KOHLEHTPUYHUMUN
Lapamu i3 BiabyBanbHOK NOBEPXHEID, OPIEHTOBAHOK Ha30BHI. Bucoka
BigbuBanbHa 3aaTHicTb antoMiHito (€ = 0,05 y I4-gianas3oHi) 3MeHLYye NOrMUMHaHHsS
npsiMOro Ta BiAGMTOro TensoBoro BUNPOMiHIOBaHHS Big namn i coHus B 15-20
pasiB NopiBHSAHO i3 He3axuLeHnM aaTymkom. Mepdopalis ekpaHa 3abesnevye
BiflbHY KOHBEKLIit0 MOBITPSi Yepes AaTuyuk, Lo HeobXigHO Ans Noro TepMiYHOro
piBHOBaru 3 HaBKOMMLLHIM NOBITPsIM. Po3mip nepdopadii 2—3 MM € KOMMPOMICOM
MDK MPOBITPIOBAHICTIO Ta eKpaHyBaHHSM Bif rOPU3OHTaNbHOIO NOTOKY TENoro
abo xornogHoro noBiTpsi.

2.9 HagnuwikoBicTb BUMiptOBaHb Ta CTpaTeris peKOHCTPYKLii 4aHux

KoxeH 3 12 By3niB hopMye BEKTOP CMOCTEPEXEHD i3 AEB'ATN KOMMNOHEHT:



Temnepartypa T1, T2, T3, T4 (4oTtmpu kaHanu ADS1115), Tuck P, Temnepatypa
T_BMP (BMP390), Bonoricte H (DHT22), ocsitnericts L (BH1750) Ta
koHueHTpauis CO2 (MH-Z19C). Y ogHOMY CMHXPOHHOMY 4YacOBOMY 3pi3i BCs

3m. Apk. No gokym. Mign. Aata
Apk.
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Mepexa 12 By3niB hopMye MaTpuLito crnoctepexeHb po3aMipom 12x9 = 108
YMCNOBMX 3HaYeHb. Lis maTpuusa € oCHOBOK ANs 3afadi BUSBNEHHSI MPUXOBaHNX
3anexHocTel Ta PEKOHCTPYKLUi.

®yHKLiOHAmbHI 3aNeXHOCTi MiX NapameTpamMun po3noainsaTsCsa Ha ABa

knacu. [1o nepLuoro knacy Hanexarb 3anexHoCTi 3 BifOMO i3nyHo
Np1poaot: aTMOCKEPHMUIN TUCK NPaKTUYHO PIBHUIA Y BCiX By3nax

(rippocTaTM4HUiA 3aKOH); BiAHOCHA BOMOTICTb | TemnepaTypa NoB'sA3aHi Yepes
piBHAHHA Knaysiyca-KnanenpoHa npu HeamiHHOMY BMiCTi BoagsHoI napu; CO2 i
BOJIOFiCTb 3pOCTalOTb KOPENbOBAHO NPU NPUCYTHOCTI Ntoaeit. [lo Apyroro knacy
HanexaTtb 3anexHOCTi, O BUSBMSAOTLCA CTaTUCTUYHO Ha AOCTaTHBO AOBIUX psiaax
CNOCTEepPEexXeHb i MOXYTb HE MaTW NPOCTOro aHanNiTMYHOro BMpasy, ane € CTINKUMN
i BigTBOPtOBaHUMMN. ANroputmu cepeepa (kpocaanifauis 3 BUKIOYEHHAM O4HOro
o6'ekta LOO-CV, KpuriHr, MaTpuyHe 3aBepLueHHs meTofoM ALS) BusiBnsioTb
obuaga knacu 3anexHocter i 6yayoTb Ha iXHii OCHOBI NPOrHOCTUYHY MOAENb.
Mpwu BigMOBI AaTuuka byab-siKoro napameTtpa y 6yab-akomy By3ni cepBep
3aCTOCOBYE BiAMOBIAHUI anropuTM PeKOHCTPYKLT. [Mpu BiAMOBI TeMnepaTypHOro
kaHany T_iy By3ni k 3acTocoByeTbCs MPOCTOpOBA iHTEPNONALis Ha OCHOBI T_i
peLuTn By3niB i3 Baramu, 06epHeHo NponopLiiHUMK MPOCTOPOBUM BiACTaHAM
(3BaXkeHMI MeTo 3BOPOTHUX BicTaHel) abo KpUriHr i3 BCTaHOBMEHO
NPOCTOPOBOIO KoBapiaLinHoto dyHKuieto. Mpu BiamMoBi AaTynka BonorocTi H y
By3ni k BiAHOBINEHHS BUKOHYETbCS YEpE3 perpeciiiHy abo HelipomMepexHy Moaerb
H=1(T1, T2, T3, T4, CO2, L), HaB4eHy Ha CnpaBHWUX iCTOPWUYHKX AaHuX. [Mpu
BiAMOBI AaTumka Tucky Py By3ni k BigHOBRNeHHs TpuBianbHe: P_k 3amiHeTbCA
MegiaHoto P no pewTi cnpaBHux By3niB. Takum YMHOM, MyrnbTUnapameTpuyHa
HaaNMLLKOBa apXiTeKkTypa anapaTHoi YacTuHU € HeobXiaHOK YMOBO Ans po6oTn
anropuTmiB PeKOHCTPYKLi, onncanux y Po3aini 3.

3m. Apk. No gokym. Mign. Oata
ApkK.
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MpakTuyHa peanisavis ctpaterii BUMiptoBaHb Nepepbavae 6a3oBuii pexvm

i3 CUHXPOHHMM OMUTYBAHHAM YCiX BY3MiB i3 iHTEpBanom @ =5 c. lNpn Takomy
iHTepBani cymapHuii noTik AaHux Big 12 By3niB cknagae ~2,4 MQTT-nakeTw/c i3
cepefHimM po3mipom ~250 6alT KOXeH, LU0 € He3HaYHUM HaBaHTaxeHHsAM ans Wi-
Fi-kaHany i 6pokepa Mosquitto. MakeT KOXHOro By3na MiCTUTb YacoBy MiTKY
NTP-uacy y minicekyHaax, igeHTudikaTop Byana room_id, yci BUMIpsiHi 3Ha4eHHs
Ta giarHocTuyHi nonsa (RSSI, BinbHa nam'sitb). CUHXPOHHICTb BUMIpIOBaHb Yy
mexax +10 Mc Mix Byanamu 3abe3neqyeTbCst TUM, LLO KOXKEH BY30I1 HE3anexHo
CUHXPOHI3Y€E CBIll BHYTPILLHIV Taimep 3 NTP-cepsepoM npu KOXHOMY cTapTi Ta
koxHi 3600 c.

Takum YmHOM, onNncaHa anapaTtHa apXiTekTypa BUMiptoBanbHOro Bysna —
NoeAHaHHs npeumsinHoro andeperuinHoro ALINM ADS1115 ansa
YOTUPUKaHaNbHOro BUMIpIOBaHHA TeMnepaTtypw, Aatyukis Tucky BMP390,
BonorocTti DHT22, ocsitneHocti BH1750 Ta CO2 MH-Z19C Ha 6a3i ESP32 i3
6e3npoToBoto nepepadeto yepes MQTT — dopmye HaANMLLKOBY NPOCTOPOBO
po3nogineHy MaTpuLIld CNoCTePeXeHb, Lo € anapaTHOK OCHOBOK AN BUSIBNEHHS
NPUXOBaHNX (PYHKLLIOHANBbHUX 3aNeXHOCTEN i BIGHOBIEHHS AaHMX BiAMOBNX
[aTymMKiB, anropuTMiYHa peanisauis skux onucaHa y Poaaini 3.

3m. Apk. No gokym. Mign. Oata
ApK.
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3 MPOIPAMHE 3ABE3MNEYEHHA TA AIITOPUTMN
®YHKLIOHYBAHHSA PO3MOAINEHOI CUCTEMM



3.1 CTpyKkTypHa opraHisauisi nporpamHoro 3abeanevyeHHs

MporpamHe 3abe3nedeHHs poanogineHoi loT-cuctemu

MynbTUNapamMeTPUYHOrO MOHITOPUHIY MikpoknimaTy nobynoBaHe 3a
[BOPIBHEBOIO KIiEHT-CEPBEPHOIO0 apXiTekTypoto. MNepLumnin piBeHb — BOygoBaHe
nporpamHe 3abe3neyeHHs (firmware) MikpokOHTponepHux By3nis Ha 6asi ESP32
— Bignosigae 3a 36ip AaHuX Bif, YCiX NEPBUHHUX NEPETBOPIOBAYIB, NOKanbHy
nonepefHto 06pobky, PopMyBaHHsS CTPYKTYPOBAHUX NAKETIB Ta iX HAAiINHY
nepenadvy Yepesa MQTT-6pokep. [Apyruit piBeHb — CepBEPHUIN 3aCTOCYHOK Ha
Python — peanisye ueHTpanizoBaHuin NPUINOM Ta arperadiito NOTOoKIB AAaHWX Bif
yCix KiIMHaTHVX BY3MiB, ix 30epexeHHs y pensuiiHin 6asi gaHnx SQLite,
aHaniTMyHy o6pobKy 3 BUSIBNEHHSIM aHOMani Ta BiAHOBNEHHSIM NOLLKOMKEHNX
3HaYeHb, a TaKoX 3BOPOTHIl 3B'A30K i3 By3namu vyepe3 Ty camy MQTT-
iHppacTpyKTypy ANSA ynpaeniHHS curHanisauieto Ta nepeHacTponkn napameTpis.
TpaHcnopTHUM sgpom cuctemu € 6pokep MQTT Mosquitto, po3ropHyTuit

Ha BuAineHomy cepBepi 3 dikcoBaHoto |IP-agpecoto y nokanbHin mepexi. Bubip
MQTT sk npoTokony obmiHy MOTUBOBaHWI AeKinbkoma YMHHMKamu. MNo-nepiue,
NPOTOKON peanisye acuMeTpuyHy Moaens nybnikauis-nignucka (pub/sub), wo
MOBHICTIO PO3B'A3ye BUPOOHWKIB AaHux (By3nu ESP32) Big cnoxwvisadis
(cepBepHUii 3aCTOCYHOK, Aalwbopa, 30BHILLHI KMiEHTW): AogaBaHHs HOBOTO
nianvcHWKa abo HOBOrO By3rna He BUMarae XOA4HWX 3MiH Y BXXe PO3ropHyTUX
KOMMNoHeHTax cuctemu. MNo-gpyre, MQTT Mae MiHiManbHi HaknagHi BUTpaTu:
(hikcoBaHWIn 3aronoBokK NakeTy 3aimae nuie 2 6anTu, WO CyTTEBO 3HUXYE
HaBaHTaXeHHsi Ha Mepexy nopiBHAHO 3 HTTP (coTHi GainTie Ha 3aronosku). MNo-

3m. Apk. No gokym. Mign. Aata
Apk.
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TpeTe, BOygoBaHa niaTpyvMmKa piBHIB sikocTi o6cnyroByBaHHs QoS 0/1/2 nossonse
rapaHTyBaTV JOCTaBKy KPUTUHHUX TENEMETPUYHUX NaKeTiB HaBiTb Npu
TUMYacoBUX 36051X MEPEXKEBOTO 3'€AHAHHS.
KoxeH By3on ESP32 acouiioBaHWi 3 KOHKPETHUM MPUMILLEHHSAM
(kiMHaTOI) i iIAEHTUMDIKYETLCS YHIKaNbHUM PAAKOBUM ifeHTudikatopom room_id
(Hanpuknag, "lab_A", "office_B2", "server_room"). Lei ineHTudikatop €
YacTuHoto iepapxiyHoro MQTT-Toniky i 0f4HOYACHO 30BHILLHIM KtodeMm y 6aasi
[aHuX, WO JO3BOSSE arperyBaTyi BUMipIOBAHHS Bif Pi3HWMX NPUMILLEHb Y EAUHIN
CTPYKTYpi 36epiraHHsi 3 MOXIIMBICTIO ed)eKTUBHOrO BUBIpKyBaHHS No KiMHaTi abo
no YyacoBoMy fiana3oHy. 3aBAsKM TakoMy MiAXOAY cucTema nerko
MacLuTabyeTbCsi: A5t MOHITOPUHTY HOBOTO MPUMILLEHHS OCTATHBO PO3rOPHYTU
HoBwuI By3on ESP32 i npuaHaunTtu oMy yHikanbHuin room_id y koHdirypauii
MPOLLMBKN — KOOHUX 3MiH Y CEpPBEPHOMY KOZi He NoTpebyeTbes.
3.2 AnapaTHa nnatdgopma By3na Ta nigkmoYeHi gaT4ymkm
MikpokoHTponepHuin By3on nobyanoBaHuii Ha 6asi mogyns ESP32
(Hanpuknag, ESP32-WROOM-32D abo ESP32-DevKitC), wo € cytteBum
anapaTHUM OHOBIEHHSIM NopiBHAHO 3 ESP8266/ESP-01, po3rnsHyTum y
nonepeaHix posainax sik KoHuenTyanbHa ocHoBa. ESP32 micTuth ABOSAepHUI
pouecop Xtensa LX6 KTOBOIO yacToToto go 240 MFu,EISZO Kb SRAM, 4 Mb
@M,ﬂyﬂosamﬁ Wi-Fi 802.11 b/g/n Ta Bluetooth 4.2/ BLE, gBa 12-po3psigHux
ALIM (xo4a ans npeumsiiHix BUMiptoBaHb TeMnepaTtypu BUKOPUCTOBYETLCA
30BHIiWHIN ADS1115), anapatHy niatpumky 12C, SPI, UART, a Takox anapaTHui
Tanmep peanbHOro 4Yacy. HasBHiCTb ABOX s4ep A03BONSE BUKOHYBATH
BMMIipIOBaHHs1 Ta 0OpobKy AaHunx Ha ogHOMY siApi, @ mepexeBi onepadii (Wi-Fi,
MQTT) — Ha apyromy, Lo CYTTEBO MiABULLYE AETEPMIHOBAHICTb TMYaCOBUX
iHTepBanis BUMIptOBaHb.

3m. Apk. No gokym. Mign. Oata
ApkK.
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[o By3na nigknoveHo N'aTb TUMIB NEPBUHHMX NepeTBOPIOBaYiB, LLO
3abe3neyyoTb KOMMNEKCHUI MOHITOPUHT NapameTpiB MikpoknimaTy. 30BHiLLHil
ALIM ADS1115 (12C, agpeca 0x48) oundpoBye cUrHany YoTMpbOX aHanoroBmx
TemnepaTypHUX kaHaniB — pe3nCTUBHUX NOAINbHUKIB Ha ocHoBi NTC-
TepmicTopiB 10 kOM abo giogHux nepeteoptoBayiB 1N4148, sik onucaHo y Poagini
2. Lle no3sonsie oTpuMyBaTh NPOCTOPOBO PO3HECEHI TEMNEPATYPHi BUMipK B



Mexax OfHOro MPUMILLIEHHS — Hanpuknag, nobnuay nignory, Ha pisHi poboyoi
30HK, Nobnuay cTteni Ta 6eanocepeaHbO Ha 30BHILLHIN CTiHi. JaTtunk BMP390
(Bosch, 12C, agpeca 0x77) 3abe3nevye BUMiptoBaHHSI aTMOCEEPHOrO TUCKY 3
HaA3BMYaHO HU3bKUM piBHeM Wwymy 0,9 NMa RMS y pexumi HopmanbHoro
€HEeprocrnoXunBaHHS, a TakoXx BOyJoBaHUIA TEPMOMETP AJ1S1 KOPeryBaHHs NokasaHb.
[atuunk BigHocHoi BonorocTi DHT22 nigkntodaeTtbes Ao ogHoro 3 GPIO ESP32 3a
OQHONPOBIAHUM NPOTOKOSOM | 3abe3nedye BUMiptOBaHHS BONOroCTi y Aiana3oHi
0-100% 3 TouHicTo +2% i TemnepaTypm 3 TouHicTio £0,5°C. atumnk

ocsitneHocti BH1750FVI (12C, agpeca 0x23) BUMiptoE OCBITNEHICTb Y AianasoHi
1-65535 nk 3 po3ainbHO 3a4aTHICTIO 1 1K y pexumi H-resolution2. Oatunk
koHueHTpauii CO2 MH-Z19C e rotoBum NDIR-mogynem (Non-Dispersive
InfraRed) 3 UART-iHTEepdhencom, Lo BUMIPIOE KOHLIEHTPaLLito BYTrNEKUCoro rady
y AianasoHi 400-5000 ppm. 3BeaeHa xapakTepucTuka BCix AaT4uKiB By3na
HaBefeHa y Tabnuui 3.1.

[Mpu NnpoekTyBaHHi cxeMn 0cobnmBy yBary NpUAiNeHo CymiCHOCTI

iHTepdeliciB Ta piBHIB cUrHaniB Mixx ycima KOMMNOHEHTaAMW CUCTEMU.
BukopucTaHHs UMpoBUX AaTHKKIB i3 NIATPUMKOK CTaHAAPTHUX iHTepdencis
12C, UART Ta Single-Wire 03Bon1no MiHiMi3yBaT KinbKiCTb 30BHILLHiX
erieMeHTIB i CNPOCTUTM MOHTaX NpucTpoto. Kpim Toro, Taka opraHisauis
anapaTHoi YacTuHM 3abe3neyye BUCOKY 3aBafoCTilKICTb, CIPOLLY€E nodarnbLuy

3Mm. Apk. No gokym. Mign. Aata
Apk.
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MoAEepHi3aLito cMcTeMU Ta Aae MOXNMBICTb 6e3 3Ha4YHMX 3MiH iHTerpyBaTu
[0AATKOBI CEHCOPY AN1S1 PO3LUMPEHHS (OYHKLIOHANbHUX MOXITMBOCTEN
BMMIpIOBanbLHOro By3na.

Tabnuus 3.1 — [datymkn BumiptoBansHoro Byana ESP32
MapameTp Jatumk / kKoMnoHeHT IHTepdelic [iana3oH / TOUHICTb
Temnepatypa (4

kaHanm)

NTC 10 kOm abo

1N4148 — ADS1115

12C

(ADS1115)

—40...+85 °C / 0,1

°C

ATM. TUCK +

Temnepartypa

BMP390 (Bosch) 12C

(0x76/0x77)

300-1250 rMa/ +0,3

Ma RMS

BigHocHa

BOJOTiCTb

DHT22 (AM2302) Single-wire 0...100 % / £2 %
Ocsitnexicte BH1750FVI 12C

(0x23/0x5C)

1...65535 nk / £20

%

CO2 (o6'emHa

yacTka)

MH-Z19C (NDIR) UART /

PWM

400...5000 ppm /

+(50+5%) ppm

i 12C-npuctpoi (ADS1115, BMP390, BH1750) nigkntoyeHi Ao cninbHoi

MHVI 12C Ha BuBogax GP1021 (SDA) Ta GPIO22 (SCL) 3 nmiaTsarytounmu
pesuctopamu 4,7 kOm go niwii 3,3 B. Ains BMP390 HeobxiaHO BCTaHOBUTH
peauctop nigTskkn SDO go GND ans dikcauii 12C-agpecu 0x77 (a6o go 3V3 gns
0X76, SKLLO Ha LUMHI BXe NPUCYTHIl iHLWWIA NpUcTpili 3 Takoto agpecoto). UART-
iHTepderic MH-Z19C nigkntodaetbea go UART2 ESP32: GPIO16 (RX2) « TX
parynka, GPIO17 (TX2) — RX pgatuuka. DHT22 nigkntovaetbes o GP10O4 3
niaTarytounm peauctopom 10 kOm go 3,3 B. 3ymep (buzzer) ansa akycTuyHoi



curHanisauii nigkniovaetbesa 4o GPIO25 yepea TpaH3UCTOPHUI KItoY (Hanpuknag,
BC547 abo IRLML2244), ockinbku npsimuii BuBig GPIO 3abesnevye

3m. Apk. No gokym. Mign. Oata
ApK.
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MakcumanbHuii ctpym 40 MA, Toai sik akTuBHUIA 3ymep notpebye 30—100 MA.
YnpaBniHHS 3ymepoMm 34iicHIETbCS 3 cepBepy Yepe3d MQTT-komaHay.

3.3 CtpykTypa Ta anroputm firmware ESP32

3.3.1 3aranbHa opraHisauis nporpamu Ha Arduino (ESP32)

Mpowwwmeka By3na ESP32 po3pobneHa y cepeposuLi Arduino IDE 2.x i3
BMKOPUCTaHHAM odiLliiHoro nakeTy arduino-esp32 Big Espressif Systems. Takui
BWGIp iHCTpyMeHTapito 06yMOBNEHUIA LLMPOKOKD EKOCUCTEMOIO rOTOBKX GibnioTek
AN BCIX BUKOPUCTOBYBAHWX AATUMKIB, @ TAKOX HU3bKMM NOPOrom BXody Ans
mMoaudikauii Ta HanawTyBaHHS Koay AocniAHUKOM. [ns BUpo6HUYOro
po3ropTaHHsi po3rnsigaeTbes Mirpadis Ha ESP-IDF 3 FreeRTOS-3aga4damu, ogHak
ans uinew keanidikauiiHoi po6otn Arduino-cepefioBuLLEe € LINIKOM AOCTaTHIM.
ApxiTekTypa npowveku nobygoBaHa Ha ABosiaepHii mogeni FreeRTOS, wo

€ 6a30BOIO OnepaLiiHo cMcTEMOO pearnbHoro Yacy aAns ESP32. Mepue sapo
(Core 0, APP CPU) BrkoHye mepexesi 3aaadi: nigkmoveHHs go Wi-Fi,
cuHxpoHisauito NTP, o6cnyroByBaHHs MQTT-3'egHaHHsA Ta 06pobky BXiOHUX
komaHz Big cepsepa. [dpyre siapo (Core 1, PRO CPU) BMKOHy€e BMMiptoBarnbHi
3apadi: UMKivYHe onnTyBaHHSA BCiX AATYMKIB y CTPOro BU3HAYEHi NOCMiAOBHOCTI,
rnokanbHy o6pobky curHanis Ta opMyBaHHsS NakeTiB Ans nepegavi. Mixx sgpamu
06MmiH AaHuMK BiabyBaeTbesa Yepes 3axuileHy vepry FreeRTOS (xQueueCreate),
LLIO BUKITKOYAE CTAHN FOHKM NPU OQHOYAaCHOMY AOCTYNi 40 CRiNbHUX AaHuX. Take
pO34iNeHHs rapaHTye, Lo 3aTpUMKN MepexeBux onepadii (DNS-3anut, TCP
retransmission) He NOpPyLLYIOTb PErynapHiCTb LMKy BUMIptOBaHb.

mobanbHa koHdirypauis Bysna 36epiraetscs y cTpykTypi NodeConfig, Lo
iHiLiani3yeTbcst 3i 3Ha4YeHb, BU3HA4YeHWX y 3aronoBHoMy danni config.h:

#define ROOM_ID "lab_A"

3m. Apk. No gokym. Mign. Aata
Apk.
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#define WIFI_SSID "MyNetwork"

#define WIFI_PASS "secret"

#define MQTT_BROKER  "192.168.1.100" // cbikcoBaHa IP
cepsepa

#define MQTT_PORT 1883

#define MEASURE_INTERVAL_MS 5000 /I iHTepBan BUMiptoBaHb
#define ADS_ADDR 0x48

#define BMP_ADDR 0x77

#define BH1750_ADDR  0x23

#define DHT_PIN 4

#define BUZZER_PIN 25

#define MHZ19_RX 16

#define MHZ19_TX 17

PyHKLiA setup() BUKOHYETLCS OAHOPA30BO NICNA CTAPTY i BKMOYa€E Taki

Kpokw: iHiuianizauito UART ans BignagoudHoro Busogy (Serial.begin(115200)),
iHiuianisauito wuHK 12C (Wire.begin(21, 22)), nocnigosHy iHiuianisawiio BCix
nparumkis (ADS1115, BMP390, BH1750, DHT22, MH-Z19C), nigknto4eHHs Ao
Wi-Fi y pexumi STA, novatkoBy NTP-cuHxpoHisadito yepes configTime(),
nigknodeHHs oo MQTT-6pokepa 3 peecTpalieto callback ans BXigHUx
noBiAoMIeHb, NIANUCKY Ha TOMiKX KOMaHA Ta crnosilleHb. [icns ycniwHoro
3aBepLueHHs setup() 3anyckatotbesa ABi FreeRTOS-3aaavi: measureTask() Ha Core
1 Ta mqttTask() Ha Core 0.

3.3.2 Uukn BuMmiptoBaHb Ta hopMyBaHHS nakeTy

3apava measureTask() BUKOHYETbCS 3 (hiKCOBAHUM iHTEPBANOM, LLO

3apaetbesi koHcTaHTol MEASURE_INTERVAL_MS (3a 3amoB4vyBaHHAM 5000
mc). TouHe foTpuMaHHs iHTepBany 3abeanedyeTbes dyHkuieto vTaskDelayUntil(),
sika Ha BiAMiHy Big npocToro vTaskDelay() koMneHcye Yac, BUTpaveHuii Ha cami



BMMIPIOBaHHS, i rapaHTye PiBHOMIPHICTb YacoBKX MITOK. MocnigoBHICTb

3m. Apk. No gokym. Mign. ata
Apk.
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BMMIipIOBaHb Y KOXXHOMY LMKIi YiTKO BU3HAYeHa 3 METOL0 MiHiMi3aLii B3aeMHOro
BNAMBY JaTYUKIB:

MepLunii KPOK — 34UNTYBAHHS YOTMPLOX TEMMEPATYPHUX KaHanis 3

ADS1115. ALM onnTyeTbes nodeproso: Ans koxHoro kaHany (AINO...AIN3)
BMKOHYETBCS 3anunc KoHdirypauiiHoro crioBa B pexumi single-shot, ovikyBaHHs
130 mc (npn SPS=8) Ta 34nTyBaHHA KOdy NepeTBOpeHHs. MeaiaHa Tpbox niapsa
BMMIpIB NS KOXXHOTO KaHany 3abeanevye npuayLeHHs CTpubKkoBux apTedakTis.
B3aranbHuii Yac 34MTyBaHHS YOTMPLOX kaHanis: 4 x 3 x 130 mc = 1560 mc. 3 uiel
NPUYUHM NP HEOOXIQHOCTI MiABULLEHHS YacTOTU AMCKpeTu3aLii yactota
ADS1115 36inbluyeTbes Ao 64 abo 128 SPS, wwo ckopoyye Yac ofHOro kaHany Ao
8-16 mc.

[pyrui kpok — 34muTyBaHHA BMP390. Buknuk bmp.performReading()

3anyckae ogHopa3oBe BMMIpIOBaHHSI TUCKY Ta Temnepatypu y pexumi forced mode
i noBepTae 3Ha4YeHHs Yyepe3 ~10 mc. OTpyMaHi 3Ha4eHHA bmp.pressure Ta
bmp.temperature 36epiratoTbCsi y NoKanbHUX 3MiHHKX.

TpeTiit kpok — 3unTyBaHHa DHT22. Buknuk dht.readHumidity() Ta
dht.readTemperature() 3anmae ~250 mc (Takuin Yac noTpebye NPOTOKON AaTymnka).
Bibnioteka DHT aBTOMaTU4HO BUKOHYE NEPEBIPKY KOHTPOMLHOI Cymu Ta
noseptae NaN npv nomunui 344TyBaHHS, LWo 06pobnseTbecs SK BiAMOBa AaTymKa.
YeTBepTui Kpok — 3untyBaHHa BH1750. Buknuk

lightMeter.readLightLevel() noBepTae ocsiTneHicTb y niokcax 3a ~120 mc B
pexumi H-resolution2.

MM'atun kpok — 3untyBaHHa MH-Z19C. [atuuk onutyetbest Yepes UART
KOoMaHAot 34nTyBaHHA CO2 (9-6anToBa komaHaa OxFF 0x01 0x86 ...). Bignosigb
HagxoAuTb NpPoTArom ~15 Mc i MicTUTb NoTovHe 3HaveHHss CO2 y ppm. BbygoBaHa
camokaniopyBaHHs aatunka (ABC — Automatic Baseline Calibration) moxe 6yTun

3m. Apk. No gokym. Mign. Aata
Apk.
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BUMKHeHa Yepe3 MQTT-komaHay Ans nabopaTopHUX yMOB 3 HECTaHAapTHUM
piBHem CO2.

[Micns 3aBepLueHHs BCix BUMiptoBaHb hopmyeTbes JSON-nakeT. [Ana
MiHiMi3aLii BUKOpUCTaHHSA AnHaMiYHOi nam'aTi (heap) BUKOPUCTOBYETLCS
6ibnioteka ArduinoJson 7.x y pexumi StaticJsonDocument 3 poamipom 6ydepa
512 6anT:

StaticJsonDocument&lt;512&gt; doc;

doc['room_id"] =ROOM_ID;

doc['ts_ms"] = getTimestampMs(); // NTP-yacy mc

doc["temp1"] = temp[0];

doc["temp2"] = temp[1];

doc["temp3"] = temp[2];

doc["temp4"] = temp[3];

doc["pressure"] = pressure_hpa;

doc["humidity"] = humidity_pct;

docf"lux"] = lux;

doc["co2_ppm"] =co2_ppm;

doc["bmp_temp"] =bmp_temp_c;

doc|"rssi"] = WIFi.RSSI();

doc["free_heap"] = ESP.getFreeHeap();

char buf[512];
size_t len = serializeJson(doc, buf);
xQueueSend(txQueue, buf, pdMS_TO_TICKS(100));

Cdopmoaruin JSON-psgok poamipom ~250 6anT nomiaeTbes y vepry
txQueue, 3Bigkn 3agava mqttTask() suntye voro i nybnikye 8 MQT T-Tonik
env/{ROOM_ID}/telemetry 3 QoS=1. Po3gineHHs cpopmysaHHs nakety (Core 1) i



oro ny6nikauii (Core 0) rapaHTye, o 3atpumkn MQTT He BnnMBaloTb Ha
perynsipHicTb BUMIpoOBaHb.

3m. Apk. No gokym. Mign. Oata
ApkK.
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®yHKUia oTpuMaHHa NTP-4acy 3 TOYHICTIO A0 MinicekyHamn peanisyeTbes
TakMM YnHOM: cTaHgapTHa dyHkuis configTime() Ta getLocalTime() nosepTatotb
Yyac 3 TOYHICTIO Ao cekyHaw. Ons gocsirHeHHs TouHocTi Ao 10 mc
BMKOPUCTOBYETLCS KOMBiHaLisi 3HaYeHHst struct timeval (Lo MicTuTb
MIKPOCEKYHAM) Ta KoMNeHcauis Apendy BHYTpilLHboOro ocuunsatopa ESP32 (150
ppm). KoHkpeTHo: gettimeofday(&amp;tv, NULL) noBepTtae cekyHau Ta
MiKpOCEKYHOW; MiTKa Yacy obumncnoeTbes sk ts_ms = (uint64_t)tv.tv_sec x 1000 +
tv.tv_usec / 1000. NTP-crHXpOHi3aLis BUKOHYETLCSI MPU KOXXHOMY CTapTi Ta
NOBTOPHO koxHi 3600 c. [ipeind ocumnstopa 150 ppm aae noxmbky 150 mkc/c,
T06TO 32 3600 C MiXk CUHXPOHIi3aLisiM1 HaKoNMYyeTbCS Noxmbka He Ginble 540 mc
— NPUHSATHO ANS 3a4a4 MOHITOPUHTY TENMOBKUX NPOLECIB.
3.3.3 MNpwuiiom KoMaHA Ta ynpasniHHA curHanisadieto
3apaya mqttTask() BukoHyeTbes Ha Core 0 y HeCkiHYEHHOMY LMK i, OKpiM
ny6nikauii aHmx 3 txQueue, o6cnyrosye MQTT-3'eaHaHHsA Ta 06pobnse BXiAHi
nosigomMneHHs. Byson nignucyetbesa Ha aBa Tonikv 3 QoS=1:
env/{ROOM_ID}/cmd (nepcoHarnbHi KoMaHAN KOHKPETHOMY By3rly) Ta
env/server/broadcast (rmo6anbHi komaHam Ans Beix By3nie). MQTT-callback
hyHkuis onMqgttMessage() napcuTb BxiaHnin JSON Ta BUKOHYE BiANOBIAHY Ajt0:
void onMgttMessage(char* topic, byte* payload, unsigned int len)
{

StaticJsonDocument&lt;256&gt; cmd;

deserializeJson(cmd, payload, len);

const char* action = cmd["action"];

if (strcmp(action, "beep”) == 0) {
int dur = cmd["duration_ms"] | 500;
int freq = cmd["freq_hz"] | 1000;
ledcWriteTone(0, freq); /I PWM-kaHan 0 Ha BUZZER_PIN

3Mm. Apk. No gokym. Mign. Aata
Apk.
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vTaskDelay(pdMS_TO_TICKS(dur));
ledcWriteTone(0, 0); /] BUMKHYTN

}

else if (strcmp(action, "set_interval") == 0) {
measurelntervalMs = cmd["interval_ms"] | 5000;

}

else if (strcmp(action, "reboot") == 0) {
ESP.restart();

}

else if (strcmp(action, "alert") == 0) {
/I poBra cepisi ryakis: TMn TpyBoru i3 nons alert_type
playAlertPattern(cmd["alert_type"] | 1);

}

}

®yHKuia playAlertPattern() peanisye pi3Hi 3ByKoBi NaTepHW ANS PisHUX

TUNIB TPMBOT: OANMHOYHMIA curHan 500 Mc — CroBILLEHHS onepartopa; Tpu
KOPOTKMUX CUrHanNM — nonepeaxeHHs Npo HabnukeHHs nopory; 6esnepepBHUin
curHan — KpuTuyHa BigMoBa abo nepeBuLleHHs Hopmn CO2. YnpaBniHHS
3yMepom BUKOHYeTbcst Yepes LLIM-konTponep ESP32 (dyHkuis ledcWriteTone()),
LLI0 JO3BONISIE 3a4aBaTV YaCTOTy cUrHany i yHmkartv 6riokyBaHHs 3agadi (Ha
BigMiHy Big npsimoro tone() y Arduino).

3BeaeHa iepapxia MQTT-TonikiB cucTemu Ta ix NpU3HaYeHHs HaBeaeHi y
Tabnuui 3.2.

[ins 3abe3neyeHHs cTabinbHOi poboTu cucTeMmn nporpamHe 3abesneveHHs



peanisye MexaHi3am KOHTPOS0 MOMUIIOK Nif Yac B3aemogii 3 nepudepinHumm
npucTposimu. Y BUNaAKy BiACYTHOCTI BiANOBIAj Bif AaTymka abo oTpuMaHHs
HEKOPEKTHNX JAaHUX BUKOHYETLCS MOBTOPHE OMUTYBAHHS NPUCTPOIO, @
iHpopmaLis npo 36i pikcyeTbCA y BHYTPILLHIX AiarHOCTUYHMX 3MiHHUX. Lie
[03BONSIE NIABULLMTY HAANHICTL 360py TenemeTpii, 3MEHLIMTN NMOBIPHICTb

3m. Apk. No gokym. Mign. Oata
Apk.
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BTPaTK AaHMX Ta 3a6e3neunTin KopekTHe dyHKLiOHyBaHHA By3na HaBiTb 3a
HasiBHOCTi KOPOTKOYacHMX 360iB 3B’A3Ky abo enekTpUYHKX 3aBag.
Tabnuus 3.2 — lepapxis MQTT-Tonikis cuctemu

Tonik Hanpsm QoS 3wmicT payload

env/{room_id}/telemetry Byson —

Cepsep

1 JSON: Bci BUMipsiHi napameTpu +
MiTKa Yacy

env/{room_id}/status Byson —
Cepsep

1 JSON: uptime, RSSI, free heap,
MOMWITKM

env/{room_id}/cmd CepBep —
Byson

2 JSON: action (beep, reboot,
set_interval)

env/{room_id}/alert Cepep —
Byson

1 JSON: Tun TpuBoru, nopir,

TpUBanicTb 3BYKY

env/server/broadcast Cepsep — Bci 1 JSON: rmo6anbHa komaHaa abo
OHOBIEHHS KOHIr

O6pobka BigkntoYeHHs Bif 6pokepa peanisyeTbcs Yepes callback
onMqgttDisconnect(). Mpwu BTpaTi 3'eaHaHHs 3agava mqttTask() BUKOHYE NOBTOPHi
cnpobu NiaKNYeHHs 3 anropuTMOM eKCMOHEHLIMHOro BiAcTyny: nay3a 2 ¢ — 4 ¢
— 8 ¢ — makcumym 60 c. Lle 3anobirae nepeBaHTaxeHH0 6pokepa npu MacoBomy
ofHO4acHOMY MepenifknYeHHi By3nis nicns 360t mepexi. [Maketn, chopmoBaHi
nig Yac BiACyTHOCTI 3'eQHaHHA, Hakonu4ytoTbes y txQueue (eMHicTio 20
erneMeHTIB) i BianpaBnsaTbCs Nicns BiAHOBNEHHS 3B'A3Ky. [1pu nepenoBHEHHI
Yepry HancTapilli NakeTy BiAKMOAITLCS.

3m. Apk. No gokym. Mign. Oata
ApkK.
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3.4 PosroptanHs MQTT-6pokepa Mosquitto Ha cepBepi

MQTT-6pokep Mosquitto € BigkpUTUM NporpaMHUM 3a6e3nedYeHHsIM

npoekTy Eclipse Foundation, wo peanisye cneundikauito MQTT 3.1.1Ta5.0ie
ne-akto ctaHgapToM ans loT-3acTocyHkiB cepegHboro Maclutaby. PosroptaHHs
Mosquitto BukoHyeTbcsi Ha cepBepi nig ynpasniHHam Linux (Ubuntu 22.04 LTS) 3
dhikcoBaHot IP-agpecoto y nokanbHin Mepexi. BcTaHOBNEHHS BUKOHYETLCA
komaHgoto sudo apt install mosquitto mosquitto-clients, nicnsa yoro cepsic
3anyckaeTbCs aBTOMaTUYHO Npu cTapTi cuctemu (systemd unit mosquitto.service).
KoHdpirypauiinnii painn /etc/mosquitto/mosquitto.conf HanawToByeTbCs

Ana poboTn y nokanbHi mepexi 6e3 wndpysaHHs (415 CNPOLLEHHS
HanaluTyBaHHS1 B HaB4anbHOMY CepefoBULLi; Y BUPOBHUYOMY pO3ropTaHHi
pekomeHayeTbes TLS 3 ceptudikatamm Let's Encrypt abo camonignucanumn).
MiHimanbHa KoHdirypauis:

listener 1883 0.0.0.0  # cnyxaTu Ha Bcix

iHTepgewncax, nopt 1883

allow_anonymous true # 6e3 aBTeHTUDIKALIT

(ons HaBYanbHOI Mepexi)

persistence true # 36epiratu retained-

NOBIAOMIEHHS NPU Nepe3anycKy



persistence_location /var/lib/mosquitto/

Iog[J—_?f,Lst file /var/log/mosquitto/mosquitto.log

log_type all

max_queued_messages 1000 # 6ydep ans QoS 1/2 npu
BiOKIIOYEHHI KNnieHTa

message_size_limit 65536 # makcumym 64 Kb Ha

naket

3m. Apk. No gokym. Mign. Aata
Apk.
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[Ins npodyKTUBHOTO cepefioByLLa A0AATKOBO HanaLTOBYETLCS

aBTeHTUiKauis 3a naponem (password_file /etc/mosquitto/passwd), obmexeHHst
Ha ny6nikauito Ta nignucky 3a ACL-dannom (acl_file /etc/mosquitto/acl), a Takox
TLS-wndpysaHHsa Ha nopTy 8883. MNepeBipka poboTn Gpokepa BUKOHYETLCS
yTuniTamn mosquitto_sub (nianmcka) Ta mosquitto_pub (ny6nikadis) 3
KOMaHAHOro psigka. MOHITOPUHI cTaTUCTUKN Bpokepa 34JiNCHI0ETLCS Yepes
cuctemHuin Tonik $SYS/#, ne Mosquitto ny6rikye Taki napameTpu: KinbKicTb
NiOKMIOYEHNX KNIEHTIB, KiNbKICTb OTPUMaHKX Ta BiANpaBneHnX noBiaoMeHb,
Tpadik y 6anTax/c. Lli MeTpukn 36vpatoTbCst cEpBEPHUM 3aCTOCYHKOM Ans
BUSIBIIEHHSA NepeBaHTaeHHs1 abo BiamMoBY Gpokepa.

3.5 CepBepHuii 3actocyHok Ha Python: apxiTektypa Ta moayni

CepBepHUiA 3aCTOCYHOK peanidoBaHuii Ha Python 3.11 i cknapgaeTbes 3

Habopy B3aEMOZiH04MX MOAYNIB, KOXEH 3 SKVX BiANOBIAAE 3a YiTKO BU3HAYEHY
dhyHKUit0. 3aCTOCYHOK 3anyckaeTbCs ik (DOHOBUI CUCTEMHMI cepBic (systemd
unit) i BUKOHyeTbCS 6e3nepepBHO, 3abe3nevytoun NpunomM Ta obpobky
TenemMeTpUYHUX MaKeTIB y pexumi peanbHoro Yacy. [Ins koopaunHauii Mix
MOoZyNnsiMM BUKOPUCTOBYIOTbCS Yepru Python queue.Queue Ta threading.Event, wo
3abe3neyvytoTb NoTokobe3neyHnin obMiH faHumm 6e3 aeanokie. Mepenik Mmoaynis
Ta ix yHKUii HaBeaeHi y Tabnuui 3.3.

Touykoto BXoay € CKpUNT main.py, siKuin 34nTye KoHdirypadito 3

config.yaml, iHiuianisye 6a3y gaHux (AKLWO BoHa Le He icHye), 3anyckae MQTT-
KNieHT Ta peecTpye 06pobHukn. KoHdirypauiniHuin daiin config.yaml ueHTpanisye
BCi HanalTOByBaHi NapamMeTpu cucteMu: agpeca bpokepa, im's Ta napornb, TOMikK,
wnax go cdaviny 6a3u gaHux, iHTepean 4iarHoCTUKW, MOPOroBi 3HAYEHHSA AN
BUSIBMEHHSA aHOMani, napaMmeTpu anepTuHry. Takuii nigxig 4o3BoNse 3amMiHoBaTu
noseajiHky cuctemu 6e3 mogumdikauii kogy.

3m. Apk. No gokym. Mign. Aata
ApK.
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Tabnuus 3.3 — MogaynbHa CTPyKTypa CEPBEPHOIO 3aCTOCYHKY

Mopynb / cbainn bibnioteka ®yHkuis

collector.py paho-mqtt, asyncio MQTT-nignucka, Yepra npuiomy nakeTis
parser.py json, dataclasses Banigauis Ta gecepianizauis JSON-naketis
db_writer.py sqlite3, threading Npynosun 3anuc y SQLite 3 WAL-pexvmom
time_sync.py ntplib, datetime Kopekuis ts_ms, BusBneHHa NTP-
PO3CUHXPOHiI3aLii

diagnostics.py numpy, scipy CUSUM, aucnepciiinii, LOO-CV kpuriHr
reconstructor.py numpy, scipy, sklearn Kpurinr, ST-kpurinr, ALS maTpuyHe
3aBepLUEHHS

alert_sender.py paho-mqtt, smtplib My6nikauis MQTT-komaHg beep/alert Ha
BY3nM

api.py fastapi, uvicorn REST API ans gawbopay Ta 30BHILLHIX

KNIEHTIB

dashboard.py plotly-dash, pandas Beb6-iHTepdelic: rpadiku, Tennosi kapTtu, nor
config.yaml PyYAML LieHTpanizoBaHa koHdirypadisi BCix

napametpis

3.6 lMpuinom, napcuHr i CMHXPOHI3aLlis NakeTiB

Moayneb collector.py peanidye MQTT-knieHT Ha 6a3i 6ibniotekn paho-maqtt

y 6aratonotokoBomy pexumi (Client.loop_start()). KnieHT nignucyetbcs Ha Tonik
env/+/telemetry (macka + Bignosigae 6yab-skomy room_id) Ta env/+/status.



Callback-ghyHkuist on_message() po3miLLlye OTpYMaHi NOBIAOMMNEHHS y
notoko6e3neyHy Yepry raw_queue 6e3 6yap-sakoi 06pobku — Lie rapaHTye

3m. Apk. No gokym. Mign. Oata
ApK.
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MiHIManbHWUI Yac peakLii Ha BXigHWIA NOTiK Ta BiACYTHICTb BriokyBaHHs MQTT-
MOTOKY.

Okpemuii noTik-crnoxueay (consumer thread) 6e3nepepBHO BUTSIrye
NOBIAOMIEHHS 3 raw_queue Ta nepeaae iX y Moaynb parser.py. MapcuHr
BMKOHYETbCS (DyHKL et parse_packet(), sika BUKOHYe Taki nepesipku: json.loads()
3 nepexonneHHam BukniodeHs JSONDecodeError; nepesipky HasiBHOCTI
oboB'a3koBKx nonie (room_id, ts_ms, temp1..temp4, pressure, humidity, lux,
C02_ppm); NepeBipKy TMNIB Ta i3NYHKNX Aiana3oHiB 3HaveHb (Hanpuknag,
temperature € [-40; +85]°C, pressure € [850; 1100] rla, humidity € [0; 100]%,
co2_ppm € [300; 5000] ppm); obmexeHHsi po3mipy nakety (makcumym 1 KB).
Mpwu HeBignoBiaHocCTi Byab-sKii NepeBipLi NakeT BiAXWUNSAETLCS | PEECTPYETLCS Y
XypHani 3 KogoM NMOMUIIKX Ta BMICTOM NakeTy Ans noAanbLUoro aHaniay.

Mogaynb time_sync.py 3abesnevye BanigaLito 4acoBMX MITOK Ta BUSIBMEHHS
BY3niB 3 nopyLueHoto NTP-cuHxpoHisauieto. [Ins KOKHOro BXiAHOMO nakeTty
0BYMCNIETHCS PI3HULIA MiX CEpBEPHUM YacoM oTpuMaHHs (time.time_ns() //
1_000_000) Ta ts_ms By3na. Lisi piaH1usa xapakTepusye mepexeBy 3aTpMMKy NIoc
noxun6ky NTP-cuHxpoHisauii. AKWwo pisHnus nepesuLye nopir delta_warn (3a
3aMOBYYBaHHSAM 5 C), reHepyeTbCS MONEPEeaXKEeHHS! Y XXypHari Ta BCTAaHOBMHETLCS
npanopeup time_suspect ansa signosigHoro room_id. AKLWO pisHMLS NepeBuLLye
delta_critical (30 c) — nakeT no3HavaeTbCs K HeHaAiIHWIA No Yacy (ts_reliable =
False), a MiTka Yacy 3aMiHIOETbCSI Ha CEPBEPHUI Yac NPUIOMY, LLIO € KPaLLo
ouiHkoto npw nosHin BTpati NTP. CtaTtncTuka 3aTpumMoK HakonM4yeTbCs y
KoB3HOMY BikHi 100 nakeTiB Ans KOXHOro By3na, Lo AO3BOMSAE BiACTEXyBaTU
TPEHAN MOTipLUEHHS AKOCTi 3B'sA3KY.

3Mm. Apk. No gokym. Mign. Aata
Apk.
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3.7 CtpykTypa 6a3u gaHnx SQLite Ta cTpareria 3anucy

36epiraHHs TeNeMETPUYHMX JaHMX pearnidoBaHe y pensuiiHii 6asi aHnx

SQLite. Bubip SQLite MOTMBOBaHWI TakMMu MipKyBaHHAMM: HYMbOBI BUTPATK Ha
aAMiHiCTpyBaHHSA (He NoTpebye OKPeEMOro cepBEPHOro NpoLiecy), HaainHa
niaTpumka ACID-TpaH3akuii, 4OCTaTHS NPOAYKTUBHICTb 3anucy Ans noToky A0
50-100 nakertis/c y pexxumi WAL, 6e3nocepeaHe uitaHHs caiiny 6a3m gaHux
cTaHgapTHUMK iHcTpymeHTamu (DB Browser for SQLite, pandas.read_sql_query).
[na macwrabysaHHsa noHaa 100 By3niB abo npu HeobXiAHOCTI po3nogineHoro
poctyny nepen6ayera mirpauis Ha PostgreSQL a6o InfluxDB 6e3 3miHn moriku
3acTOCyHKy (Yepes piBeHb abcTpakuii Storage y mogyni db_writer.py). Cxema 6a3un
[aHux HaBedeHa y Tabnuui 3.4.

IHiLianizauis 6a3u AaHX BUKOHYETLCS NPU NEPLUOMY 3anyckKy Yepes

doyHkuito init_db(), wo 3actocoBye SQL-ckpunt schema.sql:

CREATE TABLE IF NOT EXISTS rooms (

room_id TEXT PRIMARY KEY,

description TEXT,

x REAL, y REAL, z REAL,

created_at INTEGER

)

CREATE TABLE IF NOT EXISTS telemetry (
id INTEGER PRIMARY KEY AUTOINCREMENT,
room_id TEXT NOT NULL REFERENCES rooms(room_id),
ts_ms  INTEGER NOT NULL,
temp1 REAL, temp2 REAL, temp3 REAL, temp4 REAL,
pressure_hpa REAL,
humidity_pct REAL,
lux REAL,
co2_ppm INTEGER,



bmp_temp_c REAL,
quality INTEGER DEFAULT 0

3m. Apk. No gokym. Mign. Oata
ApkK.
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CREATE INDEX IF NOT EXISTS idx_tel_room_ts
ON telemetry (room_id, ts_ms DESC);

PRAGMA journal_mode = WAL;
PRAGMA synchronous = NORMAL;
PRAGMA cache_size = 10000;
PRAGMA page_size = 4096;

CknageHnwuit inaekc (room_id, ts_ms DESC) e kntovoBum ans

NPOAYKTUBHOCTI aHaniTU4HKNX 3anuTiB: BUBipka ocTaHHix N 3anucis Big
KOHKPETHOro By3na abo 3a 4acoBUM AjianasoHoM BUKOHYeTbes 3a O(log N) 3amicTb
O(N). Pexxum WAL (Write-Ahead Logging) [o3Bonsie ogHo4acHe YntaHHs 6asn
[aHuX aHaniTUYHMMK ckpunTammn abo fawwbopaom 6e3 6rokyBaHHSA onepadi
3anucy. HanawTtyBaHHsa synchronous=NORMAL 3a6e3neuye 6anaHc mix
NPOAYKTUBHICTIO Ta HAANHICTIO: AaHi rapaHTOBaHO 3anuCytoTbCA Ha AWCK Npuy
KkoxxHOMY checkpoint (koxHi ~1000 TpaH3akuii abo 1 XBUNMHa), Wo €

NPUAHATHUM AN HABYarbHOI CUCTEMM.

3m. Apk. No gokym. Mign. Aata
Apk.
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Tabnuus 3.4 — Cxema 6a3n gaHux SQLite

Ta6nuus Mone Tun SQLite Onunc

rooms room_id (PK) TEXT YHikanbHui1 ineHTudikaTop KiMmHaTh
(Hanp. "lab_A")

rooms description TEXT TekcToBuUin ONMUC NPUMILLEHHS

rooms X, y, z REAL [NpocTopoBi koopanHaTy By3na (M)

rooms created_at INTEGER UNIX-mc nepwioi peectpalii Byana
telemetry id (PK) INTEGER ABTOiHKpeMeHT

telemetry room_id (FK) TEXT lNocunaHHsA Ha rooms

telemetry ts_ms INTEGER Mitka wacy NTP, minicekyHan UNIX
telemetry temp1..temp4 REAL Temnepatypu 4 kananis ADS1115 (°C)
telemetry pressure_hpa REAL AtmocdepHuii Tuck (rfla)
telemetry humidity_pct REAL BigHocHa BonoricTtb (%)
telemetry lux REAL OcBiTneHicTb (k)

telemetry co2_ppm INTEGER KoHueHTpauis CO2 (ppm)
telemetry bmp_temp_c REAL Temnepatypa 3 BMP390 (°C)
telemetry quality INTEGER 0=0K, 1=nigo3pa, 2=BigmoBa
fault_log fault_id (PK) INTEGER ABTOiHKpEMeHT

fault_log room_id TEXT Byson 3 BigmoBoto

fault_log ts_ms INTEGER Yac BusiBneHHs

fault_log sensor TEXT HasBa ceHcopa (temp1, co2, ...)
fault_log fault_type TEXT spike / stuck / drift / loss

fault_log value REAL 3Ha4eHHsi B MOMEHT BigMOBM

3Mm. Apk. No gokym. Mign. Aata
Apk.
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Crpareria rpynosoro 3anucy (bulk insert) peanisoaHa y mogyni

db_writer.py yepes Bydepusadito nakeTiB y cnmcky Ta BukoHaHHs INSERT y
€AVHin TpaH3akuii pa3 Ha N cekyH (3a 3amoByyBaHHsIM N=5). Lle 3Huxye
KinbkicTb TpaHsakuin SQLite y ~(5 ¢/ 5 ¢ x kinbkicTb_By3nis) pasis: npu 10
By3nax i 1 naketi/5 ¢ Ha By3on 3amicTb 10 OKpeMux TpaH3aKkLil BUKOHYETbCSA OfHa



6aTy-TpaH3akuis. Kog rpynosoro 3anucy:
def flush_buffer(conn, buffer: list[dict]):
if not buffer:
return
conn.executemany(
INSERT INTO telemetry
(room_id, ts_ms, temp1, temp2, temp3, temp4,
pressure_hpa, humidity_pct, lux, co2_ppm, bmp_temp_c)
VALUES
(:room_id, :ts_ms, :temp1, :temp2, :temp3, :temp4,
:pressure_hpa, :humidity_pct, :lux, :co2_ppm, :bmp_temp_c)
""" buffer)
conn.commit()

buffer.clear()

ABTOMaTUYHa peecTpaLlisi HOBUX KiIMHAT BUKOHYETLCS (DYHKLIE

ensure_room(): Npy OTPMMaHHI NakeTy Big HeBiAOMOro room_id BUKOHYETbCS
INSERT OR IGNORE po tabnuui rooms. [pocTopoBi koopanHaTth X, Y, Z 3a
3aMOBYyBaHHSIM BCTAHOBNOIOTLCS Y O i MOXYTb ByTV OHOBIEHI Ni3HiLLe Yepe3
REST API abo 6e3nocepenHe pegarysaHHs B[1. OuiHka obcary 6asun gaHux: npu
10 KiMHaTHMX By3nax, iHTepBani 5 ¢ Ta 12 YMCNOBUX NOMAX KOXEH 3anuc 3aMae
~100 6anT, wo aae ~2 MB/goby, ~700 MB/pik — Winkom NpUHATHUIA obcsr ans
nokarnbHoro 36epiraHHs.

3m. Apk. No gokym. Mign. Aata
Apk.
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3.8 Moaynb AiarHoCcTMKM BiAMOB

Mopgynb diagnostics.py BUKOHYETLCS B OKPEMOMY MOTOLL 3 chikcoBaHUM
iHTepBarnom (3a 3amoB4yBaHHsIM 60 C) i peanisye TpUpiBHEBY iepapxiyHy cuctemy
BMSIBNEHHSA aHOManin. [Ina KOXKHOro napameTpa KOXHOro Byana niaTpuMyeTbes
KOB3He BikHO ocTaHHix W=60 3Ha4eHb (5 XBUIMH npu @]=5 c), Wwo 36epiraeTbes y
nam'aTi y Burnsiai konekuiv Tuny collections.deque(maxlen=60).

[Mepwwnin piBeHb AiarHOCTUKM — NepeBipknN (DiBUYHUX MEX — BUKOHYETHCS
6e3nocepenHbO NpKU NapCUHrY KOXHOTO nakeTy. [ina KoXHOro napamerpa 3agaHi
nonyctuMi pisunyni aianasonun: Temneparypa —40...+85°C, tuck 850...1100 rTa,
Bonorictb 0...100%, ocsitneHictb 0...65535 nk, CO2 300...10000 ppm. Buxig 3a
MeXi 03Ha4ae sIBHy BigMOBY AaTunka abo anapaTHy HeCnpaBHICTb (Hanpuknag,
3amukaHHs y BUMiptoBanbHoMy naHuto3i ADS1115 abo sBigmoBa MH-Z19C).
MopyleHHs peecTpyeTbes y fault_log, none quality y 3anuci BcTaHOBNOETLCS Y 2.
[pyruii piBeHb — YacoBWI CTaTUCTUYHWIA aHani3 — peanisye Tpu

anroputMn. AnNropuTm BUsiBrneHHsi cTpubkis (spike detection) aHanizye abcontoTHy
Pi3HMLIO MK MOTOYHUM Ta NonepeaHiM 3Ha4YEHHAM: SKLLO

|x(t) — x(t-1)| &gt; spike_threshold

(nanpuknag, 2°C 3a 5 c ansa Temnepatypu abo 500 ppm 3a 5 ¢ gns CO2),
reHepyeTbCs nonepemxeHHs Tuny spike. ANropuTM BUSIBIIEHHS 3aMOPOXKEHHSI
(stuck detection) o6uncntoe gucnepcito y koB3HOMY BikHi: sikwwo o2(W) &lt;
stuck_threshold (0,0001 anst temnepatypw, 1 ans CO2) npotarom Ginbiue 3
XBUNUH — BigMoBa Tuny stuck. Anroputm CUSUM pns BusiBneHHs apendy:
C+(t) = max(0, C+(t—1) + (x(t) — p_ref — k-o_ref)),

ne y_ref Ta o_ref — posroctpokoBi ctatnucTukm Byana, k=0,5. Mpu C+(t) &gt; h=5
reHepyeTbcs noais drift. Bei Tpu anroputMu 3acTocoBYHOTHCS A0 KOXKHOIO
YMCNOBOro NapameTpa nakery.

3m. Apk. No gokym. Mign. Oata
ApK.

84

KPB.CI-05.00.00.000 N3

TpeTin piBeHb — MiKXBY3MNOBWI aHania — akTUBYETbCS NPU HAsBHOCTI

[aHuvX Bif, WOHaMeHLLe ABOX By3MiB B OAHOMY 4YaCOBOMY 3pi3i i 3aCTOCOBYETLCS
nuLle Ao napameTpiB, Wo i3ndHO MakoTb ByTn BnM3bkUMK Mix KiMHaTamm
(aTMocdepHuin TUCK, 3aranbHuii piBeHb CO2). [ina aTMocdhepHOro TUCKy, Lo Mae
NPaKkTUYHO O HAKOBUI PiBEHb Y BCiX KiMHaTax Byaisni (BiaMiHHOCTI He GinbLue +1
rMa ansa 6ynieni BucoToto Ao 10 M), obuncnoeTbea MediaHa pressure_hpa no Bcix



By3nax i 6yab-ske 3Ha4YeHHs, WO BiApi3HAETbCS BinbLue Hix Ha 5 rMa,
ineHTUdikyeTbea Ak BiamoBa ceHcopa BMP390 y koHkpeTHoMy By3ni. Lien
NPOCTWI i HAZINHWIA MiXKBY3NOBUIA KPUTEPI He NOTpebye CKNaaHOro KpUriHry i €
NpUPOAHUM HacnigkoM disnyHoi Npupoan napamerpa.

Mpu BUsiBNeHHi 6yab-akoi aHomanii Mofynb BUKOHYE Tpu Aji: 3anucye

nogito y Tabnuuto fault_log 6a3v gaHwx; oHosntoe none quality y BignoBigHMX
3anucax Tabnuui telemetry; ny6nikye MQTT-noBigoMneHHst Ha Tonik
env/{room_id}/alert i3 onncom BiamoBun. CepBepPHUI 3aCTOCYHOK TaKOX MOXe
HagicnaTtu email-cnosilleHHA onepaTtopy Yepe3 moayrnb alert_sender.py (SMTP),
SKLWO napameTp severity BigMOBM nepeBuLLye HanawiToBaHun nopir. KomaHga
beep Ha KOHKPETHWUIA By30m ny6nikyeTbCcst nuLe Npu NiATBEPAXKEHIA KPUTUYHIN
BiamoBi (Hanpuknag, CO2 &gt; 2000 ppm abo Temnepatypa &gt; 35°C), wob yHUKHYTH
HaAMIpHOro cnpauoBaHHA akyCTUYHOT CUrHanisawii.

3.9 Mopaynb pekoHCTPYKLUii AaHnX

Mopaynb reconstructor.py akTMBYETbCSA NpY BUSIBNEHHI BiAMOBW AaTymka

MoZayrnem AiarHoCTuKM | 3abesnevye BiAHOBMNEHHS BiACYTHIX abo HeQOCTOBIPHMX
3Ha4YeHb NapamMeTpiB HAa OCHOBI AOCTYMHUX AaHuX. CTpaTeris BiQHOBNEHHS!
afanTyeTbCs 3anexHo Bif TUMY napamMeTpa Ta TPMBanocTi BiAMOBY.

[Ons TemnepatypHux kaHanis (temp1..temp4) y mexxax ogHoro By3na
3aCTOCOBYETLCS BHYTPILLHLOBY3/10Ba NPOCTOPOBA iHTEPMONALiSA: OCKINbKA YOTUPK

3Mm. Apk. No gokym. Mign. Aata
Apk.
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KaHanu BUMIpIOOTb TeMnepaTypy Yy NPOCTOPOBO PO3HECEHUX TOYKaxX OOHOro
NPUMILLIEHHS, @ MPOCTOPOBA KOPEnsLis MiXX HAMU € BUCOKOLO, BiACYTHI KaHan
OLHIOETLCSA 5K 3BaXKEHa CepefHs AOCTYMHMX KaHanis i3 Baramu, Lo o6epHeHo
NponopLifiHi NPOCTOPOBMM BiAcTaHAM. [1ns aTMocepHOro TUCKY 3aCTOCOBYETLCS
Mi>KBY3I0Ba PEKOHCTPYKLISi: 3Ha4eHHs Ans By3na 3 Bigmosoto BMP390
npuMaeTbes Ak MediaHa nokazaHb BMP390 ycix cnpaBHuX By3niB y TOMy
camomy yacoBomy 3pisi. [ins Bonorocti Ta CO2 npwu BiamMOBI 6inbLu Hix Ha 10
XBWUIUH 3aCTOCOBYETLCA YacoBa eKCTpanonaLisa: niHinHa perpecis Ha OCHOBI
ocTaHHix 20 crnpaBHUX 3Ha4YeHb 3 NOCTYNOBO 3POCTAYOI0 ANCNEPCIED OLLIHKN
(o_est 36inbLyeTbCs NponopuiiHo sqrt(4acy_Bia_Biamosw)).

Pesynbrat pekoHCTpYKLiT 3anucytoTbes y Tabnuuto reconstructed

(ananoriyHo cxeMmi 3 nonepedHix po3ainis) 3 nonamu temp_est, temp_std Ta
method. 3anucu 3 peKOHCTPYMOBaHNMMN 3HAYEHHSIMU aBTOMaTUYHO
BMKOPUCTOBYIOTbCA Aalbopaom Ta API, npu LbOMy BOHM YiTKO BidyarnbHO
nosHavarTbCs (LUTpUxoBaHa NiHis abo ocobnuea Touka Ha rpadiky) Ans
BiPi3HEHHS B peanbHNX BUMIpIOBaHb.

3.10 REST API Ta Be6-gawbopp

Mopaynb api.py peanisye HTTP REST API Ha 6a3i dperimBopky FastAPI 3
aBTOMaTu4Hoto reHepauieto OpenAPl-gokymeHTauii (Swagger Ul goctynHui 3a
appecoto http://server_ip:8000/docs). API Hagae Taki eHgnoiHtu: GET /rooms —
CMUCOK BCiX 3apeecTpoBaHuX kiMHaT 3 MeTagaHumu; GET
/rooms/{room_id}/telemetry?start=&amp;end=&amp;limit= — BnGipka BUMiptoBaHb 3a
YacoBuM fianasoHom; GET /rooms/{room_id}/latest — ocTaHHin nakeT Big
koHKpeTHoro By3na; GET /faults?room_id=&amp;since= — xxypHan BUsiBNeHNX
BigmoB; POST /rooms/{room_id}/cmd — BignpaBneHHst koMaHan Ha B30

3m. Apk. No gokym. Mign. Oata
ApkK.
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(aBTOopu3auis 3a APl-kntodem). CepBep FastAPI 3anyckaeTbcsi Yepes uvicorn B
OoKpeMoMy noTouj i 3BepTaeTbest Ao 6a3un aaHnx Yepes nyn 3'egHaHb SQLite.
Be6-pawbopp peanizoBaHuii Ha 6a3i Plotly Dash — dpeiimBopky ans

nobyaoBu iHTEPaKTMBHUX aHaniTUYHMX 3acTocyHkiB Ha Python. Jaw6opa
Bigobpaxae: yacosi rpadikv Temnepartyp (Bci 4 kaHanu + BMP-Temneparypa) ans
obpaHoi KiMHaTV i YHacoBOro Aiana3oHy; TEMMoBy KapTy TEMNEPaTypHOro nons
(SIKLLIO 3afaHi NPOCTOPOBI KOOpAMHATM By31iB); rpadiku BOMOroCTi, TUCKY,
ocBiTneHocTi Ta CO2; xxypHan BigMOB 3 KONbOPOBMM KOAYBaHHSIM 3@ TUMOM i
cepiiosHicTio. OHOBMNEHHS BiabyBaeTbCs y pexuMi peanbHoro Yacy yepes
dcc.Interval-komnoHeHT 3 iHTepBanom 5 c. Okpema Bknagka gawbopay



BigobpaXxxae CTaTUCTVKY Mepexi: KinbKicTb akTUBHUX By3niB, cepeaHiii RSSI,
4acToTy MOMUIIOK NaKeTIB MO KOXHOMY By3ny.

3.11 Y3aranbHeHHs1 apXiTEKTYPHUX pilleHb

Po3pobneHa nporpamHa apxitektypa po3nogineHoi loT-cuctemu

MOHITOPUHIY MikpokIiMaTy 3abesnevye HacKpi3HUIA NOTiK AaHWX Bif isnyHOro
BMMIpIOBaHHS 40 aHaniTMYHOro peaynbraTty nNpu AOTPUMaHHI BUMOT HaginHOCTI,
MacLuTaboBaHocTi Ta o6cnyroByBaHocTi. Firmware ESP32 peanisye
[eTepMiHOBaHWI LMK BUMIpIOBaHb Ha BUAineHoMmy sapi npouecopa, Lo
3abe3neyye piBHOMIPHICTb YacoBUX MITOK 3 NOXMGko MeHLe 10 mc npu NTP-
CMHXpOHi3oBaHoMy yaci. [iBosiaepHa FreeRTOS-apxiTekTypa NOBHICTIO po3B'A3ye
onepaldii BUMiptoBaHHSI Ta MepexxeBoro obMiHy, BUKIHOYAOUN B3aEMHWIA BMNIVB
3aTPUMOK Mepexxi Ha SKiCTb TenemMeTpii. KoxeH By30m € NOBHICTIO aBTOHOMHUM:
BiH caMOCTiiHO nigkntoyaeTbest 4o 6pokepa, 06pobnsie BXigHi KomaHam Ta
ynpaBnsie akyCTUYHOI curHanisauieto 6e3 yyacti cepsepa.

Bpokep Mosquitto 3abeanevye HagiliHy gocTaBky naketis (QoS=1) i cnyrye
€[MHOI0 TOYKOIO iHTerpauii Mk Byanamu Ta cepBepHUM 3acTocyHkoM. CepBepHui

3Mm. Apk. No gokym. Mign. Aata
Apk.
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3acTocyHok Ha Python BMKOHye arperauito 4aHux Bif ycix KiMHaT B €AWHIA 6asi
SQLite 3i cTpykTypOIO, WO NiATPUMYE edekTUBHI BUBIpKK 3a KiMHaTO Ta
YacosuM Aiana3oHoM. TpuliapoBsa AiarHocTuka (fokanbHi nepesipku,
CUSUM/pucnepciiHuii aHanis, MixkBy3noBuii aHanis) 3abeanedye BUSBMEHHS BCIX
OCHOBHMX TUMIB BiAMOB NEPBUHHMX NEPETBOPIOBAYIB MPU MiHIManbHi 4YacToTi
XNBHUX TprBOT. Moaynb pekoHCTPYKLUii rapaHTye 6e3nepepBHICTb YaCoBMX psaiB
HaBiTb NpY BiAMOBax OKPeMUX AaTyukiB, a Aawbopa 3abe3nevye onepatopy
3pO3yMinuii iHTepdenc ANA MOHITOPUHTY CTaHy BCiX NPUMILLEHb Yy peanbHOMY
Yaci. 3anponoHoBaHa apXiTeKkTypa € 4OCTaTHbO MHYYKO AN PO3LLUMPEHHS:
[o[aBaHHs HOBUX TUMIB AaTyumkiB Ao By3na ESP32 notpebye nuiie po3LwmnpeHHs
JSON-nakeTy Ta BignoeigHoro nons y tTabnuui telemetry, Toai sk 3araneHa norika
360py, 36epiraHHsi Ta aHani3y 3anuLaeTbCs HE3MIHHOH.

3m. Apk. No gokym. Mign. Oata
ApK.
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BNCHOBKWM

Byno npoaHanizoBaHo npvpoay Ta MexaHiaMu BUHUKHEHHS! TUMOBUX

anapaTHuX i NporpaMmHUX BiAMOB Y PO3MOAINEHNX CMcTeMax MOHITOPUHIY
MikpoknimaTy. O6r'pyHTOBaHO BUKOPUCTaHHS KOHLENLT aHaniTM4yHoi
(CTPYKTYPHOT) HAAMULLKOBOCTI, L0 6a3yeTbCsi Ha NMPOCTOPOBO-YACOBMX i
MDKnapaMeTpUYHUX Kopensuisx, Sk edeKTUBHOI Ta EKOHOMIYHOT ansTepHaTuemn
npsiMoMy anapatHomy AybntoBaHH0. CuCTeEMaTU30BaHO MaTeMaTuyHi MeToam
BUSIBIIEHHS aHOMarnin y 6araToBUMIipHMX YacoBUX psigax Ta Migxoam Ao undposoi
PEKOHCTPYKLUIii curHanie, Lo cpopMyBano MeToaonoriyHy OCHOBY PO3pOOKH.
Byno gocnifxeHo apXiTeKTypHi pilleHHst cuctemu Ta obrpyHToBaHo BMGIp
6e3npotoBoro 3B'a3ky Wi-Fi i TpaHcnopTHoro npoTtokony MQTT. Lle

3a6e3neynno rHyyke TpMBUMIpHE No3uLLiOHyBaHHS BY3niB, OonepaTuBHY
pekoHdirypaLito mepexi Ta aBTOMaTU4HY CUHXPOHi3aLito Yacy 6e3 npoknagaHHs
[oaaTkoBrX KOMYHikaLin. CpopmoBaHO NPOCTOPOBY KOHMIrypaLito CEHCOPHOT
CiTku 3 12 By3niB, sika rapaHTye HeobXiAHY HaAMLLKOBICTb BUMIpIOBaHb AJ1s
[,0CniAXyBaHOro NPUMILLEHHS.

Byno po3pobrneHo anapatHi Mmogyni Ta nporpamMHe 3abeaneveHHs

posnogineHoi loT-cuctemn. AnapatHo peanisoBaHo MysbTUNapaMeTpUYHU
BMMIipIOBanbHuWiA By3on Ha 6a3i mikpokoHTponepa ESP32, npeuusiiHoro 16-
pospsigHoro AL ADS1115 gns 4oTupbOox TemnepaTypHUX kaHanie Ta Habopy
undposmx aatumnkis (BMP390, DHT22, BH1750FVI, MH-Z19C). CTBOpPEHO
onTumi3oBaHe BOyagoBaHe nporpamHe 3abesneveHHs (firmware) 3 BUKOpUCTaHHSAM
nBosiaepHoi apxitekTypu FreeRTOS, o [03BONMMIO NOBHICTIO PO34inuTh npoLecu
BMMIpIOBaHHS Ta MepexeBoro obmiHy ans 3abesneyeHHsi piBHOMIpHOCTI 36opy
AaHuX.

3Mm. Apk. No gokym. Mign. Aata
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Ha cepBepHoMy piBHI po3pobneHo 3acTocyHok mosoto Python i3

BMKOpUCTaHHAM 6a3n aaHux SQLite Ta anropuTmMom rpynosoro 3anvcy ans
3HWXKEHHS TPaH3aKLUIHOro HaBaHTaXeHHs1. [porpaMHoO peani3oBaHo TpUPIBHEBY
CcUCTeMy AiarHOCTWKM BiAMOB (MoporoBa dhinbTpadis, AucnepciiHni aHania, kapTu
CUSUM, mixBy3rnoBe NopiBHAHHS) Ta MOAyNi aHaniTU4HOT PEKOHCTPYKLT
BTPaYeHnX AaHNX MeToAamMmn NPOCTOPOBOI IHTEPNONALil i YacoBOi ekCcTpanonsuii.
MpoBeneHe TecTyBaHHs po3pobneHoro NpoToTuny Ta Beb-gawbopay niaTeepanno
cTabinbHICTb HACKPI3HOrO MOTOKY AAHMX, BUCOKY HaAilNHICTb poboTn Mepexi Ta
ycniwHe dyHKUIOHYBaHHSA anropuTMiB BUSIBNEHHS | aBTOMATUYHOTO BiAHOBIIEHHS
MOLLUKODKEHWX BiANIKIB Y peXnMmi peanbHoro yacy.

@M. Apk. No gokym. Mign. Aata
ApK.
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[opatok A
nporpama By3na 36opy AaHux

s
daiin: esp32_sensors.ino
MpuaHayeHHs: 36ip AaHKX 3 NigKoYeHX ceHcopiB Ta ix nepegada Ha MQTT Gpokep.
Mporpamy ontumisoBaHo Anst ctabinbHOi poboTK HaBiTb Npy BTpaTi 3B'A3KY 3 OKPEMUMU

natynkamu.

*/

#include &lt;WiFi.h&gt;

#include &lt;PubSubClient.h&gt;
#include &lt;ArduinoJson.h&gt;
#include &lt;Wire.h&gt;

#include &lt;Adafruit ADS1X15.h&gt;
#include &lt;Adafruit BMP3XX.h&gt;
#include &It;DHT.h&gt;

#include &It;BH1750.h&gt;

#include &It;MHZ19.h&gt;

[l HanawtyBaHHsi nokaneHoi Wi-Fi mepexi

nst char* ssid  ="YQUR_SSID";
const char* password = "YQUR  PASSWORD":
const char* mqtt_server ="192.168.0.105"; ~+P-agpeca MQTT 6pokepa const int mqtt_port = _1883;

/[ CtanpapTHui _nopt MQTT const

char®* room_id = "lab_A"; /I YHikanbHuii ineHTudikaTop By3na
/I Tip3Ha4eHHs NiHiB MiKDOKOHTpoOnepa

#define 12C_SDA 21 iliHiﬂ naHux 12C

#define 12C_SCL 22 // Ninia TakTyBaHHsA 12C

#define DHTPIN 4 // TiH nigkntoYeHHs ,an‘-II/IKHT

# define DHTTYPE DHT22 // Tun patumka (DHT22)

#define BUZZER_PIN 25 // MiH ansi 3BykoBOro curHany

/I O6'exT Ansi poboTn 3 Mepexeto
WiFiClient espClient;
PubSubClient client(espClient);

/I OB'exT Ans poboTn 3 anapaTHUMU MOAYNAMU

Adafruit ADS1115 ads;  // AHanoro-uudpoBwuii nepeTeoptoBay
Adafruit_ BMP3XX bmp;  // AaTunk aTMOCdepHOro Tucky

DHT dht(DHTPIN, DHTTYPE); // Oatynk Temnepatypuv Ta BOOrocTi
BH1750 lightMeter; /I OaTymk ocBiTNEHOCTI

MHZ19 mhz19; /I DaTunk koHUeHTpauii Byrnekucnoro ragy (CO2)

/I 3MiHHI Ans Hebrokyto4yoro TaiMepa (3amicTb BUKOpUCTaHHA delay)
unsigned long lastMeasureTime = 0;

const unsigned long measurelnterval = 5000; // IHTepBan BiagnpaBku AaHux (5 cekyHA)

/I Tpanopui cTaTycy iHiuianisauii aaTymkis
bool bmp_ok = false, ads_ok = false, bh_ok = false;



®yHkuia nigkntoveHHs o Wi-Fi mepei
oid setup_wifi() {
delay(10);
iFi.begin(ssid, password);
/| O4ikyBaHHA BCTAHOBMNEHHS 3'€HAHHA
__while (WiFi.status() != WL_CONNECTED) { delay(500); Serial.print(".");
}
}

/I ®yHkuis BigHOBNEHHs 3'egHanHsA 3 MQTT 6pokepom
void reconnect() {
hile (Iclient.connected()) {
if (client.connect( room_id)) {
/I Tignucka Ha Tonik KoMaHA, Nicnst yCnilHOro NiaKnioYeHHs
client.subscribe("env/" + String(room_id) + "/emd");
}else{
delay(5000); // May3a nepeg HacTymnHO crpoboto MiAKIYEeHHS
}
}

}

void setup() {
Serial.begin(115200); /I Hiuianizauis NocnigoBHOrO NOPTY ANS 3HEBAKEHHS
Wire.begin(12C_SDA, 12C_SCL); // IHiuianizauisi wuHm 12C

/I IHiLiani3auis nigknoYeHnx gaTymkis
ads.begin(0x48);

bmp.begin_I2C();

dht.begin();

lightMeter.begin();

/I HanawTyBaHHsi anapatHoro UART2 ansa gatyuka MH-Z19
Serial2.begin(9600, SERIAL_8N1, 16, 17);
mhz19.begin(Serial2);

“ MigknoyeHHs Jo mepexi Ta HanawTysaHHa MQTT
tup_wifi();
client.setServer(mqtt_server, mqtt_port);

}

void loop() {
/I MigTpnmka 3'egHanHs 3 MQTT 6pokepom

(!client.connected()) reconnect();
client.loop(); // O6pobka BXiOHNX MepeXeBMX NakeTiB

/I BignpaBKka gaHux 3a BCTAHOBIIEHUM TaliMepOM
if (millis() - lastMeasureTime &gt;= measurelnterval) {
lastMeasureTime = millis();

/] 34NTyBaHHA NOKA3HWUKIB 3 AATYMKIB
float h = dht.readHumidity();

float t = dht.readTemperature();

int co2 = mhz19.getCO2();

/I ®opmyBaHHs JSON nakeTy Ans Bignpasku
StaticJsonDocument&lt;512&gt; doc;

doc['room_id"] = room_id;

doc['temp1"] = t;

doc["humidity"] = h;

doc["c02"] = co2;

doc['rssi"] = WiFi.RSSI(); // PieHb curHany Wi-Fi mepexi ons giarHocTuku

char buffer[512];
serializeJson(doc, buffer);



/I Tly6nikauis cpopmoBaHoro nakety B MQTT Tonik Tenemetpii
client.publish(("env/" + String(room_id) + "/telemetry").c_str(), buffer);
}
}

Lopatok b
Mporpama ansi ceHcoa 360py AaHUX

#!/usr/bin/env python3

CepBepHUiA 3aCTOCyHOK MOHITOpUHrY 10T 3rigHo 3 Po3ginom 3.

Peanisye:

- BaratonotokoBy 06po6ky (MQTT Collector -&gt; raw_queue -&gt; Parser/Worker)

- SQLite WAL, Bulk Insert (koxHi 5 ¢)

- 3 piBHi giarHocTuku: ®isnyHi mexi, Spike/Stuck/CUSUM Dirift, MixxByanosuin (Pressure)

import json
import sqlite3
import time
port logging
import threading
import queue
import statistics
om collections import deque
‘mport paho.mqtt.client as mqtt

# KOH®IIYPALIA
MQTT_BROKER = "192.168.0.105"
MQTT_PORT = 1883

DB_FILE = "telemetry.db"

# [ianazoHun disnyHnx mex (PiseHb 1)
PHYSICAL_LIMITS = {
‘temp": (-40.0, 85.0),
'pressure_hpa': (850.0, 1100.0),
'humidity_pct": (0.0, 100.0),
'lux': (0.0, 65535.0),
‘co2_ppm': (300, 10000)
}

gging.basicConfig(Ieve|=Iogging.INFO, format='%(asctime)s [%(levelname)s]_
%(threadName)_s: %(nr ge)s') logger = logging.getLogger(__name__ ) _

raw_ queue = queue. Queue()

# ============== B[] TA 3AMNNC (db_writer.py)
class DBWriter:
def __init__ (self):
self.init_db()
self.buffer =[]

self.lock = threading.Lock()
self.last_flush = time.time()

ef init_db(self):

with sqlite3.connect( DB_FILE) as conn:
€ = conn.cursor()
# HanalTyBaHHS NPOAYKTUBHOCTI
xecute("PRAGMA journal_mode = WAL;")_
c. execute("PRAGMA synchronous = NORMAL;")

xevvla B[ srigHo 3 Tabnuueto 3.3
xecute(‘"CREATE TABLE IF NOT EXISTS rooms (
room_id TEXT PRIMARY KEY, description TEXT, x REAL, y REAL, z REAL,
created_at INTEGER)"™)



beecute('"CREATE TABLE IF NOT EXISTS _telemetry (_
id INTEGER PRIMARY KEY AUTOINCREMENT,
room_id TEXT NOT NULL REFERENCES rooms(room_id),
ts_ms INTEGER NOT NULL,
temp1 REAL, temp2 REAL, temp3 REAL, temp4 REAL,
pressure_hpa REAL, humidity_pct REAL, lux REAL,
co2_ppm INTEGER, bmp_temp_c REAL, quality INTEGER DEFAULT 0)")
Elaxecute({ CREATE INDEX IF NOT EXISTS idx_ tel_room_ts ON telemetry (room_id,
ts_ms DESC)")
—execute(™ CREATE TABLE IF NOT EXISTS fault_log_(_
fault_ id INTEGER PRIMARY KEY AUTOINCREMENT,
room_id TEXT NOT NULL REFERENCES rooms(room_id),
ts_ms INTEGER NOT NULL, sensor TEXT, fault_type TEXT, value REAL)")

dnsure_room(self, room_id):
with _sqlite3.connect( DB_FILE)_as conn: conn.execute( "INSERT OR IGNORE INTO rooms (room_id, created_at) VALUES (?,

?)"

(room_id, int(time.time() * 1000)))

def log_fault(self, room_id, ts_ms, sensor, fault_type, value):
with _sqlite3.connect( DB_FILE)_ as conn: conn.execute( "INSERT INTO fault_log (room_id, ts_ms, sensor, fault_type, value)
VALUES (?,?,?,?,?)",
(room_id, ts_ms, sensor, fault_type, value))

def add_telemetry(self, data):
with self.lock:
self.buffer.append(data)
# pynosuii 3anuc (bulk insert) KoxHi 5 cekyHa
if time.time() - self.last_flush &gt;= 5.0:
self.flush()

def flush(self):
if not self.buffer: return
with sqlite3.connect(DB_FILE) as conn:

conn.executemany("""
INSERT INTO telemetry
(room_id, ts_ms, temp1, temp2, temp3, temp4, pressure_hpa, humidity_pct, lux,
co2_ppm, bmp_temp_c, quality)
VALUES (:room_id, :ts_ms, :temp1, :temp2, :temp3, :temp4, :pressure_hpa,
:humidity_pct, :lux, :co2_ppm, :bmp_temp_c, :quality)
""", self.buffer)
logger.info(f"36epexeHo 6aty: {len(self.buffer)} sanucis.")
self.buffer.clear()
self.last_flush = time.time()

# ============== [I|IAFTHOCTUKA (diagnostics.py)
class DiagnosticsEngine:
def __init__(self, db_writer, mqtt_client):
self.db = db_writer
self.mqtt = mqtt_client
self.windows = {} # {room_id: {sensor: deque(maxlen=60)}}
self.cusum_pos = {}
self.latest_pressures = {} # [Ins mixsy3noBoro aHanidy

def send_alert(self, room_id, alert_type):
payload = json.dumps({"action": "alert", "alert_type": alert_type, "duration_ms": 1000})
self.mqtt.publish(f"env/{room_id}/alert", payload, qos=1)

def process_packet(self, pkt):
room_id = pkt['room_id"]
ts_ms = pki['ts_ms']
quality =0

if room_id not in self.windows:
self.windows[room_id] = {}
self.cusum_pos[room_id] = {}



sensors = ['temp1', 'temp2’, 'temp3', 'temp4', 'pressure_hpa', 'humidity_pct', 'co2_ppm'’]

for sensor in sensors:
val = pkt.get(sensor)
if val is None or val == -1: continue

# --- PIBEHb 1: ®i3nyHi mexi ---
limit_key = "temp' if sensor.startswith('temp') else sensor
if limit_key in PHYSICAL_LIMITS:
I_min, I_max = PHYSICAL_LIMITS[limit_key]
if not (I_min &lt;= val &It;= _max):
quality = 2
self.db.log_fault(room_id, ts_ms, sensor, "physical_limit", val)
self.send_alert(room_id, "critical")
continue # MNMponyckaemo YacoBuii aHani3 Ans HeBanigHUX AaHnx

# --- PIBEHb 2: Yacoswit aHani3 (BikHo W=60) ---

if sensor not in self.windows[room_id]:
self.windows[room_id][sensor] = deque(maxlen=60)
self.cusum_pos[room_id][sensor] = 0.0

window = self.windows[room_id][sensor]
if len(window) &gt; 0:
prev_val = window[-1]

# 1. Spike detection
spike_thresh = 2.0 if 'temp' in sensor else 500.0 if 'co2' in sensor else 10.0
if abs(val - prev_val) &gt; spike_thresh:

quality = max(quality, 1)

self.db.log_fault(room_id, ts_ms, sensor, "spike", val)

# 2. Stuck detection &amp; Drift (npavtoe npu 3anoBHEHOMY BiKHi)
if len(window) &gt;= 30: # MiHimym 30 3HaueHb Ans CTaTUCTUKK
variance = statistics.variance(window)
stuck_thresh = 0.0001 if 'temp' in sensor else 1.0
if variance &lt; stuck_thresh:
quality = 2
self.db.log_fault(room_id, ts_ms, sensor, "stuck", val)

# 3. CUSUM Drift
mu_ref = statistics.mean(window)
sigma_ref = statistics.stdev(window) or 0.1
k=0.5
c_pos = max(0, self.cusum_pos[room_id][sensor] + (val - mu_ref - k * sigma_ref))
self.cusum_pos[room_id][sensor] = ¢_pos
if c_pos &gt; 5.0:
quality = max(quality, 1)
self.db.log_fault(room_id, ts_ms, sensor, "drift", val)
self.cusum_pos[room_id][sensor] = 0.0 # CkvupaHHs nicns getekuii

window.append(val)

# OHOBIMIOEMO rMOBanbHNUN CIIOBHUK TUCKY
if pkt.get('pressure_hpa'):
self.latest_pressures[room_id] = pkt['pressure_hpa']

# --- PIBEHb 3: Mixsyanosuit aHanis (Tuck) ---
if len(self.latest_pressures) &gt;= 2 and pkt.get('pressure_hpa'):
p_med = statistics.median(self.latest_pressures.values())
if abs(pkt['pressure_hpa'] - p_med) &gt; 5.0:
quality = 2
self.db.log_fault(room_id, ts_ms, 'pressure_hpa', "cross_node_diff",
pkt['pressure_hpa'l)
self.send_alert(room_id, "sensor_fault")



pkt['quality'] = quality
return pkt

# =========[JAPCEP TA BOKEP (parser.py / time_sync.py) =========
def worker_thread(db_writer, diagnostics):
while True:
topic, payload = raw_queue.get()
try:
pkt = json.loads(payload)
room_id = topic.split('/')[1]
pkt['room_id"l = room_id

# Baninauis 060B'A3koBMX Nnonis

required = ['ts_ms', 'temp1’, 'pressure_hpa’, 'co2_ppm']

if not all(k in pkt for k in required):
logger.warning(f"BigkuHyTto naker Big {room_id}: BiacyTHi nons")
continue

# NTP CuHxpoHisauis (time_sync)

server_ms = int(time.time() * 1000)

diff_s = abs(server_ms - pk{['ts_ms']) / 1000.0

if diff_s &gt; 30.0:
logger.warning(f"NTP CRITICAL ans {room_id}. 3amiHa ts_ms Ha cepBepHuiA.")
pkt['ts_ms'] = server_ms # 3amiHa HeHaaiiHOI MiTkM

elif diff_s &gt; 5.0:
logger.warning(f"NTP WARN ans {room_id}: poscuHxporisauis {diff_s:.1f} c")

db_writer.ensure_room(room_id)

# MNporoH Yepes fiarHoCcTuky
pkt = diagnostics.process_packet(pkt)

# 3anucy B
db_writer.add_telemetry({
'room_id": pkt['room_id", 'ts_ms": pki['ts_ms'],
'‘temp1": pkt.get('temp1'), 'temp2": pkt.get('temp2'),
'temp3": pkt.get('temp3'), 'temp4": pkt.get('temp4’),
'pressure_hpa': pkt.get('pressure_hpa'), 'humidity_pct": pkt.get('humidity_pct'),
'lux': pkt.get('lux'), 'co2_ppm": pkt.get('co2_ppm'),
'bmp_temp_c": pkt.get('‘omp_temp_c'), ‘quality": pkt.get(‘quality’, 0)
)]
except json.JSONDecodeError:
logger.error("Momunka I'IapCI/IHON") except Exception as e:
logger.error( f"Momunka o6pobku: {e}")
finally:
raw_queue.task_done()

========= MQTT COLLECTOR (collector.py)

ef on_connect(client, userdata, flags, rc):
logger.info("MigkntoyeHo go MQTT. Mignucka Ha Toniku...")
client.subscribe("env/+/telemetry", qos=1)

client.subscribe("env/+/status", qos=1)

ef on_message(client, userdata, msg):
# LLBnake po3milieHHs y noTokobesneyHi yepasi
raw_queue.put((msg.topi ,7 sg.payload.decode('utf-8')))

def main():
db = DBWriter()
client = mqtt.Client()
diagnostics = DiagnosticsEngine(db, client)

# 3anyck (hoHOBOro NoToky-06pobHmKa

t = threading.Thread(target=worker_thread, args=(db, diagnostics), daemon=True,
name="WorkerThread")

t.start()



Iient.on_connect = on_connect client.on_message = on_message _
client.connect( MQTT_BROKER, MQTT_PORT,_60)

logger.info("CepBep 3anyLieHo. OuikyBaHHA AaHUX...")
try:
client.loop_forever()
except Keyboardinterrupt:
logger.info("3aBepLueHHs pobotu. Mpumycosui 3anuc dydepa...")
with db.lock:
db.flush()

if _name__ =="_main__":

main()
BibniorpadiyHa gosigka

Tema po6oTu: Po3pobrneHHs anapatHo-nporpaMHux 3acobis poanogineHoi loT-
CMCTEMM 3 HAANMULIKOBYMU BUMIPIOBAHHAMM AN BUSIBIIEHHS BiAMOB CEHCOPIB Ta
BiIHOBMNEHHS X AaHNX

O6csr 6akanaBpcbkoi po6otn 100 cTopiHKM

Mepenik rpadhiuHoro matepiany:

1. CTpykTypa cuctemu 360py AaHux

2. Cxema By3na 30py AaHuX i3 BUKOpUCTaHHsaM ESP32

3. Cxema By3na BUMIpIOBaHHS TemnepaTypu 3a AONMOrol TepMoonopis i3 4
[pPOTOBMM NiAKMIOYEHHAM

4. KoHCTpyKUis TeMnepaTypHUX AaTynkis

5. fiarpama po6oTu cuctemu

6. CTpykTypa 6a3u gaHux cuctemm

7. Anroputm po6oTun cuctemm 36opy AaHux

[arta 3akiHieHHsa BP
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