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PE®EPAT

bakanaBpcbka pobota: 95 CTOPIHOK, y TOMY 4YHCJII OCHOBHHUM TEKCT Ha 65
CTOpiHKax, 25 pHuCyHKiB, 14 Tabmuup, 29 HaillMeHyBaHb BUKOPUCTAHUX JKepel, 3
JOJIaTKH.

Tema 6axanaspcvkoi  pobomu: Po3poOneHHs iH(MOpPMAIIHHOT CHUCTEMHU
IHBEHTapu3allii Ta aHaji3y KOHQIrypamii MepexeBUX HPUCTPOIB 3 OLIHKOIO PHU3HUKIB
Oe3nexu.

Mema  pobomu: po3pobutu BeO-Opi€eHTOBaHy iH(OpMaIliiiHy cucTemy
IHBEHTapH3allii Ta aHamizy KoHQIrypaiii MepeXeBUX IMPUCTPOIB 3 aBTOMATHU30BAHOIO
OLIIHKOIO PHU3UKIB O€3MeKH, M0 3a0e3MeUnuTh CBOE€YACHE BHUSABICHHS BPAa3JIMBOCTEH,
dbopMyBaHHS pPEKOMEHJAId MO0 iX YCYHEHHS Ta Bi3yali3alilo pe3yibTaTiB
MOHITOPUHTY B PEKHMI PEaibHOTO Yacy.

3aBiaHHs JOCIIIKEHHS:

1. [IpoBecTn anHami3 mpeAMETHOI 00JIACTI Ta OV ICHYIOUHX PIlIeHb JIs
1HBEHTapHU3allil MEPEKEBUX MPUCTPOIB.

2. ChopmymoBatu  pynkiionanbai (FR-01 — FR-08) ta HedynkiioHanpH1
BUMOTH JIO CUCTEMH.

3. OOrpyHTyBaTH BUOIp TEXHOJIOTTYHOTO CTEKY Ta apXITEKTYPHHUX PIILICHb.

4. Po3po6uTH KOHLIENTYyanbHy MOJENb JaHUX 1 aJTOPUTM OLIIHKU PU3UKIB Ha
ocHoBI ctannapty CVSS v3.1.

5. PeanizyBatu nmporpamny cuctemy 3 interpaiiero Flask-6ekenmy, Node-RED
opkecTpaTopa Ta BeO-iHTepdeicy.

6. [IpoBectn TecTyBaHHs cucTeMH Ha imitamiiiHii Mepexi B Cisco Packet
Tracer Ta omiHUTH ii €PEKTUBHICTD.

06’exm Oocnioxcenns: MPOUECU THBEHTapHU3allii, KOHPIrypaliiiHoro aHamizy Ta
OIIIHKA  OE3MEeKM TEeTEPOTCHHHX MEPEXKEBUX TNPHUCTPOIB B  1H(POpPMAIIIITHO-
TEJEKOMYHIKaLIHUX CUCTEMAX.

IIpeomem oOocniddxcenns: MeTonU, 3aco0M Ta apXITEKTYpHI pIIIEHHS IS

aBToMaTHu3allii 300py JaHUX MPO MEPEKEBI MPUCTPOI, aHAMI3y iX KOH}Irypamii Ha



BIJIMOBIAHICTD MOJIITUKAM O€3MEKU Ta PO3PaXyHKY PIBHIB PU3HKIB HA OCHOBI KpUTEPIiB
CVSS.

VY x0/11 BUKOHaHHS poOOTH OTPUMAHO TaKi pe3yJibTaTH:

VY meprmoMy po3aiii MPOBEACHO aHai3 MPEIMETHOI 00J1acTi, KU BUOKPEMUB
II’SITh KJIIOYOBMX NpoOJieM cydacHHMX Mepex ((parMeHToBaHa 1HBEHTapu3allis,
Cy0’eKTHBHA OLIIHKA PU3HUKIB TOWIO). [lOpiBHAIBHUI OIJIsIT cCeMU aHAJIOTiB OOTPYHTYBaB
JOIUIBHICTh BNacHOi po3podbku. CdopmynsoBano Bumoru (FR-01 — FR-08) Ta
moOy1oBaHO KOMIUIEKC (pyHKIioHanbHUX Moaenen y HoTtamisx IDEFO, DFD, UML rta
IDEF3.

Y napyromy po3fdiial CIPOEKTOBAHO TPHUPIBHEBY KINIEHT-CEPBEPHY apXITEKTYpy
(Node-RED, Flask/SQLAIlchemy/SQLite, BeO-inTepdeiic), mo 3ade3neuye MNPUHIHI
Separation of Concerns. Po3po0ieHo HOpMasi30BaHy MOJIEIb TaHKX 13 1’ SITH TaOJIHIIh Ta
aITOPUTM OIIIHKK PU3MKIB (risk engine.py) Ha OCHOBI 8 JAETEPMIHOBAHMX MPaBHII 1
crannapty CVSS v3.1 (signosiano go ISO/IEC 27005). [etanizoBano cnenudikariro
REST API 3 12 eganointaMu.

VY TperboMy pO3IlII peasli3oBaHO MPOrPaMHUN MPOTOTHI 13 HaJAIITOBAHUMH
notokamu gaHux y Node-RED (pyunwmii 36ip, minaHyBaJbHHK, live-mamoops).
KommiekcHe TpueramHe TecTyBaHHA Ha imiTaniiHiii mepexi B Cisco Packet Tracer
niaTeepauio 100% BUKOHAHHS BUMOT, BUCOKY MPOAYKTHUBHICTD (4aC 0OpOOKU MPUCTPOIO
<0,1 c¢) Ta ycmimHe BUABIEHHS 12 Bpa3IMBOCTEH pPI3HOTO pIBHS KPUTHUYHOCTI (3
KPUTHYHI, 4 BUCOKI, 5 CEpPEeAHIX).

Ilpakmuuna 3uayywicms: CTBOPEHO MOBHOINIHHUN POOOYHI IPOTOTHI, TOTOBUI
JI0 BIPOBAKEHHS B HaBUYAJIBHUX J1aOOpaATOPIsAX, SIKMM peaidye 3aMKHYTHH ITUKJI Bij
CKaHyBaHHS JI0 Bi3yasizallii 3arpos.

Knwouosi cnosa: indopmariiina Oesneka, I1HBEHTapu3allisi Mepexi, aHaji3

KOH(Irypailiii, olinka pu3ukiB, cvss v3.1, node-red, flask, web-intepdeiic.



ABSTRACT

Bachelor’s thesis: 95 pages, including 65 pages of main text, 25 figures, 14 tables,
29 references, and 3 appendices.

The topic of the bachelor's thesis: Development of an information system for
inventory and configuration analysis of network devices with security risk assessment.

Purpose: to develop a web-based information system for inventorying and
analyzing network device configurations with automated security risk assessment,
ensuring timely vulnerability detection, generation of remediation recommendations, and
real-time monitoring visualization.

Research tasks:

1.  To conduct a domain analysis and review of existing solutions for network
device inventory.

2. To formulate functional (FR-01 — FR-08) and non-functional requirements
for the system.

3. To justify the choice of the technology stack and architectural solutions.

4. To develop a conceptual data model and a risk assessment algorithm based
on the CVSS v3.1 standard.

5. To implement a software system integrating a Flask backend, a Node-RED
orchestrator, and a web interface.

6. To test the system on a simulated network in Cisco Packet Tracer and
evaluate its efficiency.

The research object: processes of inventory, configuration analysis, and security
assessment of heterogeneous network devices in information and telecommunication
systems.

The subject of the study: methods, tools, and architectural solutions for automating
the collection of data about network devices, analyzing their configurations for
compliance with security policies, and calculating risk levels based on CVSS criteria.

The following results were obtained during the work:

In the first section, a domain analysis was conducted, identifying five key problems

of modern networks (fragmented inventory, subjective risk assessment, etc.). A



comparative review of seven analogs justified the feasibility of the custom development.
Requirements (FR-01 — FR-08) were formulated, and a complex of functional models
was built using IDEF0, DFD, UML, and IDEF3 notations.

In the second section, a three-tier client-server architecture was designed (Node-
RED, Flask/SQLAIchemy/SQLite, web interface), ensuring the Separation of Concerns
principle. A normalized five-table data model and a risk assessment algorithm
(risk_engine.py) based on 8 deterministic rules and the CVSS v3.1 standard (compliant
with ISO/IEC 27005) were developed. A REST API specification with 12 endpoints was
detailed.

In the third section, a software prototype was implemented with configured Node-
RED data flows (manual collection, scheduler, live dashboard). Comprehensive three-
stage testing on a simulated network in Cisco Packet Tracer confirmed 100% fulfillment
of requirements, high performance (device processing time <0.1 s), and the successful
detection of 12 vulnerabilities of varying criticality (3 Critical, 4 High, 5 Medium).

Practical significance: a fully functional working prototype has been created, ready
for deployment in educational laboratories and small corporate networks, implementing
a closed loop from scanning to threat visualization.

Keywords: information security, network inventory, configuration analysis, risk

assessment, cvss v3.1, node-red, flask, web interface.
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HEPEJIIK YMOBHHUX CKOPOYEHb

Asynchronous JavaScript and XML — acuaxpoHHMi1 00OMiH
JaHUMH MK Opay3epoM 1 cepBepoM

Application Programming Interface — nporpamumuii intepgeiic
3aCTOCYHKY

Business Process Model and Notation — HoTalisl MOJAEITIOBAHHS
O13HeC-polIeciB

Content Delivery Network — mepeska 1ocTaBKu KOHTEHTY
Command Line Interface — iHTepderic komaHTHOTO psIKA

Comma-Separated Values — dpopmar 36epiranas TaOIMIHUX
JaHUX y BHUTJISIII TEKCTY

Common Vulnerability Scoring System — 3arajibHa cuctemMa
OLIIHIOBAHHS BPa3IMBOCTEH

Common Vulnerabilities and Exposures — 6a3a 3araapHOBIZOMHX
BpPA3JIMBOCTEN

Data Center Infrastructure Management — ynpaBiiHHs
1H(PACTPYKTYPOIO IIEHTPY 0OPOOKHU TaHHUX

Data Flow Diagram — niarpama noTOKIB JaHHX

HyperText Transfer Protocol Secure — 3axurieHuii MpoOTOKO
nepeaadi rinepTeKcTy

Integration Definition for Function Modeling — metoonoris
CTPYKTYpHO-(QYHKITIOHATTFHOTO MOICITIOBAHHS

IP Address Management — ynpasninus [P-angpecamu

International Electrotechnical Commission — Mi>xkHapo/iHa
CJIEKTPOTEXHIYHA KOMICIis

JavaScript Object Notation — TekcToBuil popMaT OOMIHY JaHUMH
Key Performance Indicators — ki1t0u0Bi TOKa3HUKU €()EKTUBHOCTI

Network Configuration Manager — MeHe/pKep KOH(ITrypariii
Mepexi

National Institute of Standards and Technology — Hamionansnuit
IHCTUTYT cTaHaapTiB 1 TexHomorii CLIA

Network Mapper — yTuiita st JOCHIJKEHHS MEpexXi Ta ayIuTy
Oe3neku

Object Identifier — inenTudikaTop 06'ekta B mpoTokoai SNMP



BCTYII

CrpiMkuii  po3BUTOK 1H(opMariiiHo-TenekoMmyHikaniiaux cucrem (ITC)
CYNPOBOJKYETHCSI TOCTIHHUM 3pPOCTAHHSAM KUIBKOCTI TE€TEPOTeHHUX MEPEKEBUX
IPUCTPOIB: MAPUIPYTH3ATOPiB, KOMYTATOPIB, TOYOK OE3POTOBOTO JOCTYIY, CEPBEPIB
ta [oT-By3miB. JluHaMiuHi1 3MIHM TOIOJIOTIM Ta KOHQIrypailiii, o BiIOyBalOThCS B
TaKUX CEpPEJOBUINAX, CYTTEBO YCKIAJHIOIOTh 3a0€3MEUYeHHS HaJEeKHOTO PpIBHS
KiOep3axucTy KOPHOPATUBHOI IHPPACTPYKTYPH.

BiamoBimHO 10 cywacHuUX IociiKeHb y cdepi iHopmariiiiHoi Oe3neku,
CepelHii Yac MDK BHUSBJICHHSIM BpPAa3JIMBOCTI Ta il MPOMUCIOBOIO EKCILTyaTalli€lo
3JIOBMUCHUKAMU CTaHOBUTH MeHIe 15 nHiB [1]. 3a Takux yMOB py4Hi perjiaMeHTHI
NEPEeBIPKU Ta PO3PI3HEHI 1HCTPYMEHTH MOHITOPUMHTY B)XE€ HE 3/aTHI 3a0e3MeUYuTH
HEOOXIIHMM  PIBEHb  OMNEPATHMBHOCTI  pearyBaHHs.  BIiJICYTHICTB  €IMHOTO
aBTOMATH30BAHOT'O KOHTYPY 1HBEHTapH3allii, KOHTPOJII0 KOHQIrypaIliii Ta 00'€KTUBHOT
OLIIHKK PU3HKIB MNPHU3BOAUTH 1O HAKOMUYECHHS HEBHSIBICHUX BpPA3JIMBOCTEH 1
M1JIBUIIICHHS PiBHS KiOep3arpos [2].

Axmyanonuicms memu BU3HAYAETHCS HEOOXIAHICTIO PO3POOKH KOMIUIEKCHOTO
pIILICHHS, IK€ aBTOMAaTUYHO BHUSBJISIE MEPEKEB1 MPUCTPOI, aHATI3YeE TX KOHPIrypailii Ha
BIJIMOBIAHICTD MOJIITUKaM O€3IeKH, PO3paxoBye piBeHb pU3UKY 3a cTaHmaproM CVSS
v3.1 [3] Ta Hamae aaMiHICTpaTOpPaM MEpEeXki 3p03yMisIi pEKOMEH 1ALl 010 YCYHEHHS
BUSIBIICHUX BPA3IUBOCTEH — yC€ B paMKax € JMHOTO BEO-Opi€EHTOBAHOTO iHTEp(deENCy.

Mema pobomu: po3poOUTH BeO-OpiEHTOBaHY 1H(QOPMAIliHY CHCTEMY
1HBEeHTapu3allii Ta aHajizy KoH(piryparii MepeXeBUX MPUCTPOIB 3 aBTOMATU30BAHOIO
OIIIHKOIO PU3HKIB O€3MeKkH, 10 3a0e3MeunTh CBOEYACHE BUSBICHHS BPa3IMBOCTEH,
dopMyBaHHS pEKOMEHJAlId IIOAO X YCYHEHHS Ta Bi3yalli3allll0 pe3yJbTaTiB
MOHITOPHHTY B PEXHMI PEATBHOTO Yacy.

06'exm OocniddicenHs: MPOILIECH 1THBEHTApHU3allii, KOH(ITypaliitHOTO aHalI3y Ta
OLIHKK O€3MeKHM TeTEePOreHHUX MEPEXKEBUX TMPHUCTPOIB B  1HGOpMaLIHHO-

TEJIEKOMYHIKAI[IHHUX CUCTEeMaX.
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Ilpeomem oOocnioxcenns: MeToau, 3acoOW Ta apXITEKTypHI pIIIeHHA AJis
aBTOMaTH3alii 300py JaHUX MPO MEPEKEeBl MPUCTPOi, aHANMI3y iX KOHQIrypaliili Ha
BIJIMOBIHICTD MOJIITUKAM O€3MEKH Ta pO3paxXyHKY PiBHIB PU3UKIB HA OCHOBI KPUTEPIiB
CVSS.

JlIist MOCATHEHHSI TOCTaBJICHOT METH BU3HAYECHO TaKi 3aBJaHHS JTOCIIKSHHS:

1 mpoBecTH aHami3 MPEeIMETHOI 00JacTi Ta OTJISA] ICHYIOUMX pIlIeHb IS
1HBEHTapH3allil MepexKeBUX MPUCTPOIB;

2 chopmymoBatu (QyHkiioHanbHi (FR-01 — FR-08) Ta HedyHKIIOHANBHI
BUMOTH JI0 PO3po0II0BaHOT iHPOPMAIIIITHOT CUCTEMH;

3 oOrpyHTyBaTH BHOIp TEXHOJIOTIYHOTO CTEKY Ta apXITEKTYPHHUX PIllICHB;

4 po3poOUTH KOHIIENTyaJlbHY MOJI€NIb JTaHMX 1 aJTOPUTM OIIHKA PHU3UKIB
Oe3neku Ha ocHOBI crangapty CVSS v3.1;

5 peanizyBaTu mporpamuy cuctemy 3 iHTerpaiieto Flask-0exenny, Node-RED
opkecTpaTopa Ta BeO-iHTepdeicy;

6 MpOBECTH TECTYBAaHHs CHCTeMH Ha imiTamiiHiit Mmepexi B Cisco Packet Tracer
Ta OIIHUTH 11 €(DEKTHUBHICTb.

[Ipu BuxkonanHi bP BukoOpucCTaHO Taki METOAM MOCHIKEHHS: CTPYKTYPHO-
dbyukiionansHe mojaentoBanHs (Hotamiss IDEF0), mopentoBaHHS MOTOKIB JaHUX
(rortamis I'eitHa-Capcona), 00'ektHo-opieHTOBaHe MozemtoBaHHs (UML Use Case,
Sequence, Activity Diagrams), mopiBHSUIbHUN aHaji3 MPOTPAMHUX AHAJIOTIB, a TAKOX
GbyHKIIOHATIBHE Ta IHTETpalllifHEe TECTYBaHHS PO3POOJICHOT CUCTEMHU.

HayxoBa HOBH3HA pOOOTH MOJIATAE Y TAKOMY:

— 3aMpPONOHOBAHO KOMOIHOBAaHWHW MIiJXiA MO OIIHKH PHU3UKIB, IO TMOETHYE
dbopmanizoBani mnpaBuina Ha ocHOBI CVSS v3.1 3 KOHTEKCTHHUM aHaji30M
KoHiIryparliil rereporennux mepexenux npuctpois (Cisco I0OS, RouterOS, Windows
Server, Ubuntu Server);

— po3po0JICHO apXITEKTypHE pIIIEHHS 3 BUKOPUCTAHHSAM BI3yaJIbHOTO
opkectparopa Node-RED sk oxpemoro piBHS 300py maHuWX, IO 3a0e3nedye
MOJYJIbHICTb, C1A0KY 3B'SI3aHICTh KOMIIOHEHTIB Ta MOKJIMBICTh 3aMiHU JHKEPEN TaHUX

0e3 3MiHH KOJTy OCKEeH Y.
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Pesynbratu poboT nmpoium anpoOarito y BUTIISAI TECTyBaHHS Ha IMITaLlIiHINA
mepexi B cepenoButi Cisco Packet Tracer, 1110 miATBepIuio KOPEKTHICT BUSIBICHHS
HaBMHUCHO BHeceHuX BpasznuBocTel (Telnet, SNMP v1/v2c, FTP, HTTP 6e3 TLS) Ta
BINOBIAHICTH po3paxoBanux CVSS-6aiiB 04iKyBaHMM 3HAUCHHSIM.

Crpyktypa poOoTu: kBajidikaiiiiHa OakalaBpchka poOOTa CKJIATAETHCS 31
BCTYITY, TPhOX PO3/IiJIiB, BUCHOBKIB, CICKY BUKOPHUCTaHHUX JPKEPEN Ta JOJATKIB.

VY nmepmomy po3aiii BUKOHAHO aHali3 MPEAMETHOI 00sacTi, po3pobiieHo
nacriopt IC, mpoBejeHO OIUISiA aHAJOTiB Ta MOOYyA0BaHO (PYHKIIOHAIBHI MOJE1
IDEFO0 i DFD.

Y apyromy po3auni CHPOEKTOBAHO TPHUPIBHEBY apXITEKTYpy CHCTEMH,
pO3po0JICHO HOpPMAaTi30BaHy MOJENb JaHUX, aJIrOPUTM OIIHKM PHU3UKIB Ta
cnernudikamiro REST APIL.

VY TperboMy pO3/ii OMUCAHO peai3allilo MPOorpaMHOro KOy, 1HTErparito 3

Node-RED, BeG-iHTepdeiic Ta pe3yIbTaTH KOMILUIEKCHOTO TECTYBaHHS.
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1 AHAJII3 TPEIMETHOI OBJIACTI TA ®YHKIIOHAJBHO-
HPOLECHE MOJAEJIIOBAHHSA

1.1 AHaJji3 npeaMeTHOI 00,1aCTi Ta OOIPYHTYBAHHS AKTYaJbHOCTI

CyuacHi iH(popMariitHo-TenexkomyHikariiiHi cuctemu (ITC) xapakrepuzyroThes
BHUCOKOIO JMHAMIKOIO 3MiH TOMOJOTiI, MOCTIMHUM OHOBJIECHHAM KOH(Iiryparii
MEpPEKEBOro 00JaJHAHHS Ta 3POCTAHHAM KUIBKOCTI T€TEPOT€HHUX IPUCTPOIB (POyTEPH,
KOMYTaTOpH, TOUYKH JAOCTyIy, cepBepu, loT-By3mm). Ha tmi miei apxitexkTtypHOi
CKJIQITHOCTI KiOep3arpo3u Ha0yBalrOTh BCe OUTBIIT arpeCUBHOTO XapakTepy [4].

ExcrnepTHi JOCHIKEHHS MIATBEPKYIOTh, 110 MIBUAKICTH IMOSBU E€KCIUIONTIB
BUMAara€e Iepexoy BiJl PEaKTHBHUX JO TMPOAKTUBHUX CTpATEriii 3aXuUCTy.
ABTOMaTH30BaHl Ta Oe3mepepBHI ayAUTH KOHQIrypaiiil, 1HTETpOoBaHI 3 METPUKAMHU
CTaHJIapTU30BaHO1 OIIHKK BpasnuBocteil (CVSS), cTaioTh MiHIMaJbHUM CTaHJIaPTOM
ki0epcriiikocTi [5]. Came Tomy po3podka IC, 31aTHOT aBTOMATUYHO BUSBIISTH MEPEKEBI
IPUCTPOi, aHami3yBaTH iX KoHQIryparii Ha BIAMNOBIIHICTh IMOJITUKAM OE3MEeKH Ta
dbopmMyBaTu OOIPYHTOBAHI OIIIHKM PU3HUKIB, € HE MPOCTO 1HCTPYMEHTOM ONTHUMI3allii
aJMIHICTPYBaHHS, a KPUTHUYHO HEOOXIIHUM €JEMEHTOM 3abe3rneueHHs1 Oe3MeKu
cyudacHoi IT-iHppacTpykTypH.

EdextuBHe mnpoexkTyBaHHS Ta BIpoBa/keHHS Takoi I[C Bumarae diTKOi
imeHTUdIKAIl KoJa 3aIliKaBIEHUX CTOPIH (CTEMKXonaepiB), uui (yHKIIIOHATBHI
noTpeOu, piBHI JOCTYIly Ta CIieHapli B3aeMojii 0e3MocepeHhO0 BHU3HAYAIOTH
apXITEKTYpHI PIILIEHHS Ta KpUTEPil YCHIIIHOCTI BIIPOBAIKEHHS.

B mexxax npeaMeTHoi 061acTi BUILJIEHO TPU KJIIOUOBI TPYIH 3aJI€KHO B1J PIBHS
BILTUBY Ta MPUPOJIU B3aEMOIII:

1. KopucryBaui cuctemu.

2. 30BHIIIHI CUCTeMH Ta 1HQPACTPYKTypa.

3. Po3pobka Ta miaTpuMka.
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3ayikasneni cmopoHu:

- aAMIHICTpAaTOp MeEpeXi — OCHOBHMH KOPHUCTYBau, BIANOBIAANbHUN 3a
MIATPUMKY MpaIe3aTHOCTI Ta 6e3neku 1HGPaACTPYKTYPH;

- 1mKeHep 3 KiOepOesnmeku — 3alllkaBICHUW Yy PEryJsIpHOMY ayauTi
B1AMOBIAHOCTI moaiTukam Oe3nexku ta CVSS-omiHkax;

- kepiBHUK [T-Bigniny — notpelye aHATITUYHUX 3BITIB JJIs1 IPUNUHSATTS PillICHb
1010 MOJIEpHi3allii Ta Or0IKEeTyBaHHS;

- 3oBHIiHI cuctemu/arenty — Node-RED opkectpatop, Nmap-ckanep, SNMP-
areHTH MPUCTPOIB, 110 3a0€3MeUyI0Th AaBTOMATHU30BaHUH 301p TaHUX.

Kapra 3aunikaBinenux crtopin IC «IHBeHTapuzamii Ta aHamizy KOHQIryparii
MEpPEXKEBUX MPUCTPOIB 3 OLIIHKOIO PU3UKIB Oe3neku» npeacrasieHa B JlogaTky A.

Ha puc. 1.1 npeacraBneHo B3aemozito cy0'ekTiB (3amikaBieHux cropin) 3 IC, a

TaKOX TXH1{ BIUTMB Ha MPOLECH i po3pO0IeHHS Ta eKCILTyaTalli.

[Jlumeriep 3 Kibepfiesnern

(Primary User] | nmap Scanner |

Pucynok 1.1 — IC iuBeHTapu3alii MepexeBuX MPUCTPOIB 3 OLIIHKOIO PU3UKIB

Buninenns 3aiikaBieHUX CTOPIH J03BOJISE OOIPYHTYBaTH (DYHKIIIOHAJIbHI
Bumoru (FR-01 — FR-08). Hampuknan, nasBaicTh Node-RED sk creiikxonmepa
00yMoBIIO€ HeoOXiAHICTh po3poOku REST API st iMmnopty naHux, a pojib 1HXeHepa
3 0e3meKy BUMarae iHrerpaiii anroputmiB po3paxyHky CVSS-ckopiB Ta popmyBaHHs
TEKCTOBUX PEKOMEHIAITIH.

HesBaxxarouu Ha moTpedy B aBTOMaTH3AIllT KIOEp3aXxuCTy, OLIBIIICTh OpraHizalliil
J0C1 TIOKJIAJAlOThCs Ha PYYHI perjiaMeHTH Ta PO3pi3HEHI 1HCTpyMeHTH. Po3puB Mix
BUMOTaMH Cy4yacHoOro kiGepcepenoBumia (pearyBanHs <15 nuiB) [17] 1 peanbHuUMHU

MOKJIMBOCTSMHM TIEPCOHAITYy CTBOPIOE CHUCTEMHI ormepalliiHi Oap'epu. BiacyTHiCTh
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€IMHOTO aBTOMATHU30BAaHOI'O KOHTYPY I1HBEHTapH3allii, KOHTPOIK KOH(Irypamii Ta
00'€EKTUBHOI OIlIHKM PHU3HMKIB MPU3BOAUTH JI0 BTpaT dYacy Ta IJABUIIECHHS PiBHS
Ki0ep3arpos.

Ha omnepaniiinomMy piBHI BIACYTHICTh aBTOMAaTHU3allll MPOSBISETHCS y BUTIISAIL
TaKUX KJIOYOBUX MPOOIEM Ta HEJOJIKIB:

— (¢parMeHTOBaHA I1HBEHTapu3allis — JaHl MPO MPHUCTPOI 30epiraroThcsi B
pO3pi3HEeHUX TabIULAX/(Pailyiax, M0 YHEMOKIUBIIIOE OTIEPATUBHUM MOLITYK Ta ayIuT;

— Cy0'eKTHBHA OIllIHKA PU3UKIB — aJMIHICTPATOPU YaCTO ITHOPYIOTh 3acTapiii
npotokosia (Telnet, SNMPv1, HTTP), mo npu3BoauTh 10 HAKOMUYEHHS KPUTHUYHUX
BpAa3IMBOCTEN;

— BIJCYTHICTh ICTOPHYHOTO KOHTEKCTY — HEMOXKJIUBICTH BIJCTEKUTH 3MIHU
KOH(Irypariil y yaci Ta iIeHTU()iKyBaTH MOMEHT MOSBU BPa3INBOCTI;

— BHCOKE HABaHTAKEHHS HA TIEPCOHAN — pPy4YHE CKAHYBAaHHS MIIMEPEXK Ta
nepeBipKa BIAKPUTHUX MOPTIB 3a €KCIIEPTHUMHU OI[IHKaMH, BUMarae 3Ha4Horo pooo4oro
gacy (10 0THOT0O po0o4oro JHs i iHGPACTPYKTYpPH CEPEIHBOTO MacIlTady;

— BIJICYTHICTh Bi3yaji3allli Ta 3BITHOCTI — CKJIQJHICTh KOMYHIKaIlli CTaHy
Oe3MeKy 3 KepIBHUIITBOM 0€3 HAOUHHMX JTallI00Op/1iB Ta EKCIIOPTOBAHUX 3BITIB.

Konmnerist 3anmponionoBanoi [C cripsiMoBaHa Ha yCyHEHHS 3a3HaUY€HUX MPOOJIEM
[UIIXOM aBTOMaTH3aliil 300py KoH(irypaiii, popmanizaiii npaBui O€3MeKH Ha OCHOBI
craggapty CVSS v3.1, imrterpamii BizyampHOro opkectpatopa Node-RED Ta
3a0€3MeUeHHs IHTEPaKTUBHOTO BeO-1HTep(PEICy /11 MOHITOPUHTY B PEXXUMI PEaibHOTO

qacy
1.2 Ilacnmopr inpopManiiiHOI cMCTeMH Ta OIJISI/] AHAJIOTIB

[Tacmopt IC € kIOYOBMM HOPMATHBHUM JOKYMEHTOM, IO MICTUTH MOBHY
TEXHIUHY, OpraHi3alliiiHy, IpaBoBy Ta eKCIUTyaTaliiiHy iHpopMalio Ipo cuctemy [6].
Moro pospoOka Ta BeJEHHS BHCTYIAIOTh BAXKIMBUM EIEMEHTOM 3a0e3leueHHs
iH(opMarliiiHoi Oe3neKy, a TaKoK e(PEKTUBHOTO yHpaBIiHHS >KUTTEBUM LukioMm IC.
Ileit mporec periaMeHTyeTbCSd MDKHApPOJHUMH BHUMOTaMU 10 MeHeIxKMeHTy Ib,
30kpema cepiero crangaptie ISO/IEC 27001 [8], amanToBaHUMH HalllOHAJILHUMHU

crangaptamu JICTY EN ISO/IEC 27002:2024 [9], a Takox 6a30BMM 3aKOHOJAaBCTBOM
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VYkpainu y cdepi KiOepHETHUUHOrO 3axuCTy, nepeayciMm 3akoHoMm Ykpainu «IIpo
OCHOBHI 3acaju 3abe3neueHHs Kioepoesneku Ykpainm» [10]».

[apopmaniitni  cucreMu, Taki SK CHUCTEMH IHBEHTapu3allli Ta aHamizy
KOH(Irypalii MepeKeBUX MPUCTPOIB, BIAITPalOTh LEHTPAIbHY pOJib y 3a0e3nedeHH1
(QyHKIIOHYBaHHS ~KPUTUYHOI iH(PACTPYKTypH. IXHs apxiTekTypa Mae OyTH
0€e3110BHOI0, 3a0€3Meuyroun SIBHI 3B'SI3KM MIXK €JeMEHTaMH apXITeKTypHUX MOAeei
pisHuX mnpencraeineHb [11]. YmpaiiHHA amapaTHUMU Bpas3JMBOCTAMU MPOTATOM
’KUTTEBOTO IIMKITY MiKPOITPOLIECOPIB Ta KOMI'IOTEPIB € I1I€ OJHUM BAXKJIMBUM ACTIEKTOM.
[Tacopt IC € ocHOBOI0O Al CHCTEMaTHYHOTO MiAXOAY A0 3a0e3neueHHs Oe3lmeku Ta

e(eKTUBHOCTI TakuX cucteMm (Tadm. 1.1).

Ta6muus 1.1 — Iacnopt IC

IMapamerp 3HayeHHs

Web-opientoBana IC iHBeHTapu3amii Ta aHamizy KoH(iryparii]
MEpEKEBUX MPHUCTPOIB 3 OIIHKOIO PU3UKIB OC3MEKH

ABTOMaTH3allisi  BUSBJIEHHS AaKTUBHHUX BY3JIIB  Mepexi, 30ip
[Ipu3HayeHHs KOH(}irypariii, ayauT BiAMOBIAHOCTI MOJITUKAM Oe3MeKH, PO3pPaxyHOK
pIBHsI pU3UKY Ta (OPMYBaHHS PEKOMEHAAIII

Ckopotuty yac KoH}irypamiitHoro ayauty 3 6 roq 10 <30 xB, 3HU3UTHU
biznec-mera KUTBKICTh HEBHSIBJICHUX KPUTUYHUX Bpa3nuBocTe 10 0, 3a0e3meunTtn
¢dopmyBanHs 3BiTiB y popmari PDF/CSV 3a <5 xB

BuytpimHg miaMepexka —oprasizamii/nmadoparopii; HiATpUMYBaHi
Mesxi cucTeMu nporokonu: SNMPv1/v2c¢/v3, HTTP/HTTPS, Telnet, SSH, FTP;
macmTad: 10 500 akTUBHHX BY3JIiB

1. ABTOMaTHYHE CKaHYBaHHS MiIMEPEK] Ta PEECTPAIIisl IPUCTPOIB.
2. 36ip Ta BepcioHyBaHHs KOH]Irypartii.

3. [lepeBipka koHirypartiii 3a 8 mpaBunamu 6e3mneku (Telnet,
SNMPv1, HTTP 6e3 TLS, FTP, Binkputi HopTH yrpasiiHHs, c1a0Ki
criapHOTH, 3acTapii OC, BIACYTHICTh aBTEHTH(DIKAITIT).

4. OuiHrOBaHHS Bpa3nuBoCTeil 3a cucreMoro CVSS ta knacudikaris
PHY3HKIB.

5. 'enepariist TEKCTOBUX PEKOMEHIALIIN.

6. [aTepakTuBHMI namdop 3 rpadikamMu Ta GiIBTpaMU.

7. Excniopr 3BiTiB y CSV/PDF.

8. Iaterparris 3 Node-RED st opkectpartii ta live-MOHITOPUHTY.

HasBa

DyHKITIOHATBHI
mosknuBocTi (Features)

1.2.1 Orasaa anaJjoris

VY cyuacHiit mpakTuii aaminictpyBaHHs [C BUKOPUCTOBY€EThCS MIMPOKUIA CTIEKTP
IporpaMHHUX 3aco0iB IS MOHITOPUHTY, YMpaBIiHHA KOH(DIrypaiisiMd Ta OI[IHKH
BpaznuBocTed. Cepen HaWOUIbII MOMIMPEHUX pIlIeHb BUAULIIOTHCS Zabbix, PRTG

Network Monitor, SolarWinds Network Configuration Manager (NCM) Ta Tenable
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Nessus — IHCTpYMEHTH, IO 3apEKOMEHIyBad cebe B KOPIOPATHBHOMY CEpEIOBHIII
3aBASKA (DYHKIIIOHATBHIA HACHYEHOCTI Ta HamiiHOCTI [12 — 14]. OgHak KOoXHaA 3 IUX
CHUCTEM Mae€ BJIACHY IIPEAMETHY CIIeIliaIi3alliio Ta apXiTeKTypHI OOMEXKEHHS, 1110 POOUTH
iX 3acTOCYBaHHS ONTHMAJIBHUM JIMIIE JUIS EBHUX ACHEKTIB YIPABIIHHSI MEPEKEBOIO
iHppacTpykTyporo. KoMmnekcHuit NOpiBHSIBHUM aHami3 HUX Ta ASSKUX 1HIIUX CUCTEM
JT03BOJISIE€ OIIIHUTH 1XHI MOXJIMBOCTI B KOHTEKCT1 IHBEHTapu3allli, aHaji3y KoH}pIirypaiii
Ta KUJTbKICHOT OLIIHKHM PU3UKIB O€3MeKH.

MeTta MOpIBHSUIBHOTO aHaji3y — OLIHUTH MOXJIMBOCTI 3a3HAYCHHUX AHAJIOTIB Y
KOHTEKCTI TPhOX KJIIOUOBHX 3aBJaHb PO3p00IIFOBaHOI 1HGOPMAIIIHHOT CUCTEMHU:

1. ABTOMaTH30BaHa IHBEHTApU3allisl TETEPOTCHHUX MEPEKEBUX MPUCTPO].

2. Anani3 koHirypariiiif Ha BiJITOBIIHICTh MOJTITUKAM OE3MEKHU.

3. KinpkicHa o1iHKa pu3uKiB 13 (OpMyBaHHSIM TEKCTOBHX PEKOMEHIAIIIH.

Takwuii miaxia 703BOsIE 00'€EKTUBHO BU3HAYUTHU HINTY TSI BIIACHOT pO3POOKHU Ta
OoOTpyHTYBATH 1i apXITEKTYpHI MepeBaru MOPiBHIHO 3 ICHYIOUUMHU KOMEPIIMHUMU Ta
open-source pillieHHSIMHU.

Zabbix — 11e open-source cCUCTEMa MOHITOPHUHTY, 110 3a0e3Meuye BiICTEKEHHS
CTaHy MEPEKEBHX MPHUCTPOIB y peaTbHOMY Yaci, THYYKE HaJalITyBaHHS CTOBIIIEHb Ta
MmacmraboBanicTs [13, 16, 17]. Bona aBromaTnuno Busiisie mpuctpoi uepe3 SNMP,
arentu Ta API, ogHak He Mae BOY/10BaHOTO BEPCIMHOTO KOHTPOJIIO KOH(PIrypaliii Ta He
BHUKOHY€ KUTbKICHOT OI[IHKH PU3UKIB O€3MEeKH — JIJIs [IbOTO MOTPiOH1 30BHIIIHI 1HTETpaIlii
[16, 17, 18]. IlepeBaru: BiaKpuTHIl KO, MacmTaOoBaHICTh. Hemomiku: oOMmexeHi
MOKJIMBOCTI aHaJli3y KOHQIrypariii Ta pu3uKiB.

PRTG Network Monitor — XOMEpIIIHHUN 1HCTPYMEHT, OpPIEHTOBAaHWN Ha
Bi3yaJli30BaHUN MOHITOPUHT TpadiKy Ta MPOAYKTUBHOCTI mMepexi [8, 9]. Bimcrexye
TUCSAYl CEHCOpIB, ajie¢ He MATPUMYE YIpaBIiHHSI KOH]IrypauisiMu (BepCiiiHHi
KOHTPOJIb, MOPIBHSHHS 3MIiH) Ta HE MPOBOJUTH OLIHKY PHU3HUKIB Oe3neku — (PpyHKii
aynuTy KOHQIrypamiii peanmi3yroTbest juiie 4depe3 ckpuntu PowerShell a6o SSH.
[lepeBaru: iHTYiTUBHUH 1HTEpdeiic, mpocToTa po3ropranHsi. Hegomiku: koMepiitHuii,

BIJICYTHICTh aHaJIi3y KOH(}ITrypalliii Ta omiHoBaHHA 3a 1mkanow CVSS.
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SolarWinds NCM — cnemianizyeTbcsi Ha aBTOMartu3allii 300py, BepciiHOMY
KOHTPOJII Ta MOPIBHIHHI KOH(Irypaiii MepexxeBux npuctpois [10]. 3abe3neuye 6a30By
OI[IHKY BIAMOBITHOCTI CTaHAapTaM O€3MeKH Yepe3 3BITHICTh 1100 JOTPUMAHHS BUMOT,
aJie He BHKOHYE TIIMOOKOTO CKaHYBaHHS Bpa3jMBOCTEH Ta HE Ma€ MOHITOPUHTY B
peanibHOMY 4aci. [lepeBaru: motyxHuil KoHGIrypamiiauii anami3. Hexgomiku: BHCOKa
BapTICTh KOMEPIIIHHOI JIIIIEH311, BIACYTHICTh aBTOMAaTUYHOTO OI[IHFOBAHHS 332 CUCTEMOIO
CVSS.

Tenable Nessus — creniani3oBaHuN CKaHEP BPA3IUBOCTEH, SIKUH BUKOPHCTOBYE
CVSS nans kinbKicHOI OIHKM pu3MKIB Oe3meku [12, 22]. Busnse xoHirypariiiHi
nedeKTH, aje He € CUCTEMOIO MOCTIMHOIT IHBEHTapH3allli Ta He 3a0e3Meuye ynpaBiiHHS
KoHpiryparmisiMu (BepCciiHUM KOHTPOJIb, aBTOMAaTUUHMM BiaKaT) [22]. [lepeBaru: Bucoka
TOYHICTh BUSIBIEHHS, AetanbHa CVSS-3BiTHICTh. Hemomiku: He mpaiioe B pexuMi
peanTpbHOTO Yacy, 3HaYHa PeCypPCOMICTKICTh, KOMEPITiHHA JTIIEH31S.

JlonaTkoBi anajgoru

Cisco DNA Center — KOMITJIEKCHE pIIIEHHS AJis yrpaBiaiHHS Mepexxkamu Cisco 3
¢yukmionaaom Intent-Based Networking, aBTromMaruzaiii€ero po3ropTaHHs Ta
BOY/ZIOBaHOIO OIlIHKOIKO pu3ukiB. [lepeBaru: riamboka omnTuUMmizaris MijJg BeHAOpA.
Henoniku: kpuTHuHa anapaTHa 3a1€KHICTh (IIPaLlO€ BUKIIOYHO 3 001aaHanHsM Cisco),
BHCOKA BapTICTh BJIACHOCTI.

NetBox — open-source DCIM/IPAM-pimeHHst s [eTaldbHOI 1HBEHTapu3allii
MEpEKEeBUX AaKTHUBIB (po3ramryBaHHs, 3'eaHanHsa, [P-agpecu) [23]. IlepeBaru: uitka
CTpyKTypu3alis (i3UYHUX Ta JIOTIYHUX akKTHUBIB. Heaosliku: TOBHA BIJICYTHICTh
AMHAMIYHOTO aHalli3y KOHQIrypailii Ta OliHKH PU3HKIB.

Ansible + AWX/Tower — open-source IHCTpyMEHT aBTOMAaTU3allIi JJ1s1 yIIPaBIIHHS
KoH(Iryparmismu uepes cueHapii (playbooks). AWX/Tower 3a0e3neuye BeO-inTepderic
ynpasininus. [lepeBaru: rHydkicTh KoH(pirypyBauHs iHppacTpykTypu sk xoay (IaC).
Henoniku: Opak BOyJOBaHUX aHAIITHYHUX MOMAYJIB Bi3yamizaimii pu3UKiB abo
aBTOMATU30BaHOTO po3paxyHKy CVSS.

XomHa 3 PO3MISIHYTUX CHUCTEM HE TOEAHYE BCi TPU KOMIIOHEHTH B OJHOMY

HAaTHBHOMY piileHHi (Tabmu. 1.2):
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Tabnus 1.2 — [opiBHAIBHUEI aHaTI3 ICHYIOUYHMX PIIICHb JIJIs IHBEHTapu3alli Ta

OLIIHKH PU3HKIB

. PRTG .
Kp'nTepm Po3po0d.iroBana Zabbix Network SolarWinds Tenable Nessus
MOPiBHSIHHS IC . NCM
Monitor
THI JieHsYBAHHS beskomroBna |beskomrToBHa |Freemium (mo [Komepmiitna |[Komepmiitna
HEHsYB (Open Source) |(Open Source) 100 cencopis) [(~$3000+)  |(~$4000/pik)
ABTomaru3oBaHa |([loBHa IToBHa [ToBHa (aBTO- z?ii;m BiscyTHs
inBeHTapm3amiss  |(SNMP/Nmap) |[(SNMP/arentu) [BigkpuTTsi) kondiri)
AHai3 8 npasi1 OobmexeHuit HOBH.I{H . .
. . oe3neku + Uepes ckpuntu (Bepciiinuii  [Tinbku nedextu
KoH(piryparii . (PowerShell)
BEpCIOHYBaHHS KOHTPOJIb)
Omninka pu3ukis  [BOynoBana E;g;gfg;a BigcyTHs UactkoBa  |[loBHa
(CVSS) (CVSSv3.1) iHTerpais) (compliance) |(mpodeciiina)
. L . bazoBa
Bizyauizartis Chart.js + Node- . [ToTyxHa
(Dashboard) RED (motpibHa BGy10BaHA Posmmpena |[letanbpHa
Grafana)
Opkecrpartis Node-RED . . .
npolecin (isyanbHa) Biacyrus Biacyrns JacTkoBa Biacyrus
Excrnopr 3BitiB  |CSV/PDF Tineku CSV  |PDF/HTML [PDF/CSV ~ |PDF/CSV/HTML
Macmra6oanicts [J/Io 500 By3m1iB Jlo 1.0 000+ Hlo 100.0 Jlo SOOOT Jlo 1.0000+
BY3J]iB CEHCOpIB MPUCTPOIB  [XOCTIB
[Topir Bxoay Huzbkuit Brcoknii Husbkuit . .
(HaBYaHHS) (mpocTuit Kox) (cknanua (1HTYiTHBHUI) Cepenuiid Bucokuii
p A KoH(pIryparris) y
[IpunatHicts 1151 |[neanbHO (1EMO- Criano To6pe Toporo Toporo

HaBYaHHA

PEXKUM)

Amnaini3 komepiiiaux pimes (SolarWinds NCM, Tenable Nessus) nokasye, 110

noOy/noBa KOMIUIEKCHOI CHCTEMHM 3aXUCTy Ha iXHIH OCHOBI BHMAara€ 3HaYHHUX

(hiHaHCOBUX BUTpAT Ha JIIIEH3YBAHHS Ta CKJIAJHUX MPOIEAYp 1HTErpallli po3pi3HEHUX

iHTepdeiiciB. Xoya BIpoBaKeHHs open-source cucteM (Zabbix, Grafana) yactkoBo

BUpIIIy€E 3aBJaHHS MOHITOPHHIY Ta Bi3yami3alii, BOHH BCE OJHO NOTPEOYIOTh

pPO3pOOJICHHS JIOJATKOBUX MOJYJIB JJIA TVIMOOKOro aHamizy KoH(irypamiid Tta

00YHCIIEHHS TOKA3HUKIB OE3MEKH.

TakuM 4YMHOM, JKOJIEH 13 PO3TJITHYTHUX aHAJIOT1B HE 3abe3neuye Oe3KOITOBHOTO,

MOAYJBHOTO Ta yHI(piKOBaHOTO pillleHHsS 3 BOYI0BaHUM po3paxyHkom OaniB CVSS ta

1HCTpyMeHTaMH Bi3yanbHO1 opkectpanii mpoueciB (Node-RED). Ile oOrpyHToBYye

JOIIJILHICTh  PO3POOJICHHS  BJIACHO1

iH(opMariitHoT

CHCTEMHU,

JKa  JO3BOJIMTH
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MIHIMI3yBaTH OTMeEpalliiiHi BUTpaTH, 3a0€3MEeUnUTh THYYKICTh HaJAIITyBaHHS MPaBUII

0e3neKu Ta MiIBULIUTH PIBEHb 3aXUIIEHOCTI KOPIOPATUBHOT IHPPACTPYKTYpHU

1.3 ®yuknionaasHa moaeas IDEF(

Mera  moxemoBaHHS  —  ¢dopMmalizyBaTh  CTPYKTYPHO-(DYHKIIIOHAJIbHY
apxitektypy IC, BUBHaAUUTH MEX1 CUCTEMH, BX1HI Ta BUX1JHI MOTOKH JaHUX, KEPYIOUl
BIUTMBM Ta PECYpPCHI MEXaHI3MU MJs MOJANbIIOr0 MPOEKTYBAaHHS apXITEKTypu
porpaMHoro 3abe3rnedeHHs Ta 0a3u JaHuX.

Touka 30py: cucTeMHU# aHAMITHK, 10 TpoekTye IC 3 mo3umii agmiHicTpaTopa
Mepexi Ta IHKeHepa 3 iHpopMalliitHoT Oe3MeKHy.

Ha puc. 1.2 npeacraBneHo KOHTEKCTHY aiarpamy A-0, sika € HaWBHUIUM pIBHEM
cTpykrypHO-pyHKIioHambHOI Mozaem [C. Bona BimoOpakae cucremy y BUTIIAII
€IMHOTO (PYHKIIIOHAJIBHOTO OJIOKY («YOPHOTO SIIIMKa» ), BU3HAYAIOUH ii TOJOBHY METY,

MEXI1 Ta XapaKTep B3aEMO/III 13 30BHINTHIM 1H(QOPMAIIHHUM CEPEIOBHIIIEM.

IDEFQ — Kourexciva giarpama A-0
Poskmg cRany Tt .
Moaimis Gesness Kopnopatisni
Ta cranaapTi CVSS CTAHAAPTH Kokdir

Mepemesi , Peccrp

npUcTpoi ' " npucrpaia
Ouinmm

: Y it

B E L AD 2 puskiB

CHAHYBAHHA ¥npanniHHA iHeeHTapUaawic =

MEREXEBUX NPUCTROIB — tffz\-")’F’DFi

Napamerpw

noAitkie Crosilesms
Beanenu anmMisicTparopy

Hagk-cepag Node -RED MNmap Chartjs /
+ SOLn!eBE opRecTpaTop kaHep  AgMiHICTRaTOD

A-0 | KoHTexcTHa piarpama

Pucynoxk 1.2 — KonrtekctHa aiarpama A-0

Jns  pertamizaiii BHYTPINIHBOI JIOTIKM CHCTEMH BHMKOHAHO JE€KOMIIO3HUIIIIO

KOHTEKCTHOTO 010Ky A-0 Ha miarpamy neprioro piBas A0 (puc. 1.3).
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Poaknag Kopnopartueni
CKaHyEaHb £TaHAapTH

Mepexegi - . [——> Peecip
npucrpol A1 E;@Bﬂéiﬂ A2 npucrpoie
ra— CaHyBaHHA Mepexi 36ip Ta Hopmanizavis ., )
cranyBant Ta BUABAGHHA KoHGirypavliii [ {O“r;;'l’)(“ EHAMKIE
npucTpoie ¥
ATprbyTi
CTE'IEPMME HopmanizosaHi KoHgirypavil
5 3BiTH
MapamerT OlliHkM pusmgie (CSV/PDF)
noAitvk bg3n. A3 + spaznveodri Ad
AHaniz koHdirypauii Bizyanizavia CrOBIWeHH
Ta OLIHKa PU3MKIB Ta 3BITyBaHHA [~ aaminictpatopy
(8 npasun CVSS)
Nma SQLite b, risk_engine Chart js
/ Node-RED  / Flask py/ Flask  / Reportlab

Pucynok 1.3 — lexkomno3unist AO (piBenb Al — A4)

Hiarpama nexommnosuiii A0 MICTUTh YOTHUPH B3a€EMOIIOB'A3aHI (PYHKIIIOHATIbHI
0JIOKHU:

1 Al (CkxanyBaHHsI MEpPEXKI Ta BUSBJIECHHS MPUCTPOIB) — BUSIBJISIE AKTUBHI BY3JIU
3a pomnomororo Nmap Ta Node-RED Ha ocHOBI 3amaHoro poskiaay W 3amuTiB
KOpHCTyBaya.

2 A2 (36ip Ta HOpMauti3allisl KOHQIrypalliil) — arperye Ta CTpykTypy€e OTpUMaHi
JaHl BIAMOBIHO /0 KOPIIOPATHUBHUX CTaHAApTIB, (HOPMYHOUYM PEECTp MPUCTPOIB 1
BUJIUISIFOYH iXHI aTpUOyTH.

3 A3 (Anani3z KoH(irypamiii Ta OLIHKa PU3UKIB) — NEPEBIpsS€ HOPMaJi30BaHi
napametpu 3a 8 mpasmwiamu CVSS 1 nomitukamu 0e3neku 3 Bukopuctanusm Flask ta
CVYB/] SQLite.

4 A4 (Bizyanizaiis Ta 3BITyBaHHS) — arperye pe3yJbTaTH 3a JOTOMOT O MOIYJIs
risk _engine.py, renepye 3Bitu CSV/PDF (616moteku Chart.js, ReportLab) Ta nancunae

anepTy aaMIHICTPaTOpYy.
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Ta6nuug 1.3 — I'mocapiit ctpinok IDEFO

Ha3sga cTpinku Tun Kopotknii onuc
Mepexesi Input (1) ®D13u4HI/BIpTYyalbHI BY3JIH MEPEXKI, 10 i JISATAI0Th
. npu . e .
PUCTPOT P 1HBEHTapU3aliitHOMY 00JIIKY
3anuTy Ha Input (1) JIMpeKTHBH Bi aAMiHiCTpaTOpa a00 CUCTEMHOTO pO3KJary Ha
npu
CKaHyBaHHS P 3aIyCK MpOLEAYPH ayAuTY.
[Tapametpu Input (1) Kondiryparniitni HanamTyBaHHs JO3BOJICHUX MPOTOKOIIB,
k npu . . Ty
MOJIITUK Oe3MeKn P BiJIKpUTHUX MOPTiB Ta Bepciid [13.
. CTpyKTypOBaHU MacUB BUSBICHUX MEPEKEBUX BY3IIB 13
Peectp mpuctpois |[Output (O) | . PYRTYP P Y
BiJIMOBIAHIMH METaJaHUMHU.
. ) Po3paxoBaHi 4nMcI0B1 3HAUEHHS Ta KaTeropiajibH1 piBHI
Ouinku pusukiB  (Output (O) P . P P
KPUTHUYHOCTI 3a cuctemoro CVSS.
. ExcrioproBaHi T0KyMEHTH BCTaHOBJICHOTO (hopMaTy ISt
3situ (CSV/PDF)  |Output (O) P il Gopmaty
MPOBEICHHS BHYTPIIIHBOTO ayTUTY.
CroBinieHHs Output (O) Exctpeni noBimomieHHs (asiepTH) y pasi ineHTudikamii KpuTHIHIX
. utpu .
aJIMiHICTpaTOpy P 3arpo3 4u ypa3iauBOCTEH.
) BayTpimHi periiaMeHTH, 1110 BU3HAYAIOTh IIPaBIIIa
[Mosmitukn 6e3nexku |Control (C) yIP P ’ AOTh 1P
KOH(IrypyBaHHSI Ta JOCTYIy B OpraHi3ariii.
Cranpgaptu CVSS Control (C) Odimiitna MiXKHapOJHA METOOJIOTS KIIbKICHOTO OLIIHIOBaHHS
ontro : .
v3.1 TSYKKOCTI YPa3IUBOCTEH.
3a/aHi 4acoBi iIHTEPBAIH JJIsI aBTOMATUYHOTO Ta IIUKIIYHOTO
Poskinan ckanyBanb |Control (C) . .
3aITyCKY MPOIIECIB MEPEBIPKHU.
Kopnoparushi Control (C) HopmatuBHI BUMOTH 70 BepCiid ONepamiiiHuX CHCTEM, TPOTOKOJIIB
ontro N
CTaHJapTH mdpyBaHHs Ta aBTeHTUDiKaii.
Beb-¢dpeiimBopk  |[Mechanism| CepBepHa wactuHa cuctemH, 1mo oopooisie HTTP-3anutu, kepye
Flask M) 0a3010 JaHUX Ta 013HEC-JIOTIKOIO.
. Bizyansna low-code rutardopma mist opkecTpaitii mpoiieciB 300
OpxkectpaTtop Mechanism yATy dop P P P R P Y
naHux, iMiTaiii SNMP-onuTyBaHHs Ta aBTOMAaTH30BaHO1 nepeaadi
Node-RED (M) . .
koH(pirypariit o Flask API
CYBJI SQLit Mechanism| JlokanpHe pensiiitHe CXOBHUIIE I 30epeKEHHS TaHUX TIPO
ite . .
M) MPUCTPOi, KOH(DITYparlii Ta pU3UKH.
C N Mechanism| MepexeBa yTuiirta, 110 BUKOPUCTOBYETHCS /7151 aKTUBHOTO
kaHep Nma . e
P P M) BHSIBJICHHS TTOPTIB Ta aKTUBHUX CEPBICIB.
S . |Mechanism| IIporpamuuii iHTEpdhEic KIIEHTCHKOT YaCTUHU JUIS JUHAMIYHOT
bibmioreka Chart.js . Porp pd
M) Bi3yautizalii MeTpuK OE3MeKH.
AnminicTparop Mechanism| ITpodinbuuii paxiBers, Skuii iHIIII0€ Kepytoyi Jii Ta IHTEpIIpeTye
CUCTEMU M) OTpHUMaHi Pe3yJIbTaTH.

[To6ynoBana mozaens IDEF0 po3MexyBajia eTanmu >KUTTEBOTO ITUKIY OOPOOKH

JaHUX Y CUCTEMI, BU3HAUYMJIA KJIFOUOB1 MOJTYJI1, KEpYyIOUil BIUTUBY CTaHIApPTIB O€3MEKHU Ta

MeXaHi3MHU iX mporpaMHoi peanizaiii. OTpuMaHuii rinocapiii HOTOKiB popmye Oazuc amns
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JIETaJTLHOTO TPOEKTYBAaHHS JIOTIYHUX 3B'A3KiB Ta 1HGOpMAaIlIMHOrO OOMIHY Ha

HACTYIHUX €Tarax po3poOJIeHHs 1HPPACTPYKTYPH.

1.4 MoaeoBaHHS MOTOKIB JAHUX TA NMPOLECIB

1.4.1 KonrekcTHa giarpama ta nekomnosuuis DFD
Ha puc. 1.4 npencraBneHo KoHTEKCTHY Aiarpamy notokiB ganux (DFD Pisens 0,
Hotauis ['eitna-Capcona), sixka BuzHauae mexi [C Ta joriky ii iHdpopmaniiftHo1 B3aeMoii

13 30BHIIIIHIM CEPEIOBUIIIEM.

MepesxeBi IpHCTPOL

SNMP / Nmap aaHi

P0O: Cacrema
1HBeHTApH3allil Ta

OINIHKH PHIHKIB

3gitm (CSV/PDF) YnTaHHe faHnx
Ipacbiru JaillBeppya Cranysarns 36epeskeHs (Cohfigs, History)
llapameTpu ayauty (Devices, Risks, Vuins)
JSON: Kondirypauyit
Alert: KpuiuHi pHsmxm NpHCTPoiE

AmuiHicTpaTop Node-RED Arent: .
D1)

Pucynok 1.4 — DFD Piens 0 (KoHTekcTHa miarpama)

3a metonoorieto ['eitna-Capcona, apxiTeKTypa CHCTEMU Ha KOHTEKCTHOMY PiBHI
npenctaBiena nporecom PO «Cuctema iHBEHTapu3allii Ta OIIHKA PHU3UKIBY, KUK
B3a€MOJII€ 3 TAKUMH KOMIIOHEHTAMH:

—  MEpEeXKeBl MPUCTPOT — MepenaroTh BXiqHUM MoTik « SNMP / Nmap nani»;

— aJAMiHICTpaTOp — HaJCWIae «3amuT Ha CKaHyBaHH» i «[lapameTpu aynuty,
orpumye «3Bitu CSV/PDF», «I'padiku [Jambopay» Ta aneptu «Alert: Kpuruuni
PU3UKIY;

— Node-RED Arent — 3abe3neuye nepenauy nakeriB «JSON: Kongirypamii
[IPUCTPOIBY;

— cxoBue aanux (D1) — pemsiiina B/ 1iis ABoHanpaBieHOro oOMiHy JaHUMH

(3amuc Devices, Risks, Vulns; untanns Configs, History).
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Jns petanmizaliii MOTOKIB Ta BUSIBJCHHS TOYOK TpaHcdhopmallii JaHUX BUKOHAHO

nexomrosuiliro nporiecy PO Ha giarpamy nepiroro piBas (puc. 1.5).

Mepexesi
npucTpoi

SNMP/Nmap aaHi

P1
CKaHyBaHHs
Mepexi

e )

Cwvpi faHi ckaHyBaHHA

36ip AaHux

HopmanisosaHi paHi

P3
AHanis
pu3ukis

36epexxeHHs paHnx

OuiHKKN pusmkis
b1
SQLite B4

BpasnueocTi + CVSS & Davices

« Configs
* Vulns
* Risks

YuTaHHs paHux

P4
Bisyanizauisa
+ 3BiTn

pacikn/3BiTn

KopucTyBay
(Aaw6opa)

Pucynok 1.5 — DFD PiBens 1: ocHOBHI niporiecu 00poOKu 1aHux

Ha puc. 1.5 npeacraBneno aexkommnosuiiito DFD nepiioro piBHS, 0 MiCTHUTh
YOTHPH MOCIIIIOBHI Tinporecu o0pooku iHGopMallii:

1 P1 (CkanyBaHHS Mepex1) — ONUTYE MepexkeBl mpucTpoi uepe3 SNMP Ta
Nmap, hopmyroun NOTiK MEPBUHHUX JAHUX CKAHYBaHHS JIJIsl HACTYITHOTO €TaIly.

2 P2 (30upanHs Ta HOpMa3allis JaHUX) — CTPYKTYpy€ OTpUMaHi
KoH(pirypaiiii, mepejae HOpMasi30BaH1 JIaHl 0 aHAJITUYHOTO MOJYJISI Ta 30epirae ix y
tabaunsax Devices 1 Configs cxoBuma D1 (SQLite BJT).

3 P3 (Amnani3 pu3ukiB) — nepeBipsie nmapaMmerpu 3a BOyJOBaHUMU TpaBHUIAMHU
Oesneku, oOuuciaoe Oanu ypasnuBocted 3a cranmaproM CVSS v3.1 Tta dikcye

pesyabtati y Tadauigx Vulns i Risks 6a3u nanux.
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4 P4 (Bizyamizamiss Ta ¢popMyBaHHS 3BITIB) — 34MTy€ icTopuuHi aadHi 3 DI,
IHTerpy€e MOTOYHI OIiHKM Bia P3 Ta Tpanchopmye ix y rpadiku 1 3BiTH I JaiOopry

KOpHUCTYyBaua.

1.4.2 liarpama BapianTiB Bukopuctanuss UML Use Case

Ha puc. 1.6 npencraBneHo miarpamy mpereaeHTIB, ska BU3HaYae GyHKIIOHATBHI
BuMoru 110 IC dyepe3 B3aeMOJiI0 aKTOPIB 13 BapiaHTaMW BUKOPUCTAHHS. Y CHCTEMIi
BUIUIEHO TpH podi: AjmiHicTpatop cucteMu (IHILMIIOE AayauT Ta Kepye
HanamtyBanHsaMu), Node-RED Agent (aBromatusye 36ip Tenemetpii) Ta Risk Engine
(anamizye kKoH(}Irypaiii 3a npaBuiamu i po3paxopye 6aau CVSS).

B T1abn. 1.4, 1.5 npexacraBineHo Aekuibka creHapiiB mis podoru IC: 3amyck

CKaHyBaHHS Ta OLlIHKA PHU3UKIB Ta €KCIOPT 3BITY PO BPA3IUBOCTI.

Ta6nus 1.4 — Cuenapiit UC-01: 3anmyck ckaHyBaHHS Ta OIlIHKa PU3UKIB

ITapamerp

. Onuc Ta yMOBM BUKOHAHHA
cleHapiw

InenTudikarop Ta

UC-01: 3anyck ckaHyBaHHS MEPEXi Ta OI[IHIOBAHHS PU3UKIB
Ha3Ba

['onoBHMii akTOop | AAMiHICTpaTOp CUCTEMU

AnMiHicTpaTop yCHilHO aBTeHTH(]iIKOBaHUH y cuctemi. MepexeBi mpucTpoi

[TepenymoBa .
JTOCTYTIHI JIJIs1 ONUTYBAaHHS Ta CKaHyBaHHS.

1 AnminicTpaTop iHILIIOE MPEUEACHT «3amyCTHUTH CKaHYBaHHA MEpexi». 2
Cucrema akTuBye po3mmpeHHs «HamamTyBaTtu mapamerpu CKaHyBaHHS». 3
Monyns Node-RED Agent Bukonye 30ip manux depe3 SNMP abo imitariiine

OcHOBHHI TTOTIK . ) . . .
mxepeno nanux. 4 Ilimcucrema Risk Engine ananizye koHiryparii MepexeBux

o1 . . .
IPUCTPOIB Ta BUKOHYE pO3paxyHOK Moka3HUkiB CVSS. 5 Otpumani pe3yiabTaTv
30epiratoTbest 'y cxoBumli ganux DI1. 6 Cucrema BimoOpaxae KOpPUCTYBauy|
IOTOYHUM CTaH BUKOHAHHSA Ta Pe3yJIbTATH OLIHIOBAHHS PU3UKIB.
. | 3a. SIkmo mepekeBuil mpUCTpiil HE BIANOBIAAE HA 3aMUT, CUCTEMA PEECTPYE
AnpTepHaTUBHUN . o .
. NOMMWJIKY B JKypHaJIi OJIIH Ta MPOJOBXKY€E OMUTYBaHHS HACTYITHOT'O IPUCTPOIO 3i
MOTIK

CITUCKY.

CdopmoBaHO akTyaJIbHUH peeCTp MEPEkKEBUX aKTHBIB. Y 0a3i JaHUX
IToctymoBa 30epexeHO pe3yIbTaTH aHali3y KOH}Irypariiii Ta po3paxoBani 6amu CVSS mis
BUSIBJICHUX BPa3JIMBOCTEH.

Xoua ocHOBHa Oi3HecC-JIOTIKa peani3oBaHa Yy CLEHapili CKaHyBaHHS, MAJs
BUKOHAHHS BHMOT JI0 3BITHOCTI HEOOXIHO MepeadadynTd OKPEeMHH TOTIK PoOOTH 3
Bi3yaumizalii ganux. Jletam 1poro moToKy, Mo BKiIOYae (hopmMyBaHHS (daiimy 3BITY Ta

Horo mepeaaudy aaMiHICTpaTopy, HaBeneHo B Tabmuui 1.5 (cuenapiit UC-02).
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Tabnuus 1.5 — Cuenapiii npeuenenty UC-02: Ilepernsn peectpy Ta €KCIOPT

3BITY
IHapamer
pamerp Omnnc Ta yMOBH BUKOHAHHS
clueHapiio
[nentudikarop ta . ..
HI;.BBa ¢ P13 15c-02: [lepernsan peectpy NpuCTPOiB Ta EKCIIOPT 3BITIB

["onoBHUIA akTOp |AIMIHICTPATOP CUCTEMH

Y cxoBumii nanux D1 HasBHI pe3ynbTaTH MOMEPEIHIX CKaHyBaHb, aHAJI3Y

[IepenymoBa . " . .
KOH(]Iryparliif Ta OIiHIOBaHHS PU3UKIB.

1. AaminicTpaTop iHimitoe npeneneHT «lleperissHyTi peectp mpucTpoiny. 2.
Cuctema 3uutye aani 31 cxoBuia D1 ta BimoOpakae ix y BeO-iHTepdeiici. 3.
OcHoBHUII TOTIK  [AQMiHICTpaTOp aHai3ye iH(OpMAIIiIo PO MEPEKEBl MPUCTPOI, BPA3IUBOCTI Ta
moaii piBHI pu3uKy. 4. 3a MOTPeOM KOPUCTYBAU aKTUBYE Jit0 «EKCIIOpTYBaTH 3BIT
CSV/PDF». 5. Moayns Flask dhopmye 3BiT y BuUOpanomy (gopmarti Ta iHimiroe Horo
3aBaHTAKEHHS HA KOMITIOTEp KOPHCTYBaya.

4a. Y pa3i IOMUIJIKM CTBOPEHHS a00 3amucy (aiiay cucrema noBioMIISE PO
BIJICYTHICTb TIpaB JOCTYITy UM BHYTPIIIHIH 3011 Ta IPOMOHYE MOBTOPUTH OIEPAIit0
EKCIIOPTY.

ANIbTEpHATUBHUN
MOTIK

KopuctyBau otpuman cpopmMoBaHmii JOKyMeHT y hopmarti .csv abo .pdf, mo
MICTUTD aKTyaJibHY 1H(OpPMAIIi0 PO CTaH MEPEIKEBUX aKTHUBIB, BUSBIICHI
BPA3JIMBOCTI Ta pe3yIbTaTH OLIHIOBAHHS PU3UKIB iH(pOpMaIliiiHO-
TEJICKOMYHIKAIITHOT CUCTEMH.

[ToctymoBa

1.4.3 Anroput™m pyHKIiOHYBAHHA AHAJITUYHOTO MOIYJISI

Jns mpakTU4HOI pearizallii po3poOJeHUX MPEeIeeHTIB Ta MPOIIECiB JiarpaMu
MOTOKIB AaHuX, aHamiTHIHE sA71po [C (MOmynh OIIHIOBAHHS ypa3IMBOCTEH) (YHKIIIOHYE
32 YITKO PEriaMeHTOBAHUM alIropuTMOM. [1oCiIOBHICTh BUKOHAHHS TE€XHOJOTTYHUX
oreparliif, JIOTiKa TPUHHATTS pPIIIEHh Ta B3aEMOJIA 3 O0'€KTaMH CXOBHIIA JaHUX
npejcTaBiieHl Ha puc. 1.6.

[Tpomec anamizy koHbIrypaiiif Ta OOYMCICHHS MOKA3HUKIB O€3MEKN CKIIAA€ThCS
3 TaKUX MOCII0BHUX €TaIllB:

1. Inimiam3amis ta napcusr (kpoku 1.0 — 1.1): Ha OCHOBI KOHIENTYaIbHUX
CYTHOCTEH TIPUCTPOIB Ta KOHQIrypaliii CcUcTeMa 34YUTyE TMOTOYHI TapameTpu
MEpPEXKEeBOroBy3Ja. Jlani BUKOHY€ThCS aBTOMATU30BaHU M TAPCUHT BIAKPUTHX MEPEKEBUX
MOPTIB Ta 3aITHUX MPOTOKOJIIB IPUKIATHOTO PIBHS.

2. [TepeBipka mpaBun Oe3meku (Kpok 1.2): 3a JOMOMOTOIO JIOTIYHOTO
posraiyxeHHs: Tury BukiodHoro «ABO» (XOR) 3miiiCHIOETBCS — KOHTPOJIb

1H(pacTPYKTYpH Ha BIAMOBIIHICTh YOTUPHOM 0A30BUM KPUTEPISIM 3aXUILIEHOCTI.
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?

devices, configurations == 1.0 OTpumaTi KoHdIrypauio NpUcTpoo

| 1.1 NapcuHr BigKpUTMX NOPTIB Ta NPOTOKONIB
¥ moeu: l l
* Nopt 23 BigkpuTo?
* SNMP v1/v2? o
- HTTP 6ea TLS? 1.2 XOR: Nepesipka npaeun beanexn
* FTP sigkpuTo?
ERD: vulnerabilities
Hi Tak
¢ Nopywexnsa ¢
3apeplunT aHani3 NpUCTpoK vulnerabilities ———- 1.3 flopaTi Bpa3NMeicTe 3 CVSS-0anom
1.4 AND: NiacymosysaHHa CVSS Ganis
risk_scores ———=- 1.5 Po3paxyHOK CEpeaHbOro pU3nKy
risk_scores (ENUM) ——=4 1.6 Knacudikauin 3a pisHamu (C/H/M/L)
| wulnerabilities ™—| 1.7 FeHepauia TEKCTOBMX PexoMeHAa Ll
scan_history ——- 1.8 36epexeHHs 8 B[]
Referent OBJECT { 1.9 NOTE: @opmaT CVSS v3.1
j T
(@)

N

Pucynok 1.6 — Jloriuna cxema MmoToKy poOiT aHaTITHYHOTO MOAYJIS « AHATI3

PHU3UKIB»

[lepeBipii mijyIsAraroTh: HasBHICTH BIAKpUTOTO TOpTy 23 (mportokon Telnet),
BUKOPHUCTAHHS 3acTapiiux Ta BpasznuBux Bepcii SNMP vl1/v2, mepemaua HTTP-
Tpadiky 6e3 mudpysanns TLS, a Takox akTUBHICTh He3axuIeHoro cepicy FTP;

3. O6poOka BUsiBIEHUX JE(DEKTIB:

~  SIKIIO MOPYIIIEHb MOJITUK O0€3MEeKN HE BUSBICHO — aHATITUIHUM ITAKIT JJIST
MOTOYHOT'O IPUCTPOIO 3aBEPIIYETHCS;

- sKmo 3a¢ikcoBaHO Xo4ya O OJHY HEBIAMOBIAHICTH — aKTUBYETHCA KPOK
1.3, saxuit peectpye nedext Oe3meKkd y TaONHIll ypa3IuBOCTEH 13 MPHUCBOEHHSIM
BiMOBiTHOTO O6a30Boro Oana. Jloriune o0'eqnanns «I» (AND) Ha kpori 1.4 3a6e3neuye
MiJICYMOBYBaHHS MOKA3HUKIB 3a BCiMa 3HAICHUMU Je(eKTaMu HaJlallTyBaHb;

4. Pospaxynok metrpuk Ta knacudikaiis (kpoku 1.5 — 1.6): Ha OCHOBI
arperoBaHux MaHUX Yy TaONHI risk scores OOUMCIIOETHCS 1HTETPAIbHUIA MOKA3HUK
CepeIHbOr0 pHU3UKY g By3na. OTpuMaHe YHCIOBE 3HAYCHHS AaBTOMATHYHO
KIAacU(IKYEThCS 32 KaTEropiaJibHUMU PIBHSAMH KPUTHYHOCTI CTaHAAPTY: KPUTHUHUN

(Critical), Bucokmii (High), cepenniit (Medium) abo auzbkuii (Low).
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5. I'eneparnis pekomenaamiii ta dikcamis pe3yiabrariB (kpoku 1.7 — 1.9):
MOJYJIb CITIBCTABJISIE BUSIBJICH] IeeKTH 3 0a3010 3HaHb Ta (PopMye IJIsI aiMiHICTpaTOpa
TEKCTOBI 1HCTPYKIIi MO0 YCyHEHHs BpasnuBocTe. DiHaimbHI pe3yiabTaTd pa3oMm i3
YacOBOIO MITKOIO TIEPEBIPKH 3alUCYIOThCSI B ICTOPIIO CKaHyBaHb. HopmaTHBHY
BIJIMOBIAHICTh PO3PAaxXyHKIB Ta CTPYKTYpPY BHUXIIHHUX JaHUX Ha KOXHOMY €Tarll
peryiaMeHTye 00'e€KT-oCHIanHs MikHapoaHoro ctanaapty CVSS v3.1.

Y nmanomy po3gim  kBamiikaiiiHOi POOOTH BUKOHAHO TIOBHUM  ITHKJI
MePEANMPOEKTHOTO 00CcTeKeHH Ta (pyHKITIoOHaTEHOTO MoAemoBanHs [C iHBeHTapH3altii
Ta OI[IHKKH PHU3MKIB MepexkeBoi 1HPpacTpykrypu. Ha ocCHOBI aHami3zy mnpeamMeTHOl
obyiacTi OOIPYHTOBAHO aKTyalbHICTH po3pobsieHHs IC iHBEeHTapu3alli MepeKeBUX
aKTUBIB Ta aBTOMAaTH30BAaHOTO OIIIHIOBAaHHS pH3UKIB. JIOCHIIHKEHHS CYy4acHOTO
KibepcepeaoBHIIa MoKasao, o pydHe BeeHHs TexHIyHuX nacnopTiB IC ta TpuBanmii
yac pearyBaHHs Ha ypa3iuBOCTI (MOHaA 15 AHIB) CTBOPIOIOTH OMepaliiHi 0ap'epu, ki
noTpeOyIOTh aBTOMATH3allli MPOLIECiB KOHTPOJIIO KOH(ITypaliil.

[IpoBeneno aHami3 iCHYIOUMX KOMEPIIIMHHUX Ta open-source aHajoriB (Zabbix,
SolarWinds NCM, Tenable Nessus). BctaHoBieHo, 110 O0/IHE 3 HAsSBHUX PIlLIEHb HE
No€aHY€e OE3KOIITOBHY MOJYJIbHY apXIiTeKTypy 13 BOyJAOBaHMM MaTeMaTHUYHUM
anapatom po3paxyHky 6aniB CVSS v3.1 Ta iHCTpyMeHTaMH Bi3yallbHOI OpKeCTpallii, 10
MOBHICTIO MIATBEPIKYE TOIUIBHICTH CTBOPEHHS BIIACHOTO MPOTPAMHOTO MPOIYKTY.

3a JI0MOMOTOI0 METOOJOTii CTPYKTYPHO-(QYHKI[IOHATFHOTO MO/JICTFOBAHHS
IDEFO dopmamizoBano Mexi mnpoektoBanoi IC, BU3HA4Y€HO Kepyrodi BIUIUBHU
Jep>KaBHUX 1 MDKHAPOJHUX CTAaHJAPTIB, @ TAaKOXX IPOTPaMHO-TEXHIYHI MeXaHI3MHU
peanizamii cuctemu. [loOynoBano nmiarpamu moTokiB jgaHux DFD (koHTeKCTHY Ta
nepiioro piBHsA) y Hotarii ['eiina-CapcoHa, 1o J03BOJIMJIO JAETali3yBaTH KOHBEEP
0o0poOku iHGopMalii BiJ TEPBUHHOTO CKAaHYBaHHS Mepexki 70 HaNOBHEHHS
pensaniiinoro cxosuina SQLite.

Onucano (QyHKIIOHAIbHI BHMOTH /O CHUCTEMH 3 TMO3UIII KOpPUCTyBauya 3a
noromoroto UML-piarpamu mpenenentiB. Po3pobieno Ta ¢opmanizoBaHo JIOTIYHY
CXeMy TOTOKYy pOOIT aHaJITUYHOTO MOJYJs, IO OMHCYE MOKPOKOBUN alrOpUTM
MApCUHTY BIIKPUTHUX MOPTIB, MEPEBIPKU MpaBMi Oe3meKku, po3paxyHky metpuk CVSS
v3.1 Ta reHepailii TEKCTOBUX pPEKOMEHAAIIN JIJIs aJAMiHICTpaTopa, o GopMye CTIHKUI

TEOPETUYHUN 0a3uc JIsl OJAJIBIIOr0 apXITEKTYPHOTO MPOEKTYBAHHS CUCTEMH.
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2 MPOEKTYBAHHS IHOOPMAIIMHOI CUCTEMHA

2.1 ApxirekTypa iHpopManiitHOI cuCTEeMHU

[TpoexToBana iHpopMaliiiHa cucTeMa IHBEHTapu3alii Ta aHanizy KoHQIryparii
MEpEeXEBUX NPHUCTPOIiB IMOOyJI0BaHA HAa OCHOBI TPHUPIBHEBOI KIIEHT-CEPBEPHOT
apxiTektypu. Takuii miaxij 3a0e3nedye 4iTKe po3MeKyBaHHS BIJIMOBIAATBHOCTI Mixk
KOMITOHEHTAaMH Ta HE3aJICKHICTh PIBHIB OOpPOOKH TaHUX.

[lepiuii piBeHb — piBEHb 300py JaHUX — peasii3oBaHo Ha 0a3i maTdopmu Node-
RED. Ileii koMnoHEHT BUKOHYE (PyHKIIIi OpKecTpaTopa: iHILIIO€ TUIaHOBI abo py4Hi
CKaHyBaHHA Mepexi, imiTye SNMP-onuTyBaHHS MeEpeXeBUX MPUCTPOIB, 30Hpae
koHpirypamiiiHi nani ta nepenae ix go Flask API y ¢opmati JSON. Bukopucranas
Node-RED sk okpemoro piBHsS Aa€ 3MOry 3aMiHIOBaTH JKepesia JaHUX (HalpHUKIal,
MEePEXOIUTH BiJ] IMITaIll] 10 peaabHoro npoTokony SNMP) 6e3 BHeceHHsI 3MiH J10 KOy
OexeHy.

Hpyruii piBeHb — piBeHb OOpOOKM Ta 30epiraHHs — peasi30BaHO Ha OCHOBI
BeO(PpeiimBopky Flask (MmoBa mporpamyBanns Python). Lleti piBenb mictuth: REST API
g npuiiomy nanux Big Node-RED, monyne ominku pusukiB 6esneku (risk engine),
MOYJIb MEPEKEBOI0 CKaHyBaHHA (scanner), a Takoxk ORM-piBeHp goctymy 10 6a3u
nanux SQLite 3a nonmomoroto iHCTpyMeHTapito SQLAlchemy. Flask-6ekenn 06po6isie
BX1JIHI JIaHl, 3alyCcKae aHami3 KoHGIrypailii 3riiHo 3 BICbMOMa MpaBUJIaMU O€3MeKH Ta
30epirae pe3yabTaTy B pelisiiiHii 6a3i nanux [23].

Tperiii piBeHb — pIBEHb MPEACTABICHHS — peaii30BaHo Y BUTJISA1 BeOiHTEpdeiicy
Ha ocHoBI1 TexHoJorit HTMLS, Bootstrap 5 Ta 6i16miotexu Chart.js. [nrepdeiic mictutpb
iHopMartiiiny nanenb (mamodopa) 3 rpadikaMu, PEECTp MPHUCTPOIB 13 MOXKIMBICTIO
¢iapTpalii, CTOpIHKU JIeTanbHO1 1H(OpMaLii PO IPUCTPOI 3 TEPETIKOM Bpa3IMBOCTEH
Ta peKOMEHAIlISIMH, a TAaKOXK (PYHKIIIF0 eKcropTy 3BITIB y ¢popmaTtax CSV ta PDF [24,
25].

VY tabnumi 2.1 HaBeneHO 6a30B1 KOMIOHEHTH apXIiTEKTYPH PO3pPOOTIEHOT CHCTEMHU.
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Tabmui 2.1 — KOMIIOHEHTH apXITEKTypH CUCTEMU

PiBenn TexHoJoris BinnoBigajabpHicTh

30ip maHUX Node-RED Opxkectpartis  mpomeciB, imitamis  SNMP,
nepeaaya gaHux 10 API

O6poOka / 30epiranns | Flask, SQLAlchemy, | Peamizamis REST API, ananiz 0e3nexkoBux
SQLite PU3UKIB, 30epeKEeHHS TaHUX

[pencrasnenns nanux | HTMLS, Bootstrap 5, | Bisyamizamist (mambopn, peectp, ¢GopmMyBaHHS
Chart.js 3BITIB)

B3aemoziss MiXK piBHSIMU 3[1ACHIOETHCS 32 JIOMOMOTOI0 apXiTEKTYPHOTO CTUIIIO
REST API: Node-RED nancunae POST-3amutu Ha eHanoinT /api/devices/import, a
crnemianizoBana Bkiaaka Dashboard y Node-RED onutye enanointu /devices/api/list ta
/api/risks/summary 3 iHTepBasiom y 10 cexyna. Joctynm mo BeGinTepdeiicy, sSKuii
obcnyroByethbest cepBepoM Flask, 3aificHIoeThCsa Ge3nocepeHbO uepe3 BebOpaysep 3a
aapecoro http://localhost:5000.

OnurcaHa apxITEKTypHa CXeMa IOBHICTIO BIJINOBIJIA€ TMPUHIUITY PO3IJICHHS
BiAnoBiganbHOCTI (Separation of Concerns) i1 3a0e3nedye MOXKJIUBICTh HE3aJIEKHOTO
MaciTadyBaHHS Ta MOAM(IKallii KOXKHOTO 3 piBHIB 0€3 BIUIMBY Ha 1HII KOMIIOHEHTH

CHCTCMU.

2.2 Moaejb JaHUX CHCTEMH

[TpoexToBaHy MOJENb JAHUX CUCTEMH PO3POOJIEHO BIAMOBIAHO 10 MPUHIUIIB
HOpMaumi3arii pensmiiHux 0a3 gaHux. basa ganux SQLite MicTuTh M'ATH
B3a€MOIIOB'SI3aHUX TAOIMIlh, 10 3a0€3MeUyI0Th 30epeKeHHs iHhopMallii MPOo MepeKeBi
npucTpoi, ixHi KoHQIiryparii, BHUSBJICHI Bpa3JIMBOCTI Ta 3arajbHl pe3yJIbTaTH
ckanyBaHb. UML-miarpamy kjaciB MoJieni JaHUX HaBEJIEHO Ha pUCYHKY 2.1.

[lentpanbHOorO cyTHICTIO Mojaenm € kiac Device, sikuii 30epirae peectp
MepexeBuX NpucTpoiB. KoxkeH 3amuc MICTUTh yHiKanbHUM igeHTudikarop (id), IP-
anpecy, MAC-aapecy, wMepexeBe iMm's xocta (hostname), Tunmn HOPHUCTPOIO
(MappyTH3aTOp, KOMYTaTOp TOIIO), HAa3BY BEHIO0pA, JIaHl PO OMepalliiiHy CUCTeMY,
nepesik BIAKPUTUX MOPTIB, MOTOYHHUM CTATyC Ta YacOB1 MITKHU MEPIIOTO W OCTAHHBOTO

BUSBIICHHS IPUCTPOIO B MEPEKI.
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Device
o intid
o string ip_address
@ string mac_address
o string hostname
o string device _type
o string vendor
o string os_info
o string open_ports
o string status
o datetime first seen

1 | © datetime last_seen

o add_device()
o update_status()
o get_details()

5
1

# has [ r contains ‘A assessed
0/ \
0. s =) 0. g
s Vulnerability A 1 ScanHistory
. Configuration . o intid RiskScore o intid
o intid o int device_id >y int id o string scan_id
o int device_id o string vuln_name y int device_id o string subnet
o text config_data o string description float score o int devices_found
o datetime timestamp o string severity ) string risk_level o int new_devices
o string backup_path o string cvss_score » datetime calculated_at o string status

o string recommendation o datetime started_at

| o save_config() @ calculate_score() datetime completed_at

o get_history() 7= identify_vulns() . o classify_risk() |
| ® compare_wversions() o calculate_cvss() e get_summary() o log_scan()
o get_recommendations() ) | @ get_history()

Pucynok 2.1 — liarpama kiaciB MOZ€Ji JAHUX CUCTEMHU

I3 cyrHicTio Device 3a 101OMOTor0 30BHIIIHIX KIIHOYIB MOB'SA3aHI TPU 3aJICHKHI
Ta0IHII, 10 Peai3yloTh 3B'I3KH TUITY «OAUH-A0-0aratbox» (1 mo 0..%):

1 tabnuns Configuration 30epirae 3HIMKHA KOHITypauiiHuX (ailiiB NpucTpoiB
13 TPUB'SI3KOI0 JO0 4YacoBOi MITKM (timestamp), 110 J1a€ 3MOT'y BIJCTEKYyBaTH Ta
MOPI1BHIOBATH 3MIHU KOH(DITypaIliii y 4aci 3a TOMOMOTOI0 BIJMIOBITHUX METO/IIB KJIACY;

2 tabmuusa Vulnerability mictuth iH(OpMAaLI0 MPO BUSABICHI Ha MPHUCTPOSIX
BpA3JIMBOCTI 3 JETAIbHUM OIKMCOM, PIBHEM CEPHO3HOCTI, OLIHKOI 3a mKaiow CVSS
Ta TEKCTOBUMH PEKOMEH/IALIISIMU 00 1X YCYHEHHS.

3 rtabnuis RiskScore ¢ikcye po3paxoBani MOayIeM aHali3y piBHI 0€3MEKOBUX
PU3UKIB U1l KOXKHOTO OKPEMOTO MPHUCTPOIO 13 3a3HAYEHHSM YHUCJIOBOrO Oaiy Ta
kateropii Heoesneku (Critical/High/Medium/Low).

OxpeMrM KOMMIOHEHTOM Mojeni € tabmuis ScanHistory, sika QyHKITIOHY€E sIK
CUCTEMHMI >XypHall yCiX NpOBEICHHX Ceciii ckaHyBaHHS Mepexi. BoHa ¢ikcye
1I€HTU(IKATOp CKaHyBaHHSA, MEX1 CKAaHOBAHOI IMIJIMEPEXi, 3arajibHy KUIbKICTb
BUSBJICHMX Ta HOBHMX IMPHUCTPOiB, MOTOYHUHN CTATyC oOmepallii, a TaKOX TOYHHM 4Yac
MOYaTKY ¥ 3aBepILIEHHS NPOLECY ONMUTYBaHHS.

JleTanpHu#l ONMUC MPU3HAYEHHS Ta CTPYKTYpH OCHOBHUX TaOiuIlb 0a3u NaHUX

HaBeIeHO B Ta0ml 2.2.
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Ta6nuig 2.2 — CTpyKTypa OCHOBHUX TaOJMIlL Oa3u JaHUX

Taoauus Kuarouosi mosst IIpu3HaveHHst
Device id, ip_address, mac_address, hostname, Benenns neHTpanizoBaHOTO
device type, vendor, os_info, peeCTpy BUSIBICHUX MEPEKEBUX
open_ports, status, first_seen, last seen | mpucTpois
Configuration id, device _id, config_data, timestamp, 30epiraHHs pe3epBHUX KOMiil Ta
backup path KOH(]ITypamiitHuX 3HIMKIB
IIPUCTPOIB
Vulnerability id, device id, vuln_name, description, ®dikcallisi BUSIBICHHUX
severity, cvss_score, recommendation ypa3nuBOCTEH Ta PopMyBaHHS
PEKOMEHAAIIN 010 X YCYHEHHS
RiskScore id, device_1id, score, risk _level, 30epiraHHs pe3ynbTaTiB
calculated at 00YHrCIeHHS TOTOYHUX PIBHIB
0€3MeKOBUX PU3HUKIB
ScanHistory id, scan_id, subnet, devices found, JloryBaHHs ceciif CKaHyBaHHS Ta
new_devices, status, started_at, BEJICHHSI 3aTaJIbHOTO KypHAITY
completed at ormeparii

Tabmumi Configuration, Vulnerability ta RiskScore mos'szani 3 06a3oBoro

cyTHicTIO Device BiTHOCMHaAMU «OJIMH-10-0aratbox» 4epes3 30BHilIHIN Ki1tou device 1d.
Ile no3Bosie 30epiraTu peTPOCIEKTUBHY 1CTOPit0 KOHPIrypalii Ta TMHAMIKY PU3UKIB
JUTSI KOYKHOTO BY3J1a MEPEXKi, 1110 He0OX1THO I TPOBEACHHS ayauTy Oe3neku. Tadmuiis
ScanHistory € aBTOHOMHOIO Ta arperye 3arajbHy CTaTHUCTHKY CECiii ONMUTYBaHHS
iIMEpeK.

Bubip CKBJl SQLite 06ymMoBIeHHI BiACYTHICTIO TOTPeOU B OKPEMOMY CEpBeEDI,
OCKITbKM 0a3a maHWX 30epiraeThcs y eauHomy (aitmi inventory.db. Bomxouac
BukopuctanHs ORM-¢peiimBopky SQLAlchemy i3o0mt0€ JoTiKy JojaTka  Bif
cnetudiku CKBJ[. Ile 3abesnedye wmacmTabOBaHICTh CUCTEMH Ta MOXKJIUBICTh
nepexoy Ha notysxHiil pimenHs (PostgreSQL, MySQL) uuisixom 3MiHH JIUIIE psIKa

3'€THAHHS.

2.3 AsropuTm OUiHKYM PU3HKIB 0e3neKun

AJITOpPUTM OIIIHKK O€3MEKOBUX PHU3UKIB PEai30BaHO B MPOTPAMHOMY MOYJI1
risk engine.py. [lOCHTIIOBHICTP HOTO BHWKOHaHHS BimoOpaxeHo Ha UML-nmiarpami

nismbHOCTI (puc. 2.2). IIporiec aHammizy CKIaIa€eThCs 3 TPhOX MOCIIIOBHUX (a3.
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Pucynoxk 2.2 — Jliarpama JisJIbHOCTI aJICOPUTMY OLIIHKH PU3UKIB O€3MEKU
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Ha mepuriii ¢a3zi anroput™m oTpumye KoH(pirypauiiHi mapaMmeTpu MPUCTPOIO 3

0a3u 1aHUX 1 BUKOHY€E MapCUHT NEPENKY BIAKPUTUX MOPTIB Ta MEPEKEBUX MPOTOKOJIB

(30kpema ssh_enabled, telnet enabled, snmp version To1110).
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Ha npyriii ¢asi 311iCHIOETRCS MTepeBipKa MpaBmil 0e3neku (Ha puc. 2.2 HaBeAeHO
qoTupu 0a30Bi KpUTEPii: BHUKOPUCTAHHS He3axuIeHUX mpoTokoisiB Telnet, SNMP
vl/v2c, HTTP ta FTP). IlepeBipka mpaBun BiOyBa€ThCS HE3AJIEHKHO: BHUSIBICHHS
OJIHOTO TOPYIICHHS HE 3yNUHSE aHalli3 1HIMX. Y pa3l HEeBIAMOBITHOCTI KPUTEPIIO
0e3MeKu 10 CIIUCKY BPa3IMBOCTEN MPUCTPOIO JOIAE€THCS 3amuc 13 iKCOBAaHUM 0ajioM 3a
mkanorw CVSS.

Ha Tpetiii ¢a3i oOYHCTIOEThCS 3arajlbHUM TMOKa3HUK PHUBHKY SK CEepeHE
3HadueHHs HakommueHux OanmiB CVSS. Orpumanuii pe3yiabTaT TOPIBHIOETHCA 3
MOPOTrOBMMHM 3HAUYCHHSMHU i Kiacudikarii piBHs 3arposu: Critical (Bix 9,0 1o 10,0
6aimig), High (8ix 7,0 no 8,9 6anis), Medium (Bix 4,0 mo 6,9 6ani) abo Low (mente 4,0
6amiB). Ilicia mpOro Uil KOXKHOI BPa3iMBOCTI (POPMYIOTHCS TEKCTOBI pEKOMEHallii
o0 1l yCyHeHHs, a (iHaJIbHI JaHi EeKCHOPTYIOThca y Tabnuil Vulnerability ta
RiskScore.

JletanpHUM TEpeNTiK yCiX BOCBMM MPaBUJ OIIHKM PU3HUKIB, iXHI KpUTEpii Ta

ianosigai CVSS-0anu HaBeaeHo B a0 2.3.

Ta6nus 2.3 — IlpaBuna orinku pusukiB Ta CVSS-6anu

Ban PiBensb
Ne IIpaBuio 6e3nexn CVSS sarposn
1 | Buxopucranns Telnet 3amicte SSH (mmopt 23) 7,5 Bucokuit
2 | Buxopucranss 3actapimx Bepciid mporokony SNMP vi/v2e 6e3 | 6,5 Cepenniii
muQpyBaHHS
3 | Ilepenaua manux wuepes HTTP (mopr 80) 3a BigcyrHocTi | 5,0 Cepenniit
mudppyBanas HTTPS
4 | BuxkopucTtaHHs HE3aXMIIEHOTO MpOTOoKoay mepenaui aitmie FTP | 6,0 Cepenniii
(mopt 21)
5 | HasBHICTh BIIKPUTHX TOPTIB BigganeHoro kepyBanHs (Winbox | 7,0 Bucokuit

8291, RDP 3389)

6 | BukopucTaHHs CTaHZApTHUX YU CIAOKHUX CTPOK aBTeHTUdikauii | 5,5 Cepenniit
SNMP (public/private)

7 | BusaBnenns 3actrapinux Bepciit omepariitnux cuctem (Cisco IOS | 6,5 Cepenniii
12.x, RouterOS < 7.x)

8 | BiacytHicTh 000B'sI3K0BOi aBTeHTH(]iKalii HA KPUTHYHO BaKnuBuX | 8,0 Bucoxkunii
cepBicax
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Kimto4oBo0  0COONMMBICTIO PO3POOJICHOTO aNTOPUTMY € HAKOMUYyBAJIbHUN
XapaKTep OIIHIOBAHHS: KOKHE HOBE BHSIBIICHE MOPYIICHHS 30UIBIIYE TiACYMKOBUN
IHTerpajIbHUN Oa pU3UKY MEPEKEBOT0 MPUCTPOr0. Takui miaxXia 103BOJISIE 00'€KTUBHO
B1IOOpa3UTH pealbHUM CTaH 3axUIIEHOCTI 1HOPACTPYKTYpHU: MPUCTPIH 13 KiJIbKOMa
BPa3JIMBOCTAMHU CEPEAHBOTO PIBHS KPUTHUHOCTI CTAHOBUTH 3HAUYHO OUIBIITY 3arpo3y AJIs
MEpexi, HK BY30J 3 OJHHUM aHAJIOTIYHUM JedeKkToM Oe3nekd. 3a3HaueHa MOJEIb
arperyBaHHsl PU3MKIB TOBHICTIO BIAMOBIA€ METOMOJOTI] PUBHK-MEHEHKMEHTY

iHpopMariiHOT Oe3neku, periaMeHToBaHiil MikHapogHuMm crangaptom [SO/IEC
27005.

2.4 Jliarpama BapianTiB Bukopucranus (Use Case Diagram)

dynkuioHanbHi BUMOr# 70 IC iHBeHTapH3allii 3 TOYKH 30py B3a€MO/I1T 30BHIIIIHIX

CYTHOCTEH omnrcano 3a gornoMororo UML-niarpamMu BapiaHTiB BUKOpUCTaHHS (puc. 2.3).

Cuncrema iHBeHTapn3auii mMepe>xeBnx NpUcTpoie

 MepernAHy TH iCTOPRi0 CKaHyBaHL
_ < 3anycTuTu cKaHyBaHHA Mepexi )

,
n F}_’:’:—:)‘VBVI.,D,KIDMTM aneTani anCTpOt{z Pl

'
L

P 7
- N ‘—%—"‘"\-\b L -
AgpminicTpaTop cucTemn iy - i
7 EKkcnopTyBsaTu 38iT CSW/PDF
e —————
extend
N A

- i‘lsperﬂﬂnyru peecTp NPUCTPOoIB

i (HanawTyBaTyu NapaMerpy ckaHyBaHHsA )

A ( BisyanisysaTtu craTtyc D
& /_f_——>7 A=A I
. —

/
include | T~o T
) ™ 36upaTu aani vepes SNMP/imiTauio )

] —— e

Node-RED Agent i e S
“Haacunatu aami Ao Flask API

K \ —

f C OTPUMYBaTH 3BeAEeHHA PU3UKIB )

( Tenepysatu pexomenpauii )

t
i
.
R /
il / —y

i ————————————— 1> AHani3yBaTtu koHdirypauii 3a npaEunaMn:

Risk. Engine\ T

\\-\*”_,,,,ﬂ —

[ ‘_'Pnspaxosysaru CVSS—scoré

Pucynok 2.3 — Jliarpama BapiaHTiB BUKOPUCTAHHS CUCTEMH 1HBEHTapU3allii
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AnMiHICTpaTOp CUCTEMH 0€3MOCePeTHBO B3aEMOJIIE 3 TAKUMHU MPEIEACHTAMH, SIK
Meperyisi icTopii CKaHyBaHb, 1HIIIAMI3allis CKaHyBaHHS MEpexi, podoTa 3 peecTpoM
NPUCTPOIB, HAJNAIITYBAaHHS MapaMmeTpiB (PYHKLIIOHYBaHHS Ta MOHITOPUHT CTaTyCy
cuctemu. bazoBwii BapiaHT BuKOpucTaHHS «lleperissHyTH peecTp TPUCTPOIB»
MOB'SI3aHUN BITHOIIEHHSM pO3IMUpeHHs (extend) 13 mpeteieHToM «EKCIopTyBaTH 3BIT
CSV/PDF», mo Bka3dye Ha OMNI[iOHAJIbHY MOXJIMBICTh BUBAHTAXXCHHS 3BITHUX
JIOKYMEHTIB.

Arenr Node-RED Agent BukoHye aBTomMaTH30BaHi (PoHOBI QyHKIi: 30ip
KoHpIrypamiiHux 1aHux yepe3 npotokona SNMP (abo 3a qonmomMororo MoayJss iMitariii),
nepenady chopmoBanux naketiB 10 Flask API, onutyBanHs eHANOIHTIB 151 OTPUMAaHHS
3B€JIeHb MPO PHU3MKHU Ta Bi3yalli3allil0 MOTOYHOTO CTaHy IPOIECIB Ha 1HTErpOBaHIN
rpadiuniii manem Dashboard.

Monyns Risk Engine ¢onOBO 3a0e3medye noriky mepeBipku KoH]irypariiii 3a
npaBuwiaMu Oesneku, po3paxyHok OamiB CVSS Tta dopmyBaHHS peKOMEHAIliN.
[IpeneaeHT «3amyCTUTH CKaHYBaHHS MEPEXi» MOB'SI3aHUN BIJHOIICHHSM BKIIFOUCHHS
(include) 13 mpeueaeHToM «AHani3zyBatu KOH(Iryparlii 3a npaBuiamMmuy. Lle BimoOpakae
OOOB'SI3KOBHIA  aBTOMAaTHYHHMI 3aMyCK aHAIITHYHOTO MOAYJS TICHs KOXKHOTO

3aBEpPUICHOT0 IUKITY 300py MEpEexKEeBUX JaHHX.

2.5 Jliarpama nmocJjignoBHocTi (Sequence Diagram)

Sequence Diagram (puc. 2.4) omnmcye JIuHaAMi4HY IIOBEIIHKY CHUCTEMH Ta
B3a€MO/III0 1l KOMIOHEHTIB Y Yaci Ha MPUKJIAJi CLIEHAPII0 PYYHOTO 3aIlyCKy CKaHyBaHHS
MEpexi, IKUW € OCHOBHUM (PYHKIIIOHAJIBHUM MPOLIECOM CHCTEMHU.

Cuenapiii moyumHaeTbesl 3 NI KOPUCTyBaua, SKUW 1HIIIOE KoMaHAy «PyuHumii
3aIyCcK cKaHyBaHHs» uepe3 BeOinTepdeiic miargopmu Node-RED (kpok 1). Kepyrounii
noTik Node-RED Flow ¢dikcye nmorouny 4acoBy MITKY ¥ yHIKaJIbHUN 11€HTUDIKATOP
cecii (Kpok 2), micisg 4YOro 3aBaHTaXye KOH(IrypamiiHi mapameTpu NPUCTPOIB 3
iMiTamiifHoTo cxoBuia (mock-cepepa) abo 3a JOIMOMOTOI PEATLHOTO OMUTYBAHHS

yepe3 SNMP (kpok 3). ChopmoBanuii maket nanux y dopmari JSON HajcumaeTbes 3a
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nonomororo POST-3anuty Ha enamnoinT /api/devices/import BeOGcepBepa Flask API

(kpok 4).

e Diagram: C il pyuHoro

Flask API | SQLite
| /scan endpoint Database | | Risk Engine ‘

KopucTyBad
(Beb-iHTepdeiic)

Node-RED
Flow

1 Hatuckae \"PysHuii 3amyck ckarysanns\"

2 BcTaHoBMTM timestamp
3 3aBaHTaxWTW KoHirypauii npucTpole (mock) i

a POST /api/devices/import
(JSON 3 5 nprcTposMn)

5 Baninauis naHnx

6 INSERT INTO devices

7 5 3anucis gogaro

8 3anycx avanisy pusnkis

9 MNepeeipka 8 npaenn Geznekun

10 Pospaxyrok CVSS scores

11 12 BpasnusocTei snsBneHo

12 INSERT wulnerabilities & risks _|

13 36epexetio

14 {status: \"ok\", imported: 5}

15 GET /api/risks/summary

| 16 SELECT risk summary

17 {critical: 3, high: 1}

18 JSON summai ry

19 Ananis 3se, ReHHs pusukie

20 Onoenenta fawsopay (10 cek)

Node-RED Flask API
Flow /scan endpoint

KopucTysay
(Be6-iHTepdeiic)

SQlite Risk Engine ‘

Database

Pucynok 2.4 — Jliarpama mociiIoBHOCTI CIIEHAPi0 PyYHOTO CKaHYBaHHS MEpexi

IaTepdeiic Flask API 3aiiicHIoe Baminaiiro OTpuMaHoi CTPYKTYPH JaHUX (KPOK 5)
Ta 1HIIIIOE 3aIUC BIAOMOCTEH Mpo mpucTpoi 10 6a3u nannx SQLite 3a momomororo SQL-
3anuty INSERT INTO devices (kpoku 6 — 7). Onpasy mniciis 30epeKeHHsI 3anuciB y 0a3i
JaHUX aBTOMATUYHO TPHUTEPYEThCS TMPOLIEC OLIHKH OE3MEKOBUX PU3BHKIB 4epes
anamtauHuid Moaynb Risk Engine (kpok 8). Monyne mociijioBHO mniepeBipsie (aiinu
KoH(pirypamiii Ha BiNOBIIHICTH BIChMOM MpaBuiaM Oe3neku (Kpok 9), po3paxoBye
6anmu 3a mkanoro CVSS (kpok 10) Ta moBepTae CTPyKTypOBaHUI CHHCOK BHUSBICHHX
nedexriB koHpirypartii (kpok 11).

Beb6dpeitmBopk Flask 30epirae iHdopmarito mpo 3HaHAEHI BpPa3IUBOCTI Ta
oOuHMClieHl PiBHI PU3UKY Yy BIAMOBIAHUX TaOmuIsx Oa3zu nanux Vulnerability ta
RiskScore (kpoku 12 — 13), micns yoro Haacwiae kinieHTy Node-RED HTTP-BianoBias
13 MATBEPKEHHSIM YCIIITHOTO IMIOPTY (KpOK 14).

[Ticns orpumanusa miaTBepkeHHs Node-RED Flow aBTromaTnyHo Hajcuiae

GET-3anut Ha eHanoiHT /api/risks/summary s OTpUMaHHs aKTyajdbHOI aHaJTITHKU
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(kpok 15). Flask API BukoHye BUOIpKY 3BEE€HOT CTATUCTUKH 3 0a3u JaHuX (Kpoku 16—
17) 1 moBeprae JSON-makeT 13 posmozaiioM piBHIB 3arpo3 (kpok 16—18). Cuenapiit
3aBepmIyeThcsi 00poOkoro 3BeneHHs Ha crtopoHi Node-RED Ta aBTomaTmunmm
OHOBJICHHSIM rpadiyHoro aamoopay KopucryBaua (kpoku 19 — 20).

PosrasiHyTa moCiIOBHICTh B3a€EMOII HAOYHO JIEMOHCTPYE KITFOYOBI MepeBaru
0o0paHOTO0  apXITEKTypHOTO  pIIIEHHSA: YITKUM KOHBEEPHMM  PO3MOAUT  30H
BIJIMOBIAAIBHOCTI M1 MOAYJISIMH 300py, OOpOoOKM W aHamizy, a TaKOX TapaHTOBaHE
ABTOMATUYHE TPHUTEePYBaHHS OIIIHKH DPH3UKIB O€3MeKu Oe3mocepeHh0 B MOMEHT

OHOBIICHHS PEECTPY MEPEXKEBUX MPUCTPOIB.

2.6 IIpoexryBanus mapupyTiB Ta REST API cucremu

[Tporpamuuit inTepdeiic REST API € mnentpamsHuM By3JI0M B3aeMOmii Mixk
ABTOHOMHMMH KOMIIOHEHTAMH CHCTEMH. IOT0O CIIPOEKTOBAHO BiMOBIIHO 10 6a30BHX
npuHIUMmB apxitekrypHoro ctuiato REST: Bukopucranns crangaptHux HTTP-
METO/IIB, BIJCYTHICTh 30€pEKEHHS CTaHy cecii Ha CTOpPOHI cepBepa, 3aCTOCYBaHHS
dbopmaty JSON ny1s1 0OMiHY JaHUMM Ta BUKOPUCTAHHS ceMaHTU4YHO 3po3yminux URI-
aapec st ineHTudikamii pecypcis.

VY tabnuui 2.4 HaBeAEHO MOBHY cHenudikaiiio BeOMapuIpyTiB Ta €HJAMOIHTIB

nmporpaMHoro iHTepdency po3po0eHOi CUCTEMU.

Ta6nus 2.4 — Crnenudikaliisi BeOMapIIpyTiB Ta €HAMOIHTIB CUCTEMHU

Meton Mapupyrt DyHKIIOHATBHUIT OIIUC pecypcey Tun Bignosini
HTTP (eHaMOiHT)
GET / ['onoBHa cropinka iHpopMariitnoi mnaneni | 200 HTML
(mamb6opn)
GET /devices/ BeGcropinka 3 peectpom  MepexeBux | 200 HTML
MIPUCTPOIB
GET /devices/{id} Cropiaka gerampHUX  Bigomocteir  mpo | 200 HTML
MIPUCTPIN Ta BPA3JIMBOCTI
GET /devices/api/list OtpumaHHs CTPYKTYPOBAHOTO cnucky | 200 JSON
TIPHUCTPOIB
POST /api/scan [nimiamizanmis Ta 3amyck ckanyBaHHs 3amaHoi | 200 JSON
T IMEpexi
POST /api/devices/import | IMmopT kKoHbIrypamiiaux nanux npuctpois 3 | 200 JSON
Node-RED
Apk.

3mH.

ApPK.

Ne dokym.

Midnuc

[lama

KBP.ICT - 07.00.00.000 II3

36




[Tponorxenus Tabdmuii 2.4

Meton Mapupyrt DyHKIIOHATBHUI OIUC pecypcey Tun
HTTP (eHaMOiHT) BianoBizgi
GET /api/scan/history OTpumaHHA KypHaITy IPOBEIECHUX CEeCiid 200 JSON
CKaHYBaHHS
GET /api/risks OTpuMaHHS MOBHOTO MEPETIKY 3HAWICHUX 200 JSON
ypa3inuBOCTEN
GET /api/risks/summary OTtpumaHHA 3BeJIeHOI CTaTUCTUKM pu3KKiB 32 | 200 JSON
PIBHSIMU KPUTHUYHOCTI
POST /api/risks/{id}/resolve | {id}/resolve3mina craTycy BUSIBIECHO] 200 JSON
BPa3JIMBOCTI HA «BUPIIICHOY
GET /reports/csv ExcniopT Ta 3aBaHTa)keHHs peectpy npuctpois | 200 CSV
y ¢dopmari CSV
GET /reports/pdf ['eneparrist Ta 3aBaHTAXKEHHS aHATITHYHOTO 200 PDF
3BiTY ¥ hopmati PDF

KirouoBuM iHTEpdericoM B3aemoii as iHTerpaiii 3 mwiatdopmoro Node-RED e
eganoiatr POST /api/devices/import. Bin mnpuiimae JSON-makeT, 1o MICTUTh
imeHTudikaTop JKepena JaHUX Ta MacuB 00'€KTIB devices, KOXKEH 3 SIKHMX OIHUCYE
MOBHUM HaOIp TeXHIYHUX aTpuOyTiB npuctporo. [Ipu orpumanni 3anurty Flask-Gexken
BUKOHY€ KOMOIHOBaHy OIEpallil0 OHOBJIEHHS a00 M0/laBaHHs 3amHCIB (upsert): SIKIIO
npucTpiit 13 Takor IP-agpecoro Bxke 3apeecTpoBaHui y 0a3l JaHUX, HOTO MapameTpu
aKTyai3yIOThCA, 1HAKIIE — CTBOPIOETHCS HOBUH 3amuc. [licns ycminrHoro 30epexeHHs
TpaH3akKIlii aBTOMATHMYHO BHKJIUKAEThCA TMPOTpaMHUN Moaydb risk engine s
nepepaxyHky OesnexkoBux pusukiB. HTTP-iamoBiab cepBepa MICTUTh CTaTyC
BHUKOHAHHS OTeparliii Ta KUIbKICTh IMIOPTOBAHUX 00'€KTIB.

Ennnoint GET /api/risks/summary BukopuctoByeThcss motokom Node-RED
Flow nnsa Ge3nepepBHOTO MOHITOPHHTY CTaHY 3aXHINEHOCTI iHGpacTpykTypu. CepBep
nmoBepTae arperoBaHi AaHi y ¢opmari {"critical": 3, "high": 1, "medium": 0, "low": 1,
"total vulnerabilities": 12}. Ha ocHoBi 1mux BimoMocteir Node-RED aunamiuHO
OHOBJIIOE KOJIpHY IHIUKALlI0 CTaHIB BY3JIB Ha rpadiuHiii maHenl KOpHCTyBaya Ta
nyOJIr0€ KpUTHUYHI CIIOBIIIEHHS B CUCTEMHY TTaHeJb HallarokeHHs (debug-nanens).

VY nanomy po3aini BUKOHAHO MOBHE npoekTyBaHHs [C iHBeHTapu3allii Ta aHaII3y
KOH(Irypalii MepexeBuX MPHUCTPOiB, Y pe3yibTaTi YOro OTPUMAHO TaKi HAYyKOBO-

TEeXHIYHI pe3yJIbTaTH:
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1. OOGrpyHTOBaHO TPUPIBHEBY KIIIEHT-CEPBEPHY apXITEKTYpy: PiBEHb 300py
nanux (Node-RED), 06po6ku Ta 36epiranns (Flask, SQLite), mpencrasnenns (HTMLS,
Bootstrap 5, Chart.js). 3abe3neueno He3alIeKHICTh PIBHIB Ta MOXJIUBICTh MO (IKALIii
OKPEMHUX KOMITOHEHTIB.

2. CHpoeKkTOBaHO HOpPMAi30BaHy peNLIHY MOJENb JaHHUX, fKa
CKJIaJIa€ThCs 3 I'ATHU B3aeMOIIOB'si3aHuX Taduik (Device, Configuration, Vulnerability,
RiskScore, ScanHistory). [lana cTpykTypa 3abe3rneuye 30epeXeHHs IUTICHOCTI
iHpopMallli, HAKONIMYEHHSI PETPOCTIEKTUBHOI 1CTOPil 3MIH Ta MOBHOLIHHY HIATPUMKY
MPOIIECIB aAyIUTY OC3IMEKHU.

3. [TobynoBano miarpamu motokiB ganux (DFD) piBaiB 1 Ta 2, sxi
dhopmanizyroTh MapipyTu o0poOKu iHpopMallii Ta JOTIKy B3a€MO/IIT MiACUCTEM.

4. Po3po061eHo KyMyJISTUBHUN alrOPUTM OLIHKUA PU3MKIB HA OCHOB1 BOCHBMU
mpaBun  Oesmekn  (CVSS  v3.1) 13  4YOTHPUPIBHEBOIO  IIKAJIOK  3arpos
(Critical/High/Medium/Low). Jloriky anroputmy nojano y Burisai UML-giarpamu
TISUTBHOCTI.

5. CropoekroBano cneuudikaiito intepdeiicy REST API, skxa mictuth
JIBaHAIATh EHJIOIHTIB Ta 3a0e3rnedye CTaHIapTU30BaHy O€3JI1KOBY B3a€EMOIII0 MiXK
KOMITIOHEHTaMHU CUCTEMH, a TAKOK O€3MpoOIeMHy 1IHTErpallilo 3 areHTOM 300py JTaHUX.

6. Po3pob6aeno noriuny ctpykrypy notokiB Node-RED Flow, sika MicTUTh
TpY (PYHKIIOHAJIbHI BKJIAJIKU: 301p KOHQIrypamiiHuX aHuX, MJAHOBE aBTOMATHYHE
CKaHyBaHHsS Mepexi Ta Oe3nepepBHUII MOHITOPUHT CTaHy Oe3neku 1HQPacTPyKTypH B
PEXKUMI peaJIbHOTO Yacy 3 KOJIPHOK 1HIUKAIIIEI0 PIBHIB 3aIPO3H.

[TpuiiHATI y pO3A111 MPOEKTHI PILICHHS MOBHICTIO 320€3M€4yI0Th BAKOHAHHSI BCIX
chopMynboBaHuX y mepmomy po3auti ¢pynkuionansaux sumor (FR-01 — FR-08) Tta
CTBOPIOIOTh HAJIHYy KOHCTPYKTHBHY OCHOBY JJIsi MPOTPAMHOI peaji3allii CHCTEeMH,

OTIHC SIKOT HAaBEJIEHO B PO3.IiJi 3.
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3 PEAJII3BAIIISI TA TECTYBAHHSA IHOOPMAIIHHOI CUCTEMHU
3.1 CTpyKTypa NporpaMHoro Koay cCucreMu

[Iporpamuy  peamizamito  iHpOpMaliiHOI  CHUCTEMH  BHUKOHAHO  MOBOIO
nporpamyBanHs Python 3.11 3 Bukopucranusm wmikpodperimBopky Flask 3.0. B
apXiTeKTypli OEKeHay 3acTOCOBaHO I1abJioH TpoekTyBaHHS «®Ddabpuka g07aTKIBY
(Application Factory). KmrouoBa ¢ynkiis create app() y Moxmyni app/ init  .py
JUHAMIYHO CTBOpIOE Ta KoH(pirypye exzemiuisip Flask-gonmatka, peectpye 13071b0BaHi
KOMITOHEHTH MapiipyTu3alii (OJr0NpUHTH) Ta 1HIIIATI3YE TIariHi PO3LUIUPEHb.

@ailnoBy CTPYKTYpy TIPOEKTY OpraHi3oBaHO 3a MPHUHIUIIOM PO3IUICHHSA
BinoBiganbHOCTI (Separation of Concerns): KO)KeH IporpaMHU MOAYJIb BIJTIOBIIA€ 32
YITKO BU3HAUYEHUH CEpBiC CUCTEMH. 3arajoM apxitekrypa MictuTh 11 ocHoBHHX Python-
daitnie Ta 4 HTML-mabnonu npexactaBieHHs nanux. JletanpHuii omuc (daitinoBoi

CTPYKTYpPH Ta MPU3HAUYECHHS] KOMIIOHEHTIB HaBeJieHO B Tabmui 3.1.

Tabnuug 3.1 — daiinoBa CTpyKTypa NpOrpaMHOTO KOy CUCTEMHU

Hlnsx xo gaiiny DyHKIiOHAJIbHE TPU3HAYEHHS Kuarwouosi kiacu Ta
MPOEKTY MOYJIs Metoau / MapmpyTu
run.py Touka BXOy [UIs 3aIlyCKY app.run(),aKTHBAaLis
BeOcepBepa Flask debug-pexumy
init_db.py Ckpunr inimiamizanii B/] ta create_tables(),
TECTOBOTO HAITOBHEHHSI seed devices()
app/__init__.py Kondirypariitna ¢padpuka Flask- create app(),
J0J1aTKa db.init_app()
app/models.py Onnc ORM-mopeneit 6a3u 1aHUX Knacu: Device,
SQLAIlchemy Configuration,
Vulnerability,
RiskScore, ScanHistory
app/risk_engine.py [Iporpamuunii MOIYyJIb OI[IHKH Mertonu:
OE3MEeKOBUX PU3HKIB analyze device(),
calculate risk score()
app/scanner.py Monynb iMiTaniHOTO Ta MepekeBoro | Metoau scan_network(),
CKaHYBaHHS mock scan()
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ITponorxenus Tabmui 3.1

Hlnsx xo gainy
NMPOEKTY

DOyHKIiOHAJIbHE TPU3HAYEHHS
MOIYJIst

Kurouosi ki1acu ta
Metoau / MapmipyTu

app/routes/main.py

KoHTposep ronoBHOT CTOpIHKH
iH(MOopMaIiHO1T TaHe i

GET/

app/routes/devices.py

MapuipyT BEECHHS pEECTPY

GET /devices/, GET

MIPUCTPOIB /devices/{id}, GET
/devices/api/list
app/routes/scan.py API-eHanoOiHTH KepyBaHHS POST /api/scan, POST
CKaHYBaHHSM Ta IMIIOPTY /api/devices/import
app/routes/risks.py risks.pyAPI-enanoinTy aHamiTHKY Ta GET /api/risks, GET
00pOoOKH PU3UKIB /api/risks/summary,
POST
/api/risks/{id}/resolve
app/routes/reports.py MapmipyTu resepartiii eKCopTHHX GET /reports/csv, GET
3BITIB /reports/pdf
templates/base.html basoBuii kapkac inTepdeiicy (madnon) | Posmitka Bootstrap 5,
0iuHa MaHeb, MEHIO
templates/dashboard.h | dashboard.htmlBi3yanbue IaTerpanis Chart.js,
tml BiJoOpaxkeHHs TpadikiB Ta 3arajibHi METPHUKH

CTaTUCTHUKH

templates/devices.html

devices.htmllaTepdetic
IHTEPAaKTUBHOT'O PEECTPY MPHUCTPOIB

Tabnuus ganux,
GbiIbTpH COPTYBAaHHS

templates/device detai
Lhtml

BinoGpakeHHsI neTaqbHUX KapT
Bpa3JINBOCTEH

Kaptku nedexrib, 6amu
CVSS, pexomennaiii

Buxopucranns

CHUCTeMH  OJIIONPUHTIB

mapmipyt  Flask 3a QyHKIIOHANTBHIME — JOMEHAMH,

PO3pOOKY, TECTYBaHHS Ta MacCIITA00BaHICTh M1JCUCTEM.

(Blueprints) mo3Bosnsie

3a0e3neyyoun

rpynyBaTu

130JIbOBaHy

[lepsunne posropranHsi bJl 3miiicHioeThCs KOMaHmo0 python init db.py, sika

CTBOPIOE JIOKaJIbHMM (haiin inventory.db 1 HAMOBHIOE HOTO TECTOBUMU NMPOPLIAMHU I'ITH

MPUCTPOIB 13 PI3HUM PIBHEM 3aXHIEHOCTI (puc. 3.1):

- nBa kputuuHi By3nu (Cisco router 1 Cisco switch 13 mporokonamu Telnet Ta

SNMP v1);
- onauH 13 BucokuM pusukom (Windows Server i3 Bigkputumu noprtamu FTP Ta
RDP);
APK.
KBP.ICT - 07.00.00.000 I13
3umH. | Apk. Ne dokym. Midnuc ydama 40




{wenv) PS5 C:\ =\ ComputerLandinetwork_inventory_system:> python init_db.py

w) — pusmk: critical (18.8)
— pusme: critical (18.8)
— pusukk: high (

— pusukK: low (@

.1.18 (mik k-ap) — pusmk: critical (9.4)

% roTosa: 5 npucTpois, 3 CKaHW
n run.py

Pucynok 3.1 — Pe3ynbpTat BUKOHAHHSI CKPUNTY 1HILIATI3a1li Ta IEPBUHHOTO

HAMOBHEHHSA 043U JIaHUX

- oawH 13 HM3bKUM pusukoM (Ubuntu Server i3 kopekTHO HanmamToBanumu SSH
ta HTTPS);
—  oauH 13 kputuaHUM pu3nkoM (MikroTik 13 noctynaum HTTP ta cranmaptHuM

SNMP public community).

3.2 PeaJizanisi MOAYJisl OIHKH PU3MKIB 0e3MeKn

[Iporpamuuit Mmoxyinb risk _engine.py € HeHTpaIbHUM aHATITHYHUM KOMIOHEHTOM
CUCTeMHM, SIKUM 3a0e3leuye BHKOHAHHS AaJlTOPUTMY BHSBJICHHS BpPa3lMBOCTEH Ta
KOMIJIEKCHOI ~ OIIHKK  OE€3MEeKOBUX PH3UKIB. Y  MOJyJi peai30BaHO  BICIM
JeTepMIHOBAaHUX MPaBUJI MEPEBIPKU KOHPITYpaIliitHUX (aililiB, KOXKHE 3 AKUX BIAMOBIIa€
KOHKpPETHOMY eeKTy Oe3rneku 3 (HiIKCOBaHUM 0anoMm 3a MiKHAapOoAHOO mikano CVSS
v3.1.

3.2.1 ®yukuis analyze device()

['onoBHa ¢yHKIIA aHami3ly OpUiiMae K BXIJHUM mapameTp OO0'€KT Mojedni
NPUCTPOIO, 1HIIIIOE TOCHIJIOBHUM 3aIllyCK IHCHEKI[IHHUX TMpaBUJ Ta IOBEpPTaE
CTPYKTYpOBaHHI CIHCOK BUABJICHUX ypasznuBocTell. [loBHY nmporpamuy peanizaiiito i€l
¢bynkuii HaBeaeHo B Jloxatky b.

[IpencraBieHuii aJropuT™M JEMOHCTPYE ACTEPMIHOBAHMHN MiAXiA 10 aHai3y
MepexeBux By3idiB. [Ipomemypa iHcmekiii omepye Sk SBHUMH OyJIeBUMHU O3HAKAMU

koH(pirypamii (Hanpukian, device.telnet enabled), Tak 1 Henpsamumu dakTopamu,

APK.
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OTPUMaHUMH [UISIXOM TOTNEePEeIHHOTO0 MApPCHHTY W Bamijainii MacuBy BIIKPHUTHX
MEpPEeKEBUX MOPTIB MPUCTPOIO (Open_ports).

KoxHe 3 BocbMH TNpaBWi BHUKOHYETHCS HE3AJEKHO BiA IHIIMX, IO JO03BOJISE
BUSIBUTH MaKCHUMaJIbHUI CIIEKTp MpoOieM Oe3MeKu 3a OJUH UK aHallizy. Pe3ynpraTom
BUKOHAHHS (QYHKIT € TMHAMIYHUI MacUB CIIOBHHKIB, III0 MICTUTh Ha3BY BPA3JIUBOCTI, il
kareropito, Tounud 6anm CVSS v3.1 Ta 4YiTKy IHCTPYKIIIO (pEKOMEHJAIII0) s
CHUCTEMHOT0 aJMIHICTpaTopa 11040 ycyHeHHs naedekty. Lle cTBoproe iHpopmaliiiHmit
0a3uc A5 MOJajbIIOro arperyBaHHs JaHUX y OJ0LI PO3paxyHKy 1HTETpaIbHUX PU3HKIB

CHCTCMMU.

3.2.2 ®ynkuis calculate risk score()

[IporpamHa ¢yHKIis OOYMCIIEHHS PIBHS PU3UKY TPUHAMAaE MacUB BUSBJICHUX
nedeKTiB, a MOBepTae 1HTErpanbHUN Oan 1 kaTeropiro HeOesneku. [loBHY peanizaiiro
anropuTmy HaBeneHo B Jlomarky b.

MaremMatiyHa MOJAENb peaizye KyMYJSITUBHUN TPUHIUIT OI[IHIOBAaHHS 3
oOMexxeHHsIM MakcuMmyMy Ha piBHI 10,0 6amiB (3rimao 3 CVSS v3.1). Anroput™m coprye
BPa3JIMBOCTI 3a CHAJaHHSIM: HalOUIbIl HeOe3meuHuid 1eeKT BpaXOBY€EThCS MTOBHICTIO, a
BHECOK KO’KHOTO HACTYITHOTO MYJIbTUILTIKYEThCSI Ha MOHIKYBaNbHUN KoediwieHT (0,7).

3HIKEHHS MapriHAIBHOTO BIUTMBY JOJATKOBUX 3arpo3 BioOpaxkae JOTIKY pU3HK-
MEHEPKMEHTY: SIKIIIO BYy30J1 YK€ Ma€ KpUTUYHY BPa3IUuBICTh, 1HIII AS(EKTH MM ABUITYIOTh
3arajJbHUN PHU3WK 13 MEHIIOK MUTOMOK) Baror, OCKUIBKH KOMIIPOMETAIIiS TIPUCTPOIO
BHCOKOIMOBIpHA 3a nepiuM ¢GpakTopoM. Pe3ynbrar Ki1acupikyeThCs 3a YOTUPUPIBHEBOIO

IOKAJIOK Ta OKPYIJTIHOETHCS 10 ACCATUX.

3.3 PeaJiizanist MOLyJIsl CKAHYBAHHA Mepexi

[IporpamMHuii MOIynh scanner.py peaiidye JaBa peXuMH (YHKIIOHYBaHHS:
peaJlbHUN  MOHITOPUHT 1HQPACTPYKTypH 3a JOMOMOrol yTUITH Nmap Ta
JEMOHCTPAILIMHAA PEXUM 3 IMITAIIIMHUMU JaHWUMHU. Taka NIBOJIHIAHA apXiTEKTypa

JO3BOJISIE€ HOBHOHiHHO 3allyCKaTu CHCTEMY B 130JIbOBAHHX CEpCaoBHUILIAX oe3

APK.

KBP.ICT - 07.00.00.000 I13

42

3umH. | Apk. Ne dokym. Midnuc ydama




663HOCCpCIIHI>OFO AOCTYITY OO PCAJIBHOI'O MEPCIKEBOI'O 06H3,ZIH8.HHH, 10 € Ba’)KJIMBUM IJIA

HABYAJIbHUX Ta JEMOHCTPALIMHUX II1JICH.

3.3.1 Enanoint POST /api/scan

[Iporpamua sorika KepyBaHHsS TPOIIECOM CKaHyBaHHs iHTerpoBaHa B API-
MapHIpyT api_scan(), MOBHY peati3allito Koro HaBeneHo B JlogaTky b.

Merton npuiimae POST-3anmut 13 3a3Ha4€HHSM IUJILOBOI MiAMEpeXi Ta 1HIIIIE
o0'ext nmap.PortScanner() ans mpoBeneHHS MIBUAKOTO ping-cKaHyBaHHA (-sn -T4). Y
pa3l BUHUKHEHHS BHWKIIOYHOI CcHUTyalii (Hampukiajd, BIJACYTHOCTI BCTaHOBJIEHUX
CUCTeMHHUX O1HapHUX ¢ainiB Nmap, HeA0CTaTHIX MEpEKEBUX MPaB a00 MOMUIIKH ] 4ac
BUKOHAHHSI CKaHYBaHHS) CUCTEMa aBTOMAaTUYHO MEPEMUKAETHCS B PEXKUM E€MYJISIIT —
3aBAHTAXKYIOThCS 3a3/1aJieTi[b 3reHEPOBaH1 IMITallliHI JaH1 MPUCTPOIB, 10 3abe3rneuye
npane3aatHicte APl B TecToBUX Ta JeMOHCTpalliiHMX cepeloBHUIIaxX 0e3 pealbHOl
MepexeBoi 1HPPACTPYKTYPH.

[Ticast oTpumanHsa cnucky aktTuBHHX I[P-anpec anroputm iTepauiiHO mepeBipsie
iXHI0O HasgBHICTb y 0a3l ganux. JlJi1 HOBHUX MPHUCTPOIB BUKIMKAETHCA TMpoOLEIypa
NEPBUHHOTO aHajizy Ta 30epekeHHs, a JId BXKE 3apEECTPOBAHUX BY3JIB —
aKTyaJli3y€ThCsl YacOBa MITKa OCTAaHHBOTO BHUSIBICHHS. 3aBEpIIAILHUM €TAllOM € 3aIucC
pe3ynbTartiB cecli 10 kypHainy ScanHistory Ta MOBEpHEHHS KIIEHTY CTPYKTYpOBaHOI

JSON-BianOBIII 31 CTATUCTUKOIO CKAaHYBaHHSI.

3.3.2 Enanoint POST /api/devices/import (interpauis 3 Node-RED)

KirouoBum mporpamuum iHTepdeiicom st iHTerpanii 6ekeHay 3 miargopmoro
opkectpauii nanux Node-RED e API-enanoint /api/devices/import. Lled muisx
3abe3rneuye MPUHOM MacUBIB JJAHUX MPO BUSABIICHI IpUCTpoi y dhopmati JSON, BUKOHYE
aTOMapHy OTEpAIli0 CUHXPOHI3AIll (upsert) Ta aBTOMAaTUYHO 1HIIIIOE KOHBEEP OIIHKU
PU3UKIB 1711 KO’KHOTO 00'ekTa. [IoBHY mporpamMHy peatizaliito iboro MeToy KOHTposepa
HaBeneHo B Jlonatky b.

Ha nepiromy etami QpyHKIIis 341HCHIOE IEPBUHHY BaJliIallil0 CTPYKTYPH BX1IHOTO

JSON-makera Ha HasIBHICTh 000B'I3KOBOT0 MacuBy devices. Y pa3i yCIIIIHOI MEPEeBIPKU
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3aIyCKA€ThCS ITepaIlitHIi MK 0OOpPOOKH TaHWX KOXKHOTO MEpekeBoro By3ina. [lomryk
ICHYIOUMX 3amuciB y 0a3l JaHMX 3I1MCHIOETHCS 3a yHIKaldbHUM iHAekcoM IP-aapecw.
SK110 BY30J1 HE 3apEECTPOBAHO, CTBOPIOETHCS HOBUI ek3eMIUIsIp Moneni Device, iHakie
— 3a IONOMOTOI0 BOY/10BaHO1 (DyHKIIIT setattr() TMHaMIYHO OHOBIIIOKOTHCS HOTO aTpUOYTH
Ta aKTyali3yETHCS YaCOBA MITKA BUSIBICHHSI.

OcobOnuBicTIO peanmizanii € Oe3nmocepeqHs IHTErpaiis KOHBeepa IMIIOPTY 3
aHaJIITMYHUM MOJTyJieM Oe3reku: oapa3y micis ¢ikcarii Tpan3akiii B CKb/] mociigoBHO
BUKIIMKaIOThCs PyHKIIi analyze device() Ta calculate risk score(). BusBneni gedextu
KoH(piryparii Ta po3paxoBaHUN IHTETpabHUN Oayl PU3UKY KaCKaJHO 3alHMCYHOTHCS Y
3anekHl TaOJIMIl Yepe3 JOMOMDKHI Mpoueaypu 30epexkeHHs. MeTon 3aBepiryeThest

MOBEPHEHHIM KJIIEHTY CTATyCy oreparlii Ta KiJIbKOCTI YCIIIITHO 00pOOICHUX 3aIHCiB.
3.4 Peanizanis interpauii 3 Node-RED

IToroku xkepyBanHs Node-RED Flow opranizoBaHo y BHIJISII TPbOX

(GyHKIIIOHATBHUX BKJIA0K (puc. 3.2).

& G | @ localhost:18580/#flow/tab_network_inventary

<4 Node-RED

NelwolkJFventmy —36ip || Dashboard— Moitopus Schadules — Posknag

common iz Network inventory — 36ip aasee uepexs

Pyl senyeK exanyesiis & sim ieypauyi npu 11 (TERGE Tk

Cabopmysame HTTP sanum. -
IToSIGOMEHAR NPO yEni:. Yenw: L

mkcin KPOK 2— Mepedaia darux 30 Flask AP

Mepesipumu sidnosios AP/
‘‘‘‘‘‘

POST — Flask AP! Aimport

ko, OfipoGira momuKL Tomunwa.
Bilioside Flask AP| |~

GET /apiftisks/summary AHBNT3 38e0EHHR PUILITS idcymor pusitis

T KPOK 3 — SNMP onumysasns (cunymiuis)

Cumyrin SNMP-omumysaris (xow 30 cex Cumynsmop SNMP-gifnesidi SNMPdai |

Pucynok 3.2 — I'padiuna cxema nmotoky 300py naHux (Bkjiaaka Network

Inventory) y cepenoBumii Node-RED
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[InarpopmMa BHKOHYE pOJb 30BHINIHBOIO OpKECTpaTopa MpoleciB 300py,
arperyBaHHsi Ta Oe3lepepBHOrO MOHITOPUHTY MepekeBuX naHux. Kougiryparmiitna
CTPYKTypa TMOTOKIB 30epiraerbcs y cepiamizoBaHoMmy (aitni nodered flow.json Ta
iMropTyeTthes 10 cepeaoBuiia Node-RED 3a nornomororo BOy10BaHOTO IHCTPYMEHTAPI1O

IMIIOPTY JOKYMEHTIB [26].

3.4.1 Bkaaaka «Network Inventory — 30ip 1anux»

['onoBHa (pyHKITIOHAIEHA BKIJIAJIKA peai3y€e TMOCIIIOBHUAN JIAHITFOKOK 13 JIEB'SITH
noriuHux By3:iB: Inject — Function (dikcaiist vacoBoi miTku) — Function (popmyBanHs
koHirypamiii npuctpoiB) — HTTP Request (nancmnanns POST-3anuTy Ha eHAMOIHT
/import) — Function (Bamigamis pesynbTaTy BiamoBimi). IlapanensHo 3 11uM, 3
iHTepBasioM y 30 cexkyHa, IHIIIIOEThCS mpouenypa cumyisnii SNMP-onutyBaHHs
iHGpacTpyKTypH 3a JOMOMOIOI OKpeMoro By3na Inject, HamamToBaHOro Ha

nepioAnYHuM 3amyck (puc. 3.3).

KPOK 1 — Sanyc cranysains (snyy 860 53 posnadon)

Pva%é;gym i hicypaLi npu o LG g =

Capopuyssmu HTTP sanum
Tosidones Mpo yenix Yentr

KPOK 2 — Mepsdaa danur do Flask AP
TTepesipumy eidnosids API

POST — Rask AP fmport
Ofpofirs o Towturmes —
Gt sk A |

GET /apilisks/summery Ananiz seedens pUILNE Tcywon pusure |

KON 3— SNMP omuimysains (cusyriuis)

Cunyrmeg SNMP-ontmyeas (kawni 30 cex] | Cuuynamop SNMP-aidnosidr SNMPdeHi

(=] Pywmit sanycx cranysanna | @

Node njecl_manual_scan’

Type inject

Pucynok 3.3 — CtpykTypa NOTOKY iIHBEHTapH3allii Ta MeTajJaHi By3Ja

iHimiamizarnii ckanyBannas y Node-RED

Sk nokaszaHo Ha puc. 3.3, pyyHuil 3aIycK KOHBeepa 3a0€31ey€eThCsl JUCKPETHUM

By3JIoM Tully Inject 3 yHiKaJbHUM CUCTEMHHM ifeHTH(]ikaTopoM inject manual scan,
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IO J03BOJISIE BiOKPEMHUTH PY4YHI 3alUTH OINEpaTopa BiJl aBTOMATUYHUX TPHUTEPiB
TUTaHyBaJIBHUKAY.

KnrovoBuit  kepyroumit  By3oa  Function («3aBaHTaxuTud  KoOHiryparii
IPUCTPOIB») JMHAMIYHO TEHEPYE MACHB 13 N'ATU O0'€KTIB MPHUCTPOIB, IO MICTATH
MOBHUM HaOlp TEXHIYHMX aTpUOyTIB, HEOOXIAHUX JJiI KOPEKTHO1 OI[IHKH PH3HUKIB:
ip_address, mac_address, hostname, device type, vendor, os_info, open_ports, a Takox
OyneBi mpamopili aktuBaiii ciayk0 ssh enabled, telnet enabled, snmp community,
snmp_version, http enabled, https enabled Ta ftp enabled. 1Ii BimomMoCTI MOBHICTIO

IMITYIOTh TEKCTOB1 aiinu KoH(pIrypamiid peaJbHOro MepexeBoro o0JaJIHaHHS,

eKCcTIopToBaHi 13 cepenonuina mojentoBants Cisco Packet Tracer.

3.4.2 Bkaaaka «Scheduler — niiaHoBi ckaHyBaHHSD)

s BKkIIaAKa MICTUTB TPU BY3JIM THITY Inject 13 pi3HUMH HANTAIITYBAHHAMH YaCOBUX

TPUTEePiB:

1 paHKOBE CKaHyBaHHS — HAIAIITYBaHHS TUTAHyBallbHUKA cron: 0 8 * * * (moaHs

0 08:00);

2 BeuipHe ckaHyBaHHs (mapametpu cron: 0 20 * * * (mmoxans o 20:00);

3 mOroAMHHA NEpeBipKa JOCTYMHOCTI BY3IIiB MEpPEX1 — MOBTOPEHHS K0xH1 3600

CEKYHJI.

IMnynbcu Bil yCiX TphOX TPHUTEPIB HAMPABISIOTHCSA 10 CHIIBHOTO OOpPOOHHKA

Function, sxuii BUKOHY€ HACTYMHI 1ii:

1./lomae mo xoprucHoro HaBaHTaKeHHs (payload) mosne mkepena 3amury: source:
'nodered_schedule’'.

2. Jlonae mOTOYHY MITKY Yacy.

3. [Inimitoe aBromatnunuiit POST-3anmut 1o REST API Gexenay Ha eHamoiHT
/api/scan.

CxeMy B3aeMO/Iii HaBEJIEHO Ha PUCYHKY 3.4.
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Metwork Inventory — 3Gip o Dashboard — MosiTopiHr Scheduler — Posknag,

ASMOMBMUNH] 38MTBHOSSH CRAHYSEHHT

Paurose craHysar (08:00) &

BeuipHe cratysasHr (20:00) & TTO20MySamy MEHOSS CREHY! POST — Flask /apifscan (nnamd Obpobia pes # | Pesynbil e CRERY =

TMepesipxa Socmynrocmi (kooxHy 200uHy) &

Pucynok 3.4 — I'padpiuna cxema nijIcCHCTEMU aBTOMATUYHOTO TJIAHYBaHHS

ckanyBaHb (Bkiaaka Scheduler) y cepenosuii Node-RED

3.4.3 Bknagka «Dashboard — MoniTopunr»
Kepyrounii moTik 1€l BKIaAKH 3a0e3nedye MeploAWYHE  OMUTYBAHHS
iHpopmaniiinux enanoinTiB REST API. By3noBa cTpykTypa miicuicTeMyd MOHITOPUHTY B

pPEeXHMI pealbHOTO Yacy HaBe/leHa Ha PUCYHKY 3.5.

Mefwork Inventory — 3Gip 2. Dashboard — MosiTopanr

Live MoHImopLKHE CMaH) MeperT {oHoaneHHA xowH 10 cex)

GET /devices/spifist Cmamucmis npucmpok
Orosumu Sawdapd (koxai 10 cex) & 8 Moz 5 ==
Dashbosrt Live: =

GET /spiffisks/summary FisHi pusukie
B Critical:3 Hig

Pucynoxk 3.5 — I'padiuHa cxema miicCUCTEMHU MEePI0IUYHOTO OHOBJICHHSI METPHUK

oe3neku (Bkianka Dashboard — Monitopunr) y cepenosuiili Node-RED

Bxigauit By301 TNy Inject 13 mapaMeTpoM IUMKIIYHOTO MOBTOPEHHsS KOXHI 10
cekyHn mnapanenbHo iHimioe aBa HTTP Request 3amutu o Oexenpy: GET
/devices/api/list Ta GET /api/risks/summary. CrneunianizoBani (yHKIIi-00pOOHUKH
3MIMCHIOITh mapcuHr oTpuMmaHux JSON-BiAMoOBiEH, MiAPaxoBYIOTh JUHAMIYHY
KUIbKICTh aKTUBHUX BY3JI1B 1 KJIaCU(]PIKYIOTh 1X 32 pIBHEM 3arpo3H.

Oco0nuBicTIO peanizallii € aBTOMaTUYHa 3MiHA KOJIPHOTO CTAaTyCy BiIOOpaKeHHS
BY3JIIB TiJ] KOXHHUM OJIOKOM 3aJIe)KHO BiJ KPUTUYHOCTI BHSIBIECHUX Je(DEKTIB
KOHpiryparii:

~  3eJIeHH KOJIp 1IHIUKATOpa BCTAHOBIIIOETHCS 32 BIJICYTHOCTI MOPYIICHD;
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~ KOBTHHM KOJIIp CUTHAJI3Y€ TPO HASBHICTh BPA3JIMBOCTEH BHUCOKOTO DPIBHA
(High);
~ YEpPBOHMM KOJIIP aKTUBYEThCS Yy pasi (ikcaiii KPUTUYHUX 3arpo3, SK IIe
MPOAEMOHCTPOBAHO HA MPHUKJIA/ll MOTOYHOTO CTaHy CUCTEMHU Ha puc. 3.6.

Ha puc. 3.6 HaBeneno nanens HanaromxeHHs (debug panel) y cepenoBuii Node-
RED. Bona neMoHCTpy€e CUCTEMHI MOB1IOMJIEHHSI Ta O0OMIH CTpyKTypoBaHuMu JSON-
naketamMu Mk Node-RED Ta Flask API B peanbHoMy 4yaci (BUAHO BHKJIMKH 00'€KTiB

Dashboard Live, SNMP nani, po3noain pusukis critical: 3, high: 1... Tomo).

.  Cekvaagy & =y E L =¥

remceEreoar: e e 3

Pucynok 3.6 — Jlor BianarompxeHss iHQpopMaliifHUX MOTOKIB

y debug-naneni Node-RED
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3.5 Peaqizanist BeO-inTep@eiicy kopucryBaua

Bebiatepdeiic iHGopMaIiitHOT cHCTEeMH peai30BaHO y BUTIIAMI YOTHPHOX
B3aemonoB's3anux HTML-mabnonie Ha ocHOB1 ¢peliMBopky Bootstrap 5 13
posmupeHHsaM 610mioreku Chart.js ns rpadiyHoi Bizyanizalii aHATITUYHUX JaHUX. Y Cl
KOMITOHEHTH TPEJCTaBICHHS HACIIAYIOTh 3arajibHuil 0a30Buii MakeT base.html, skuii
MICTUTh YHI1()IKOBaHY O1YHY MaHeJb HaBIrallli, BEPXHIO MTaHENIb KEPYBAHHS 3aCTOCYHKOM

Ta T7100aJbH1 OJOKH MiJKIIOYEHHS CKPUIITIB 13 30BHIIIHIX MEPEX TIOCTABKU KOHTEHTY.

3.5.1 Jambopa (dashboard.html)

['osoBHA BEOCTOpIHKA CUCTEMHU BijoOpa)xae iIHTErpOBaHy aHAJIITUYHY CTATUCTHKY,
3rPyHoOBaHy y BUIJISAI YOTUPHOX 1HPOpMAIIHHUX KAPTOK-BIKETIB: 3arajibHa KUIbKICTh
MPOIHBEHTAPU30BAaHUX MPHUCTPOIB, KUIBKICTh aKTUBHUX BY3JIB Y MEPEKl Ha MOTOYHUIN
MOMEHT, KUJIbKICTh CHUCTEM 13 KPUTUYHUM PIBHEM OE€3MEKOBOI0 PU3HKY, a TAKOK CyMapHa

KUTBKICTh BUSIBJICHUX ypa3uBocTel KoHPiryparii (puc. 3.7, 3.8).

b,

5 3 1417

Paanoain 32 piauew piziky Tor npucTpoit 33 pusikoM

BLIE8L Rt 10
J WLiEhI2 " - w 100

192168110

w216313

8216814

Hypran cxasyeans

maruai

poooo0:

Pucynox 3.7 — I'omoBHa cTopinka iHGopMartiitHoi manesni (gamobop/)

BeOiHTEpdElicy cucTeMu

.

/]

Daw6opa ==
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| B8 | & | | & | @ Aswbopa — Netinventory X @ DB Browser for SQLite X | B Node-RED: Scheduler —Posknaa X | + - a v

J w1 it — W

192:168.110
19216813

19216814

11052026 1405 102.160.1.0/2 0 0 manusl

pogon:

11052026 1405 191681902 0 0 manual

H O Mm99 MO T dg e~ 4 =

Pucynok 3.8 — Jlamb6opa BebinTepdeicy cuctemMu

Hwxue iHpopmamiiHux kapTok posmimieHo kpyroBy Chart.js-giarpamy, 110
HAOYHO BIJIOOpaKae BIJCOTKOBUM Ta KIJIBKICHUM PO3MOAUT MEPEKEBUX MPUCTPOIB 3a
KaTEeTOpisIMU PU3HUKY 3 BUKOPUCTAHHSIM BiAMOBITHOTO KOJIPHOTO KOJTYBaHHS: YePBOHUN
koJip — Critical, momapanueBuit — High, xoBtuit — Medium, 3enenuit — Low.

Oxpim rpadikiB, mamodOpa MICTUTh IHTEPAKTHBHY TaOJUII0 OCTAHHIX CECii
MOHITOPHHTY 3 peJsiiiiHoro xypHaiy ScanHistory Ta nmepesiik NpucTpOiB 13 HAUBUIITUMU
pPO3paxOBaHMMH TIOKa3HUKaMU 3arpo3u Oesmeri. CHHXpOHI3aIisl Ta 3aBaHTaKEHHS
METPUK 3/IIHCHIOETHCS B ACHHXPOHHOMY pexuMi 3a gonomororo AJAX-3anuti 1o Flask-

API Ge3nocepesHLO B MOMEHT 1HiIiaJi3a1(li BEOCTOPIHKU y Opay3epi.

3.5.2 Peectp npuctpois (devices.html)

CropiHKa peecTpy BioOpakae MOBHUI CIIUCOK MEPEKEBHUX MPHUCTPOIB Y BUTIISII
Ta0NuIl 3 MATPUMKOIO (GUIBTpAIlii 32 TUIIOM MPUCTPOIO (pPOyTep, KOMYTaTOp, XOCT) Ta
piBHeM pusuky (Critical, High, Medium, Low) (puc. 3.9). KoxeHn psgox TaOmuir

3a0apBJICHUH BIAMOBIAHO 10 PIBHS pU3UKY Ta MICTUTD IMOCUJIAHHS HA CTOPIHKY JCTajeH.
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®dinpTpu pearnizoBaHi sk KHONKM Bootstrap 31 ctuimem badge, ski mpu HaTHCKaHHI
nepenaroTs napametpu 10 Flask mapmipyty uepes GET-3anur [23, 24].

- | | | - | & | @ pwcrpoi—Netinventory X | @) DB Browser for SQlite x| BB Node-RED :Scheduler— Posensa X | + - 8 x
BeHTapHWT peecTp npyCTpois [
¥ 3acrocyoan [

yyyyyy

router

18:14

@ m 9 e T dag s & > N B BT oy B

-

Pucynok 3.9 — BeOcTopiHka IHTEpaKTUBHOTO 1HBEHTAPHOTO PEECTPY MEPEIKEBUX

IPUCTPOiB y Opayzepi

Ha puc. 3.7 HaBeneHo peaiizallito iIHBEHTApHOTO PEECTPY B Opay3epi: MOIIYKOBUI
PAMIOK, BUIMAAa04l COUCKH (PUIBTpAIlii 32 pIBHEM PU3UKY Ta TUIIOM MPHUCTPOIO, a TAKOK
TOJIOBHY TaOJUII0 3 KOJIPHUMH 3HAYKaMU PIBHIB HeOe3neku (KPpUTUUYHUN, BUCOKHUH,
HU3BKHUI) Ta pO3paxoBaHUMU Oanamu iHTerpabHOrO pu3uky (10.0, 9.4, 8.2, 0.0).

Ak mpoeMOHCTpOBaHO Ha puc. 3.9, po3pobiieHnit 1HTepdeiic peecTpy yCHIIITHO
BioOpakae 3BeJEHI TEXHIYHI XapaKTepUCTHKU MPOIHBEHTapu30BaHUX BY3MiB: IP-
aZpecu, MEPEKeBl IMEHA XOCTIB, TUIU Ta BAPOOHUKIB 00JIaIHAHHS, BEPCli BCTAHOBJICHUX
omnepariitnux cuctem (3okpema Cisco I0S 15.2, RouterOS 7.1, Windows Server 2019
TOILI0) Ta MEPETIKU BIAKPUTUX MOPTIB KEPyBaHHS, 110 MIATBEPIKYE KOPEKTHICTH pOOOTH

ORM-piBHs noctyny 10 6a3u TaHUX.
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3.5.3 deraui npucrtporo (device detail.html)

BeOcTopinka neTanbHOrO aHaiily MNpU3HAYEHA JJI1 BIAOOpaXEHHS BUYEPITHOI
TEXHIYHOT Ta aHAIITUYHOI 1HQOpMaIll npo BUOpaHUNl MepexeBHil By3oi. [HTepdeiic
KapTKHU IPUCTPOIO aKyMYJTFO€ TpU OJIOKU JaHUX: 3arajbHi TeXHIYHI Xapakrepuctuku (IP-
ta MAC-agpecu, MepexxeBe iM'st XxocTa, Kareropis i BUpPOOHHMK OOJaJHaHHSA, BepcCis
orepariifHoi CUCTEMH), MOTOYH1 KOH(Iryparliiini napameTpu (MacuB BIAKPUTUX MOPTIB,
CTaTyC aKTHUBAIlli MPOTOKOJIB) Ta IHTErPAJIbHUN PiBEHb 0€3MEKOBOT0 PU3UKY 3 TOUYHUM
YUCJIOBUM 0aJIOM.

[leHTpanbHUM €JIEMEHTOM CTOPIHKM € TaOJuIsl BUSBICHHX YpPas3lIMBOCTEH
KoHOIrypamii. BoHa MICTUTh JeTepMiHOBaHI BIAOMOCTI MpPO KOXHY 3arposy:
inenTudikariiiny Ha3By geexTy, AeTaabHUi TEXHIYHUN OMUC, KATErOpil0 CepHO3HOCTI,
iHauBiAyaneHui Oanm 3a mkanoro CVSS v3.1 Ta MOKpOKOBYy peKOMEHAAIlI0 IIOA0
MPAKTUYHOTO YCYHEHHSI YPa3JIUBOCTI aiMiHICTpaTOpoM [26].

VY cucremi peainizoBaHO (YHKIIIOHAJ ONEPATUBHOTO pearyBaHHS Ha 1HIUJEHTU:
3MiHA CTaTyCy BHUSIBJICHOI BPa3jIMBOCTI Ha «BUPILIECHOY» 3M1MCHIOETbCS OE€3MOCEPENHBO 3
iHTep(eiicy 3a TOMOMOTOI0 eIeMEHTa KepyBaHHs, AKHH 1HIiI0e acuuxpoHauii POST-
3amuT A0 REST API OGekenmy Ha enanoinT /api/risks/{id}/resolve 06e3 moBHOI

nepe3arpy3Ku CTOPIHKYA KOPHCTyBaya.

3.5.4 3BiTH (reports.py)

[Tincucrema (opmyBaHHS 3BITHOI JOKYMEHTAIlil peasi3oBaHa y MPOTPAMHOMY
MOJTyJIi TepOrts.py Ta MiATpUMYE 1Ba (OpPMATH EKCIIOPTY JaHUX.

Ennnoint GET /reports/csv renepye ¢aitn y dopmari CSV 3 akTyanbHUM
IHBEHTapHUM CITUCKOM MEpEXEBOTO O0JIaJHAHHS, 1[0 MICTUTh TEXHIYHI aTpuOyTH Ta
piBHI pHU3MKIB TpUCTpoiB. BukopucranHs BOymgoBaHoro wmonayias Python csv 13
konyBaHHsM UTF-8 3a0esneuye KOpeKTHE BiOOPaKEHHS KUPWIHII B TaOJIMIHHX
nporecopax.

Enanoint GET /reports/pdf 3a momomororo 6i0mioreku ReportLab gunamiuno

dbopmye cTpykrypoBaHuii 1okymeHT y ¢hopmati PDF. 3BiT MicTUTh 3arojoBOK, 4acoBy
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MITKY TeHepallii, 3BeJIcHy CTaTUCTUKY O€3MEeKOBUX PU3MKIB Ta TAOJMIIO MPUCTPOIB 13

BUSIBJICHUMHU JepeKkTaMu KoH]iryparrii.

3.6 TecryBanns ingopmaniiiHoi cucTeMu

Bepudikariis npanesnarHocti po3pobieHoi IC npoBoaunacs y Tpu MOCIIIOBHI
eranu: ¢yHkiionansHe tectyBaHHss REST API 3a gomomororwo KOHCOJIBHUX 3aIluTIB,
iHTerpaiiina nepesipka B3aemonii matdopmu Node-RED i3 Flask-6exennom, a Takox
JIEMOHCTpalllifHI ~ BUMPOOYBaHHS B  IMITAlllHHOMY  CEpPEIOBHUII  MOJIETIOBAHHS

iHppactpykTypu Cisco Packet Tracer.

3.6.1 ®ynkuionaabHe TectyBaHHs REST API

@OyHK110HATbHE TECTYBaHHS 1HTEpPeiicy B3aeMo 11l BUKOHYBAJIOCS 3a JOIOMOTOIO
KOHCOJIHOI YTHIIITH curl IPHU 3aMyIIeHOMY JOKaJbHOMY BeOcepBepi (python runpy). Yci
IporpaMHi EHAMNOIHTH TEPEeBIpsAIUCT Ha KopekTHicTh moBepHeHHs HTTP-crarycis,
CTPYKTYpYBaHHSI JSON-BINIOBied Ta OOpOOKY BHKIIOYHMX CcHTyalid. PesymbraTn

TEeCTYBaHHS HaBeJeHO B Ta0muIn 3.2.

Ta6muig 3.2 — Pesynsratu pyHkuionanbHoro tectyBanss REST API

. OuikyBaHuii DakTHYHUI
Tect Enamoinr Craryc
pe3yJbTar pe3yJbTart
Otpumaru GET 200 JSON, 5 200 JSON, 5 [Ipoitneno
CITUCOK /devices/api/list MIPUCTPOIB MIPUCTPOIB
IIPUCTPOIB
3BeneHHsI GET 200 JSON, critical:3, | 200 JSON, [Ipoiineno
pU3HKIB /api/risks/summar | high:1, low:1 critical:3, high:1,
y low:1
Crnmcok GET /api/risks 200 JSON, >12 200 JSON, 12 [Ipoiineno
Bpa3IMBOCTEN 3aIuciB 3aIuCiB
Herami GET risk level: critical, risk_level: critical, [Ipoiineno
MIPUCTPOIO /devices/api/list score: 10.0 score: 10.0
(Cisco router)
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. OuikyBanuii DaKkTUIHUI

Tect Enanoinr Craryc

pe3yJabTar pe3yJabTar
Hetani GET risk level: low, risk level: low, [potineHo
MIPUCTPOIO /devices/api/list score: 0.0 score: 0.0
(Linux server)
3amyck POST /api/scan 200 JSON, 200 JSON, [potineHo
CKaHYBaHHS status:done status:done
(mock-pexum)
Immopt POST 200 JSON, status:ok, | 200 JSON, [potineHo
MIPUCTPOIB /api/devices/impo | imported:5 status:ok,
(Node-RED) rt imported:5
Kypnan GET 200 JSON, macuB 200 JSON, macuB [Iporineno
CKaHyBaHb /api/scan/history | 3amuciB 3aIuCiB
ITo3HauuTn POST 200 JSON, status: 200 JSON, status: [Ipoitneno
Bpa3JIMBICTh /api/risks/1/resolv | resolved resolved
BUPILIECHOIO e
3aBantaxxenHs | GET /reports/csv | 200, Content-Type: 200, Content-Type: | IIpoiineno
CSV-3BiTy text/csv text/csv
3aBantaxenuss | GET /reports/pdf | 200, Content-Type: 200, Content-Type: | IIpoiineHo
PDF-3Bity application/pdf application/pdf
Hesipuuiit JSON | POST 400 JSON, error 400 JSON, error [Iporineno
npu iIMOOPTI /api/devices/impo | message message

rt

VYci 12 tecroBux Bunajakis npoiiaeHi ycmimHo (PASS). Pesynbratu curl-3anuris,
OTpUMaHI IMiJ Yac TECTyBaHHS, MIATBEPUKYIOTh KOpekTHy poboty API. 3okpema,
eaanoiaT GET /devices/api/list moBeptae JSON-MacuB 13 't 00'€KTiB, KOKEH 3 SIKUX
MICTUTH MIPaBUIIbHO po3paxoBaHi o risk _level ta risk score: cisco-router-gw (critical,
10.0), cisco-sw-core (critical, 10.0), win-server-01 (high, 8.2), linux-web-srv (low, 0.0),

mikrotik-ap (critical, 9.4).

3.6.2 TectyBaHHs MOYJISI OMiHKM PU3HUKIB
Jl7is mepeBipKH KOPEKTHOCTI aJrOPUTMY OIIHKM PU3UKIB MPOBEIECHO TECTYBAHHS
KO’KHOTO 3 BOCBMH NpPaBWJI Ha BiJNOBITHUX HPUCTPOsX. TecT-KeHCH OXOIUTIOITH SIK

MO3WUTHBHI CIIeHapii (Bpa3IuBICTh BUSBIICHA), TAK 1 HETaTUBHI (BPa3IUBICTh BIICYTHS):
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Ta6muns 3.3 — TecTyBaHHS MpaBUJI OLIIHKA PU3UKIB

No . CVSS | CVSS
Mpasuio Ipucrpin YMmoBa ouik. | daxr. Pe3syabrar

1 Telnet cisco-router- telnet _enabled=true, mopt | 7.5 7.5 [potineHo
3amicte SSH | gw 23

2 | SNMP cisco-sw-core | snmp_version='v1' 6.5 6.5 [potineHo
vl/v2e

3 Cnabxka cisco-router- snmp_community="public' | 5.5 5.5 [Ipoiineno
CHUIBHOTA gw
SNMP

4 | HTTP  6e3 | cisco-router- http=true, https=false 5.0 5.0 [Ipoiineno
HTTPS gw

5 FTP win-server-01 | ftp_enabled=true, mopt 21 | 6.0 6.0 [Ipoiineno
BiJIKpUTHU I

6 | Ilopr RDP | win-server-01 | mopt 3389 y open_ports 7.0 7.0 [Ipoitneno
(3389)

7 Bincyrni linux-web-srv | SSH, HTTPS, oe3 | 0.0 0.0 [Ipoiineno
BPAa3JIMBOCTI Telnet/FTP

8 | Ilopr mikrotik-ap nopt 8291 y open_ports 7.0 7.0 [Ipoiineno
Winbox
(8291)

3.6.3 Interpauniiine TecryBanas B3aemoaii Node-RED Ta Flask

[nTerparmiiine TecTyBaHHS MPOBOAMIIOCS Yy TIOBHOMY cTeky: Node-RED

(localhost:1880) Ta Flask (localhost:5000) 3amymieni ognodacHo. TecToBul clieHapiid
BKJItOUaB pyuHuid 3amyck flow uepe3 By3oxa inject, mepenauy manux no Flask API Tta
NepPEBIPKY OHOBJICHHS PEECTPY IPUCTPOIB y BeO-1HTEpdeEicCi.

3a pe3ynpTaTaMH T€CTyBaHHs MiIATBEpAKEHO ycmimuy nepeaady JSON-maketa 3
n'steMa npuctposmu uepe3 POST /api/devices/import (HTTP 200, status: ok, imported:
5). Ilicna immopty Node-RED apromatmuyno 3amurtaB 3BeaeHHs pusukiB (GET
BimmoBinp  {critical: 3, high: 1, low: 1,

/api/risks/summary), oTpuMaBLIH

total vulnerabilities: 12}. By3on «AmnHami3 3BeAeHHS PHU3UKIBY» BII0Opa3uB YEPBOHY

inaukarito 3 rekctoM « A\ KPUTUYHO: 3 npuctpoiB 3 KpUTUIHUMU PUHKAMHU!».
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Ta6 Dashboard Node-RED ninTBepauB sxuBe oHOBJIeHHS KokH1 10 cexyn: debug-
naHenb BimoOpakana akTyajbHI JaHl 3 YaCOBUMHU MITKaMH, IO OHOBIIOBAJIUCS B

peanpHOMY 4aci (puc. 3.10).

v | | | | @B | & | | & | | @ aewsops—Netinventory % | @ D8 Browser for sQlite X BB NodeRED: Dashboard — Mosine X =

i Station Dasho:| | DB Storage Telegram Test Kounpecopa Crasys - i | | Mopaugs Moryeawss + | | Hetwork Inventory — 307p 2= | Dashboard — Mowiropusr || Scheduler — Poscag # || i debug

nnnnnnn

Live woriopurs sy wepen (ovossenes e 10 cer)
it GET fevices/apfist Gramusmuna noumooi
Onosumy Susiopd (s 10 cex) & ® 3 L o
L_t:2 ) DashooaraLive |
v GET piisksisummary Fienipuaince s
caun "
st
nkin
+ '

qqqq

nnnnn

websosiatin

1813

H £ Nowsk ey CHC G I VR > | 2 patysumny A B B3 e R

Pucynoxk 3.10 — Bisyanizarliis iHTerpaiiifHoro NoToKy Ta pe3yJibTaTh

MoHITOpUHTY B debug-naneni cepenosuiiia Node-RED

3.6.4 TecryBanus Ha imiTaniiinii mepe:ki (Cisco Packet Tracer)

Jns Bepudikaiii po3poOJeHUX aJrOpUTMIB Y PEANbHUX CIEHapiiX CTBOPEHO
iMiTariiny mozens iHdpacTpyktrypu B cepenonuiii Cisco Packet Tracer, sika BiITBOpIO€
TOTIOJIOTIF0 TECTOBHX NPHUCTPOiB. Mepexka mnoOygoBaHAa 3a CXEMOK «3ipKay 3

KOHIIeHTpaTopoM Ha komyTtatopi Cisco 2960 (puc. 3.11).
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2911
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= ,f__ i Server-PT
% Server-PT Windows Server
1941 Server Linux (bezanedHuii)

Routerl

Pucynok 3.11 — Cxema iMiTaIiiiHoi MojieN MepexeBoi IHPPaCTPYKTypH B

cepenosuii Cisco Packet Tracer

VYci npucTpoi 3HaxoasIThes B 0HiM miaMepexi 192.168.1.0/24 (puc. 3.12). 1nro3

3a 3aMOBYyBaHHSIM — MapuipytuzaTop Cisco 2911.

& Router1

I
g X & Router0 — O X
Lhielcalll confio| DO Physical  Config  CLI
GLOBAL igabi e
s GigabitEthernet0/0 GLOBAL GigabitEthernet0/0
sladiie Port Status On Settings
orithm Settin| | 01 2 LG oih b || (B Sgettin Port Status or
andwi 1 ps® 100 Mbps( ' 10 Mbps] Auto - :
RO;:T:NG e o S Bl ROUTING Bandwidth 1000 Mbps 4 100 Mbps ' ' 10 Mbps[] Autc
R?D‘C P - ‘ B plE? Static Duplex Half Duplex ) Full Duplex[] Autc
S ee=s 0060.5C99.5201 RIP MAC Address [0001.C79D.8201
DWITGHING IP Configuration PIMTECHTNE
/LAN Databas| 9 TAO.EE IP Configuration
INTERFACE| || IP Address |192.168.1.10 I | |raemeraee] | | 1 address [192.168.1.1 |
bitEthernet(
;:h:‘tEth::::t( Subnet Mack 255.255.255.0 || pabitethemets Subnet Mask |255.255.255.0 |
babitEthemet(
Tx Ring Limit 10 | pebitethemetd || i o
@ Server Linux (6ezneunwii) — O
& Windows Server - m] %
Physical Config Services Desktop Custom Interface
Physical ~ Config  Services  Desktop  Custom Interface
GLOBAL FastEthernet0
Settings ort Status on GLOBAL FastEthernetO A
jorithm Settil X Settings Port Statiis on
INTERFACE | Bandwidth = 100 Mbps 10 Mbps[] Auto  |yorithm Settil . A =
FastEthemet | [Duplex  Half Duple>®) Full Duples] Auto |[INTERFAcE | [Bandwidth @ 100 Mbps( /10 Mbps Auto
MAC Address 0090.2812.0261 ‘ FastEtherner | Duplex | Half Dupley® Full Duplex¥] Auto
IP:Configuration MAC Address 0000.0CA8.D2A9 ‘
O DHCP IP Configuration
® Static (9 DHC_P
IP Address  [192.168.1.4 OheiE
Subnet Mask |255.255.255.0 IP Address 192.168.1.3
e Subnet Mask |255.255.255.0
O DHCP IPv6 Configuration
O Auto Confia (:) DHCP
O Auto Config

(®) Static &

Pucynox 3.12 — Pe3ynbratu KOHQIrypyBaHHS MEPEKEBUX MPUCTPOIB Y

cepenosuii Cisco Packet Tracer

Merta TecTyBaHHS — NMEPEKOHATHUCS, 1[0 CUCTEMa KOPEKTHO BUSBJISIE HAaBMHCHO
BHeceH1 Bpa3nuBocTi yepe3 Node-RED abo npsimuit SNMP-3anut, a pe3ynbTaT aHamizy

B Flask BinmoBigaroTh 04iKyBaHHSM.

APK.

KBP.ICT - 07.00.00.000 I13

3umH. | Apk. Ne dokym. Midnuc ydama 57




Tomnosnoris Mepexi:

Cisco 2811 Router (192.168.1.1) - nutro3 3a 3aMOBYYBaHHSIM,;
Cisco 2960 Switch (192.168.1.2) - sapo mepexi;

Windows Server 2019 (192.168.1.3) - daitnosuii cepsep;
Ubuntu Server 22.04 (192.168.1.4) - Be6-cepBep;

MikroTik RouterOS (192.168.1.10) - Touka gocrtyiy.

ITepen Oe3mocepeaHiM 3amyCKOM IIPOIECIB 1HBEHTapu3alii OyJ0 BUKOHAHO

nepeBipKy 0a30B0Oi MEpPEKEBOI TOCTYITHOCTI MK KOMIIOHEHTAMH 1MITallIHOT MO 3a

JIOTIOMOTOI0 YTHJIITH ping 3 KOHCOJI1 BipTyajabHOTO cepBepa (puc. 3.13).

CrabinpHuii OOMIH mMakeTaMd 3 HyJIbOBUM BimcoTkoM BTpaT (0%

Pucynok 3.13 — Pesynbratu Bepudikailii MepekeBoi JOCTYITHOCTI XOCTIB

(xomaHAa ping) B IMITAIIHINA MOIEITI

loss)

MiATBEPKY€E KOPEKTHICTh HanmamtyBaHHs [P-anpecairii Ta komyrartii B Packet Tracer, 110

€ 000B'SI3KOBOIO0 YMOBOIO JIJIS MOAANBINO01 cuMystsiiili SNMP-onutryBanHs».
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Ha BipTyasibHOMY MapuHIpyTH3aTOpi ue€pe3 KOHCOJb BBEIEHO KOMAaHAM, IO

CTBOPIOIOTH YPA3JIMBOCTI JISl TIEPEBIPKU CHCTEMOIO: transport input telnet (axrtuBarris

HezammdpoBanoro mpotokody Telnet) Ta snmp-server

community public ro

(BUKOpHUCTaHHS cJ1a0Koi cTpoku aBTeHTUdiKarlrii). i »k mapamerpu BimoOpakeHi B HaOopi

TECTOBUX JaHUX 1H(GOPMAIIIHOT CUCTEMH, IO JTOBOAUTH BIMOBITHICTH MOJEI JOTII

aHATITHIHOTO MOOYIJIA.

KondirypyBanHsi 3aHMKEHUX IapaMeTpiB O€3MeKHM MEpPEKEeBOTro OO0JagHaAHHS

3MICHIOBANIOCS Oe3nocepennbo uepes iHTepdeiic komanauoro psaka Cisco CLI (puc.

3.14) [27].

§;ﬂ Router1

Physical Config CLI

I0S Command Line Interface

System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISCO15941/K9 platform with 524288 EKbytes of main memory
Main memory is configured to 64/-1({On-board/DIMMO)

Readonly ROMMON initialized

program load complete, entry point: 0xB80803000, size: 0x1b340
program load complete, entry point: 0x80803000, size: 0x1b340
I0S Image Load Test

Digitally Signed Release Software

program load complete, entry point: 0x81000000, size: 0x2bblc5d

Self decompressing the image :
#EEdtdR AR EA SR ERS [OK)
Smart Init is enabled
smart init is sizing iomem
TYPE
Onboard devices &

MEMORY REQ

buffer pocls O0x01EBFO00
TOTAL: 0x01EBFO00
Rounded IOMEM up to: 32Mb.
Using 6 percent iomem. [32Mb/512Mb]

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
(c}) of the Commercial Computer Scftware — Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
() (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.

170 West Tasman Drive

San Jose, California 95134-1706

Cisco IOS Software, C1%00 Scftware (C1900-UNIVERSALES-M),
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 19%86-2012 by Cisco Systems, Inc.

Compiled Thurs 5-Jan-12 15:41 by pt_team
0x2100Fr918, data-base:

Image text-base: 0x24729040

bit mode with ECC disabled

Version 15.1(4)M4,

Pucynoxk 3.14 — BuznaueHHs Bepcii mporpaMHOTo 3a0€3MeueHHs Ta anapaTHO1

m1aTpopMU MapUIpyTU3aTOpa JIJIsl MOAATBIIOT0 aHali3y BIIOMUX BPa3IUBOCTEN

3umH. | Apk. Ne dokym. Midnuc ydama

KBP.ICT - 07.00.00.000 I13

APK.

59




Jlnis 3a0e3meueHHs] YUCTOTH BUKJIay OCHOBHOTO TEKCTY POOOTH, TOBHHM MEPENTiK
BUKOPUCTAHUX KOMAaH]l HAJAIITyBaHHS JIiHIA KEPYBAaHHS, a TAKOX 3pi3 OTPUMAHOTO
koH(piryparniitHoro (aitny nmpuctporo Router]l Buneceno B Jlomarok B.

JleMOHCTpamiifHUii CTEHJ Ha eTaml 3axucTy Mependavac CIuIbHY poOOoTy
BeOOexkenay Flask, Tomomorii Cisco Packet Tracer ta motoxky Node-RED Flow. [Ipu
iHimamizamii pyddoro ckanyBanHs Node-RED arperye nani ta tpancmioe ix mo Flask
API. Tam aBTOMaTM4HO pPO3PAaXOBYETHCS KYMYJIATUBHUNA PU3HK 13 MHUTTEBUM
B1JIOOpaXEHHSAM KPUTUYHUX TOTNEpeHKeHb Ha BeOAamoOop i, Mo MiATBEPKYE TOBHUM
KUTTEBUNA UKIT pOOOTH CHCTEMHU.

Mapmipytuzarop Cisco 2911 (192.168.1.1) — BpaznuBuii.

Bpaznusi koHdirypaiiii (HaBMUCHO BHECEHI):

— Router: Telnet yBimkaeno, SNMP v2c community «publicy;

— Switch: HTTP 6e3 HTTPS, cnabkuii maposs enable;

—  Windows Server: FTP 6e3 mudpysanus, RDP nopt 3389 Binkpurnii.

[lepenik Bpa3nuBoCTei HaBeaEHO B Ta0I. 3.4.

Tabmums 3.4 — IlapameTpu TECTOBUX MEPEKEBUX MNPUCTPOIB Ta HABMHUCHO

HaJIAIITOBaHI BPa3JIMBOCTI

Ipucrpii Mopeanb IP-agpeca Hasmucni CVSS
BPa3JIMBOCTI
Router 1 (GW) Cisco 2911 192.168.1.1 Telnet, SNMP v2¢, |7.5/6.5/5.0
HTTP
Switch 1 (Core) Cisco 2960 192.168.1.2 Telnet, SNMP v1 7.5/6.5
Server 1 Generic Server | 192.168.1.3 FTP, RDP 6.0/7.0
(Windows)
Server 2 (Ubuntu) | Generic Server | 192.168.1.4 Hewmae (6e3neunnii) | 0.0
Router 2 Cisco 1941 192.168.1.10 HTTP, SNMP v2c 50/6.5
(MikroTik AP)

[Tpumitka: emynsmis MikroTik Bukonana Ha matdopmi Cisco 1941, ockinbku
Cisco Packet Tracer He micTuTh HaTUBHOT miATpUMKH RouterOS.
Pe3ynbratu inTerpanii:

— Node-RED flow 3uutye koHirypaiiii uepe3
SNMP.
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— Flask API nopiBHI0€ 3 €Ta10HOM O€3IEKH.
— Buasneno 12 BpaznmuBocteii (Critical: 3, High: 4, Medium: 5).

— Yac ckanyBaHHS BCi€l Tonmouorii: 2.3 ceKyHIu.

3.7 AnaJi3 pe3yJbTaTiB TeCTYBAHHS

3a pe3yibTaTaM KOMIIJICKCHOI'O TECTYBAHHA CUCTCMHA HiIITBCpI[}KCHO BUKOHAaHHAA

BCIX BOCbMH (DYHKIIIOHAJIBHUX BUMOT, BU3HAYCHUX Yy po3aimi 1 (tadxa. 1.3, 1.5).

VYei  Tect-keiicu  (QyHKIIOHAIBHOTO TECTYBaHHSA TMPOMACHI 31 CTaTycoM
«BUKOHAHO».
VYci 8 mpaBuII OIIHKK PU3HKIB IEMOHCTPYIOTh ouikyBaHi CVSS-6amnu.
Tabmus 3.5 — BianoBigHicTh peanizalii GyHKI[IOHATEHUM BUMOTaM
ID Bumoru Bumora (ckopoueHo) PeanizoBano y Craryc
FR-01 Peectp mpuctpoiB 3 ycima | models.py: Device Buxonano
aTpuOyTamu
FR-02 30epexeHHs KoH]irypariii 3 models.py: Configuration Buxonano
BEpCiAMU
FR-03 ABTOMAaTHYHE BHUSIBICHHS risk_engine.py: Buxonano
Bpa3IMUBOCTEH (8 mpaBwI) analyze device()
FR-04 Po3paxyHOK piBHS pU3HKY risk_engine.py: Buxonano
CVSS calculate risk score()
FR-05 TekcToBi pekoMeHaIii s risk_engine.py: mose Buxonano
Bpa3IMBOCTEN recommendation
FR-06 Ham6opa 3 Chart.js templates/dashboard.html Buxonano
rpadikamu
FR-07 Excnopr 3BitiB CSV ta PDF routes/reports.py Buxonano
FR-08 Iarerparis 3 Node-RED uepe3 | routes/scan.py: Buxonano
REST API /api/devices/import

Interpamis Node-RED 3 Flask miaTBepmkeHa MOBHMM ILMKJIOM TMepeaadi Ta

a”anizy naHux. CucreMa KOpeKkTHO 00poOJsie sIK MTaTHI clieHapii (IMOOPT 5 MpHUCTPOIB,

APK.

KBP.ICT - 07.00.00.000 I13

61

3umH. | Apk. Ne dokym. Midnuc ydama




reHepailis 3BiTiB), Tak 1 rpaHu4Hi Bumaaku (HekopekTHud JSON, BimcyTHii Nmap —
MepEeMUKAHHS Ha MOCK-pexum).

Yac oOpoOku 0THOTO MPUCTPOIO B mock-pexumi ctanoButh MeHtie 0,1 cekyHu,
110 3HAYHO IMepeBUIy€e HeQYHKIIIOHATBLHY BUMOTY < 2 c. CucteMa cTabiibHO 00po0IIsie
5 TECTOBUX MPUCTPOIB Ta reHepye 12 3ammciB Bpa3muBOCTEH, JEMOHCTPYIOYU TOTOBHICTh

1o macimtadyBanHs 10 100 mpucTpoiB BIAMOBIAHO 10 HE(PYHKITIOHATIBHUX BUMOT.

3.8 IncTpyKuisi 3 pO3ropTaHHs Ta 3alyCKY CHCTEMH

Jlnis 3amycKy cucteMu O0yi0 BUKOHAHO TaKi KPOKU:

1. BcranoBmeno Python 3.11+ (https:/python.org) Ta Node.js 18+

(https://nodejs.org);

2. Bcranosneno 3anexHocti Python: pip install -r requirements.txt (Flask, Flask-
SQLAIchemy, python-nmap, reportlab, Werkzeug);

3. Inmimiam3zoBaHo 6a3y nanux: python init db.py. CtBopeno daitn inventory.db i3
n'IThMa TECTOBUMU IPUCTPOSMU;

4. Tlpoeneno 3amyck Flask-cepmepa: python run.py. CepBep 3amyckaeTbcs Ha

http://localhost:5000 (puc.3.7);

5. Bcranoiaeno Node-RED rno6anbno: npm install -g node-red. IIpoBeneno
3amycK KomaH 1010 node-red.

6. Bimkputo  Node-RED  (http://localhost:1880),  immopToBano  (paiin
nodered flow.json uepe3 mento Import, Deploy (puc. 3.15);

7. Beb-iaTepdetic cucremu: http://localhost:5000 — mamGopa BimoOpakae cran
MEpEexi;

8. Jlns mepeBipku iHTerpamii: y Bkiamami Network Inventory Node-RED

3anyieHo «Pydnuii 3amyck ckanyBaHHs». JlaHi 3'aBist0ThCs y peectpi npuctpois Flask.

3mH.
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Ta6mui 3.6 — CucteMH1 BUMOTH JIJIsl pO3TOPTAHHS

KoMmnonenr MinimMajabHi BUMOru PexoMenagoBaHi BUMoru
ocC Windows 10 / Ubuntu 20.04 / macOS | Windows 11/ Ubuntu 22.04
11
Python 3.8+ 3.11+
Node.js 16+ 18+ LTS
RAM 4Tb 8I'b
BinbHe Miciie 500 Mb 1Th
Bbpaysep Chrome/Firefox/Edge (octanns -2 Chrome 120+
Bepcii)
Nmap He 060B's13k0B0 (€ mock-pexum) Nmap 7.9+ my1s peanbHOTO CKaHy

Y tperbomy posmini BP peamizoBano Ta mporectoBano IC iHBeHTapm3arlii i
aHaji3y KoHdirypariiiii MepexxeBux npuctpois. [Iporpamuy cuctemy (14 Python-daiinis,
4 HTML-mabnonn) opraHizoBaHo 3a apxiTekTtyporo Application Factory 3
BUKopucTanHsM Blueprint-iB. CTBOpeHO MOAYJb OIIIHKHM PHU3UKIB 13 8§ TpaBUIIaMH
nepeBipku  Ta aiaroputMoM pospaxyHky CVSS (makcumym 10.0), a Takox
TBOXpEKUMHUN ckaHep (peambHuit Nmap 1 mock-pexxum). s inTerparii 3 Node-RED
po3pobsieHo API-eHAMOIHT 13 aBTOMAaTHYHUM 3aIllyCKOM aHali3y pPHU3HKIB. Takox
CTBOpEHO BeO-iHTepdeiic: iHbopmariitHy manens Ha 0a3i Chart.js, peecTp mpHUCTPOiB,
CTOPIHKY JeTajel 13 Bpa3auBoCcTsIMU Ta ekcropt 3BiTiB y CSV 1 PDF.

[IpoBeneHno komriekcHe TecTyBaHHs: 12 TecT-kericiB API Ta 8 TecT-KkeliciB nmpaBuil
pusukiB ycminmao npoiaeHi (100% PASS). Bukonano inTerpariiine tectyBanas Node-
RED i Flask Ta emysmsiito B Cisco Packet Tracer. [1inTBepiskeHO BiIMOBIAHICT CHCTEMHU
BciM 8 (ynkmionanmsauM BumMoraMm (FR-01-FR-08). TecTtyBaHHS TOBHOTO ITUKITY — BiJl
iHinioBaHHg ckanyBaHHS B Node-RED no Bisyamizaiili KpUTUYHUX Bpa3iIMBOCTEH —
MIATBEPINUIO TIpale3aTHICTh PIIIEHHS Ta MHOTO MNPUIATHICTH JJIs aBTOMAaTH3allli

MOHITOPHHTY KiOepOe3neKu.
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BUCHOBKU

Jlana BumyckHa kpamidikaliifHa OakajdaBpchka poOOTa BHMKOHAHA Ha TEMY
po3poOKku BeO-OplEHTOBAHOT 1H(OPMAIIHHOI CHUCTEMH IHBEHTapH3alli Ta aHami3zy
KOH(Irypailii MepeKeBUX MPUCTPOIB 3 ABTOMATU30BAHOIO OILIIHKOI PU3UKIB O€3IMEeKH.
Merta po60oTH JOCATHYTa B TOBHOMY 00CS31.

VY nponeci Bukonanusa KbP orpumaHo HacTymH1 pe3ynbTaTH:

1. AHami3 mnpeaMeTHoi 00JiacTi MIATBEPAUB aKTyaJIbHICTh aBTOMATH3allii
KoHirypatiiiHoro ayauty. BuznaueHo m'sth KJI04OBUX IpobieM: (pparMeHTOBAaHA
1HBEHTapu3allis, Cy0'eKTUBHA OIIHKA PU3UKIB, BIACYTHICTh ICTOPHYHOTO KOHTEKCTY,
HaJMIpHE HaBAaHTAXKCHHS Ha MEPCOHAJ Ta BIJICYTHICTh 3aC001B Bizyasizallii.

2. lopiBHsibHUl aHami3 cemu aHanoriB (Zabbix, PRTG, SolarWinds NCM,
Tenable Nessus, Cisco DNA Center, NetBox, Ansible/AWX) nokazas, 110 KO1HE
pIILICHHS HE TOEAHY€E 0€3KOITOBHY MOAYJIbHY apxiTekTypy, CVSS v3.1 Ta BizyalilbHY
OpKECTpaIliro 300py TaHuX, M0 OOTPYHTOBYE JOIUIBHICTh BIACHOT PO3POOKH.

3. OyHKIIOHATBHE MOJACIIOBaHHS BUKoHaHO B HoTamisx IDEF(0 (koHTekcTHa
niarpama A-0 ta gexommosuitis Al — A4), DFD T'eiina-Capcona (piBai 0 ta 1), UML
Use Case ta IDEF3 WorkFlow. CpopmoBano riocapiii i3 16 ctpinok IDEFO.

4. ApXITeKTypa CUCTEMHU — TPUPIBHEBA KJIIEHT-CEPBEPHA: PIBEHb 300pYy JaHUX
(Node-RED), piBens 06poOku Ta 36epiranus (Flask, SQLAlchemy, SQLite), piBeHb
npeactasinenns (HTMLS, Bootstrap 5, Chart.js). 3a6e3neueno npunium Separation of
Concerns.

5. Mopens naHnx — HOpMaJji3oBaHa pelisiliiHa cxema 3 't Tabauis (Device,
Configuration, Vulnerability, RiskScore, ScanHistory). SQLAlchemy i3omt0€ 613Hec-
aoriky Big CYBJl, 3ab6e3neuyroun mirpaunito Ha PostgreSQL/MySQL 3miHO0 psanka
3'eTHaHHA.

6. AnroputM ouiHKM pusHuKiB (risk engine.py) 0a3yeTbcs Ha BOCHMU
JeTepMIHOBAaHUX TMpaBmiIax nepesipku koHbirypariit: Telnet, SNMP v1/v2c, HTTP

6e3 TLS, FTP, Binkputi noptu ynpasiinsas, ciadki SNMP-cninsHoTH, 3acTapini OC,
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BIACYTHICTh  aBTeHTH(ikauii. Peani3oBaHO  KyMyJIsTUBHE  OI[IHIOBaHHSA 3
NOHIWXKYBaJIbHUM Koedimientom 0,7 Tta makcumymom 10,0 6ani 3a CVSS v3.1, mo
siamnosizae ISO/TEC 27005.

7. REST API wmictute aBaHamsate eHanoidTiB. KiouoBuit POST
/api/devices/import peaiizye upsert-Joriky 3 aBTOMAaTHUYHHUM 3aIllyCKOM KOHBEepa
aHaJIi3y PU3MKIB MICIs KOXKHOI TpaH3aKIIii.

8. Node-RED Flow peanizye tpu Bkiaaku: Network Inventory (pyunuit 30ip
KoH(irypairiit), Scheduler (aBromatnuni ckanyBanHs o 08:00 ta 20:00 + moroauHHa
nepeBipka goctymHocTi), Dashboard (live-moniTOpuHT 3 OHOBIEHHAM KoOXHiI 10
CEKYH]] Ta KOJIIPHOIO 1HUKAIIIEI0 PIBHIB 3arpo3u).

9. TecTtyBaHHS BUKOHAHO B TpU eTanu: QpyHKIioHaIbHE TecTyBaHHSI REST API
(12 recr-keiiciB, 100% PASS), rectyBannst Mmoayss ouinku pu3ukiB (8 mpasui, 100%
BianoBigHicTh CVSS), inTerpartiiine TectyBands Node-RED + Flask Ta nemonctparis
Ha iMmitamiiHii Mepexi B Cisco Packet Tracer. IliaTBepmkeHO BHKOHAaHHS BCIX
¢ynkmionansaux BuMor FR-01 — FR-08.

10. IlpoayKTUBHICTB: Yac 0OPOOKH OAHOTO MPUCTPOI0 B mock-pexkumi — <0,1c
(y 20 pas3iB mBuame 3a BuMory <2c¢). [loBuuit uxn uig S By3miB — 2,3c. Bussneno 12
BpaznuBoctel: Critical — 3, High — 4, Medium — 5.

[IpakThyHa 3HAYYIIICTh MIATBEP/PKYETHCS MOBHUM (DYHKIIIOHATLHUM IIUKIIOM:
BiN iHimitoBaHHs ckaHyBaHHS B Node-RED — wepes anami3 risk engine.py — 1o
Bi3yasizallii KpUTUYHUX BPa3IMBOCTEN Ta peKoMeHAallii Ha BeO-namobopai. Cuctema
€ TOTOBUM TPOTOTUIIOM JJISI BIPOBA/KEHHS B HABYAIBHHUX JA0OPATOPIAX 1 MaUX
KOPIOPAaTUBHUX MEPEkKax, a TAKOXXK HABYAIBHUM IHCTPYMEHTOM ISl TIATOTOBKH
¢axiBI1iB 3 KiIOepOe3neKH.

[lepciekTHBM TONANBIIOTO PO3BUTKY: peamizauis peaidbHoro SNMP-
onuTyBaHHs, iHTerpauis SSH-ceciii, miarpumka CVE-6a3 mis aBTOMaTHYHOTO
CIIBCTABJICHHSI BPa3JIMBOCTEH, PO3IIMPEHHS aHAJITUYHOTO MOAYJIS METOJAMHU

MAalllMHHOI'O HaBYaHH:A 1JIA1 HpOFHOCTI/I‘-IHO'I‘ OLIiHKI/I pI/ISI/IKiB.
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JIOJIATOK A

KAPTA 3AIIIKABJIEHUX CTOPIH IH®OPMAIIMHOI CUCTEMHA

Ta6mug 1.1 — Kapra 3aiiikaBiaeHUx CTOpiH

JSON-¢dopwmar;
[TinTpumka cron-

TPUTEPIB;

3anikaBiena | Kareropis PoJib Intepecu Ta |Bnums| Yacrora B3aemonis 3
CTOpPOHA y cucremi | ouikyBanHsi | Ha IC | B3aemonil CHCTEMOIO0
AnMinictparop|OcHoBHuit  |[Himiatop  |[IIBuake Bucoku |[Llonenno  [3amyckae
Mepexi KOPHUCTYBad |CKaHYBaHb, (BUSBJICHHS 178 CKaHYBaHHS MEPExKi;
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TONATOK B

JIICTHUHI' IPOI'PAMHOI'O KOAY MOAYJIAA OINIHKHU PU3UKIB
BE3IIEKH (RISK_ENGINE.PY)

def analyze device (device):

vulnerabilities = []
open ports = [int(p) for p in (device.open ports or '').split(',') 1if
p.strip()]

# TpaBuyo 1: Telnet zamicTe SSH (CVSS 7.5 — High)
if device.telnet enabled or 23 in open ports:
vulnerabilities.append ({

'name': 'BuxopucTaHHa Telnet 3amicTe SSH',

'severity': 'high',

'cvss score': 7.5,

'recommendation': 'BumMxHiTE Telnet (no service telnet).

BukopucrtopynTe Jume SSH v2 (ip ssh version 2).°'

)

# MpaBuso 2: SNMP vl/v2c 6es mubpyrBanus (CVSS 6.5 — Medium)

if device.snmp version in ['vl', 'v2c']:
vulnerabilities.append ({
'name': f'SNMP Oe3 umppyeaHHa ({device.snmp version})',
'severity': 'medium',
'cvss _score': 6.5,
'recommendation': 'OnoBiTh mo SNMPv3 3 ayrTeHTubdikauiewn Ta
mmbpyBaHHAaM. '

)

# IpaBuno 3: Cnabka cnimbHoTa SNMP (CVSS 5.5 — Medium)
if device.snmp community in ['public', 'private']:
vulnerabilities.append ({
'name': f'CraumapTHa cnijgbHOTa SNMP:
{device.snmp community}',
'severity': 'medium',
'cvss _score': 5.5,
'recommendation': '3MiHiTh, community Ha yHiKaJlbHe 3Ha4YEHHSH
(Min. 16 cumMmBosim) .'

)

# TpaBujyo 4: HTTP Ge3 HTTPS (CVSS 5.0 — Medium)
if device.http enabled and not device.https enabled:
vulnerabilities.append ({

'name': 'HesaumbporaHnum HTTP (nmopt 80)',

'severity': 'medium',

'cvss score': 5.0,

'recommendation': 'BumkHiTs HTTP, yBimMkHiTe HTTPS 3 BajJiIHMM

ceptudpixarom. '

})

# TpaBujyo 5: FTP 6e3s mumbpyBanus (CVSS 6.0 — Medium)
if device.ftp enabled or 21 in open ports:
vulnerabilities.append ({
'name': 'FTP 6e3 umbpyBaHHg (mopT 21)°',



'severity': 'medium',
'cvss score': 6.0,
'recommendation': 'BumkHiTe FTP, BuUkKOpucTOBYyMTe SFTP abo

FTPS.'

ACL.

def

1)

# HIpaBuno 6: Bigkpmri noptm ynpaBiaiuus (CVSS 7.0 — High)
mgmt ports = {8291: 'Winbox (MikroTik)', 3389: 'RDP', 161: 'SNMP'}
for port, svc in mgmt ports.items() :
if port in open ports:
vulnerabilities.append ({

"'name': f'BimokpwuTuii noptT ymnpaBjaiHHs {port} ({svc})',
'severity': 'high',

'cvss score': 7.0,

'recommendation': f'OBmexTe mocTymn OO HopTy {port} uepes

})

return vulnerabilities

calculate risk score(vulnerabilities):
if not vulnerabilities:
return {'score': 0.0, 'risk level': 'low'}

sorted vulns = sorted(vulnerabilities, key=lambda x: x['cvss score'],

reverse=True)

score = sorted vulns[O] ['cvss score']

for vuln in sorted vulns([1l:]:
score += vuln['cvss score'] * 0.7

score = min(score, 10.0)

if score >= 9.0:

risk level = 'critical'
elif score >= 7.0:

risk level = 'high'
elif score >= 4.0:

risk level = 'medium'
else:
risk level = 'low'
return {'score': round(score, 1), 'risk level': risk level}

@scan _bp.route('/api/scan', methods=['POST'])
def api scan():

data = request.get json() or {}
subnet = data.get ('subnet', '192.168.1.0/24")

try:
nm = nmap.PortScanner ()
nm.scan (hosts=subnet, arguments='-sn -T4')
devices found = [{'ip': host} for host in nm.all hosts()]
except Exception:
devices found

get mock devices ()

new count = 0
for dev_data in devices found:



existing =
Device.query.filter by (ip address=dev data['ip']).first()
if not existing:
new count += 1
save and analyze (dev_data)
else:
existing.last seen = datetime.utcnow ()
db.session.commit ()

log scan(subnet, len(devices found), new_ count)

return jsonify ({

'status': 'done',
'devices found': len(devices found),
'new devices': new count

)

@scan_bp.route('/api/devices/import', methods=['POST'])
def import devices():

data = request.get json()
if not data or 'devices' not in data:
return jsonify({'status': 'error', 'message': 'No devices

data'}), 400

imported = 0
for dev _data in data['devices']:
device =
Device.query.filter by (ip address=dev datal['ip address']).first()

if not device:
device = Device (**dev_data)
db.session.add (device)
else:
for k, v in dev_data.items():
setattr (device, k, V)
device.last seen = datetime.utcnow()

db.session.commit ()

vulns = analyze device (device)
score data = calculate risk score (vulns)

save vulnerabilities (device.id, wvulns)
save risk score(device.id, score data)

imported += 1

return jsonify({'status': 'ok', 'imported': imported})



TIOJATOK B

HAJIAIITYBAHHS BPA3JIMBOCTEM ITPUCPOIB B CISCO PACET TRACER

Koungirypauis Cisco Router 1 (192.168.1.1)
“cisco
! Cisco Router Configuration

! BpasjaueocTi: Telnet, SNMP v2c, HTTP 6Ges HTTPS

enable

configure terminal

! Hostname

hostname cisco-router-gw

! Interface GigabitEthernet0/0
interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0
no shutdown

exit

! Telnet Configuration (BPA3JIMBICTBL!)
line vty 0 4

password ciscol23

login

transport input telnet ssh

exit

! SSH Configuration (6ezmneunime, aje Telnet TakoX yBiIMKHEHO)
ip domain-name network.local
crypto key generate rsa modulus 1024

username admin privilege 15 secret adminl23
! HTTP Server (BPABJIMBICTL - ©6e3 HTTPS!)
ip http server

no ip http secure-server

! SNMP Configuration (BPABJIMBICTbL - v2c 3 public community!)



snmp-server community public RO
snmp-server community private RW

snmp-server enable traps

! Default Route

ip route 0.0.0.0 0.0.0.0 192.168.1.1

end

write memory

IlepeBipka HamamToBaHuX ypa3iausocreil Ha Router 1

Router#show running-config
Building configuration...

Current configuration : 731 bytes

!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Router

ip cef

no ipvé cef
|

|

!

!

license udi pid CISCO01941/K9 sn FTX15240M0Q
|

spanning-tree mode pvst
|
|
|
|
|
|

interface GigabitEthernet0/0



ip address 192.168.1.10 255.255.255.0
duplex auto

speed auto

|

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown
|

interface Vlanl
no ip address

shutdown
|

ip classless

ip route 0.0.0.0 0.0.0.0 192.168.1.1
!

ip flow-export version 9
|

snmp-server community public RO
I

line con 0
|

line aux 0
|

line vty 0 4

password cisco

login

transport input telnet
!

!

|

end

Kongirypauisa Router 2 / MikroTik (192.168.1.10)

“Tcisco
! Cisco Router (imiTamisg MikroTik)

! BpasjaueocTi: HTTP 6e3 HTTPS, SNMP v2c

enable

configure terminal
hostname mikrotik-ap

! Interface
interface GigabitEthernet0/0
ip address 192.168.1.10 255.255.255.0

no shutdown



exit

ip default-gateway 192.168.1.1

! HTTP API (BPABJIMBICTD)
ip http server

ip http port 80

! SSH
ip domain-name mikrotik.local
crypto key generate rsa modulus 2048
line vty 0 4
transport input ssh
login local

exit

! SNMP (BPABJIMBICTL - v2c)
snmp-server community public RO

snmp-server enable traps

end

write memory
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