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bakanaBpcbka poOoTa Ha 3100y TTSI OCBITHBOI'O CTYIIEHS OaKasiaBp 3a OCBITHBHO-
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Po3pobneno  mertoauuHe 3abe3meueHHs  1a00paTOPHOTO  MPAKTHKYMY
«IIporpamyBannss WEB-inTepdeiicy cuctem ympaBmiHHs» Ha 0a31  PLC
Simatic S7-1500 Ta rexnonorii User-Defined Web Pages.

Po3pobneno y Visual Studio Code kopuctyBanpkuit WEB-intepdeiic nHa
ocHOB1 TexHoisorii Angular]JS. BukoHano 3aBaHTaxkeHHs Ta iHTerpaunito User-
Defined Web Pages na BOymoBanmit WEB-cepsep PLC Simatic S7-1500 3a
JOTIOMOT 010 1HCTpYMeHTapito Simatic S7 Webserver API.

[IpoTecToBaHO MOXIIMBICTH CyMICHOT POOOTH 1 B3a€EMOJIII MIXK CUMYJISITOPOM
S7-PLCSIM Advanced Tta iHIIMMH KOMIOHEHTaMH TIPOEKTY, BKIIOYAIOYH

BOynoBanuii WEB-cepsep PLC.

Kirwouosi ciioa:  ABTOMATHU30BAHA CUCTEMA KEPYBAHHZ,
PLC Simatic S7-1500, TIA PORTAL, WEB-CEPBEP PLC, ANGULARJS,
USER-DEFINED WEB PAGES, WEB-SERVER APIL



ANNOTATION

Oliynik D. S. Development of Educational and Methodological Materials
for the Laboratory Course «Programming Web Interfaces of Control Systems».

IFNTUOG, 2026. 50 pages.

Bachelor’s thesis submitted for the Bachelor's Degree in the educational and
professional program «System Engineering — Internet of Things», specialty 174 —
«Automation, Computer-Integrated Technologies and Robotics». Ivano-Frankivsk

National Technical University of Oil and Gas. Ivano-Frankivsk, 2026.

Methodological support for the laboratory workshop «Programming Web
Interfaces for Control Systems» was developed based on the Simatic S7-1500 PLC
and User-Defined Web Pages technology.

A custom Web interface was developed in Visual Studio Code using AngularJS
technology. User-Defined Web Pages were uploaded to and integrated with the built-
in Web server of the Simatic S7-1500 PLC using the Simatic S7 Web Server API
toolkit.

The possibility of joint operation and interaction between the
S7-PLCSIM Advanced simulator and other project components, including the built-

in PLC Web server, was tested and verified.

Keywords: AUTOMATED CONTROL SYSTEM, SIMATIC S7-1500 PLC,
TIA PORTAL, PLC WEB SERVER, ANGULARJS, USER-
DEFINED WEB PAGES, WEB SERVER APL
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HEPEJIIK CKOPOYEHDb, YMOBHHUX ITO3HAK,
OJAUHHUIb I BUMIPIB

IP (Internet Protocol) — iHTEpHET TPOTOKOJL.

PC (Personal Computer) — nepcoHabHUI KOMIT FOTEP.

JS — Java Script.

HTML (Hyper Text Makeup Language) — MOBa rinepTeKCTOBOI PO3MITKH.

CSS (Cascade Style Sheet) — kackagHa TabIULIA CTUTTIB.

PLC (Programmable Logic Controller) — mporpamoBaHuii JOrYHUI KOHTPOJIEP.
OB (Organization Block) — mporpamuuii 6110K.

FB (Function Block) — ¢ yHkIiioHanbamit 6J10K.

FC (Function) — ¢pyHKIis.

API (Application Program Interface) — nmpuxnaaauii mporpaMuuii inTepgeric.
PLCSIM  (Programmable Logic Controller Simulator) — cumynsTop

IPOrPAMOBAHOTO JIOTTYHOTO KOHTPOJIEpa.

Apk.
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BCTYII

AKTYyaJbHICTh TE€MH TOJsATaE y HeoOximHocTI po3pobienns WEB-intepdeiicy
JuIsl cucteM ynpasiinHg Ha ocHOBI PLC 3 BOynoBanumu WEB-cepBepamu 1 TeXHONIOT11
User-Defined Web Pages. Takuii minxig 3a0e3nedye MOXIUBICTh 3aCTOCYyBaHHS
CydyacHUX TexHoJiorii crBopeHHss WEB-monaTkiB ais ix iHTerpailii B aBToMaTH30BaHI
cuctemu ynpasiinHg Ha 6a31 PLC 3 BOynoBannmu WEB-cepeepamu.

MeTo10 poGOTH € PO3pOOJICHHS METOJAMYHOrO 3a0€3MEeUCeHHS J1abopaTOPHOIO
npaktukymy «IlporpamyBanuss WEB-intepdeiicy cucrem ynpapninas» Ha 6a31 PLC
Simatic S7-1500 Ta Texnonorii User-Defined Web Pages 3 MoxInBicTIO TeCTyBaHHS Ha
ocHoBi cumyJsitopa S7-PLCSIM Advanced.

3aB1aHHA po3po0JieHHS:

— PO3pOOJEHHS METOJUYHOro 3ale3neueHHs J1a00paTOPHOTO MPAKTHUKYMY
«IIporpamyBannss ~ WEB-intepdeiicy cucrem  ympaBmiHHsS» Ha 0a3i  PLC
Simatic S7-1500 ta Texnosnorii User-Defined Web Pages;

— pospoosiennst 'y Visual Studio Code xopucryBambkoro WEB-inTepdeiicy Ha
ocHoBl TexHojorii Angular]S. Inrerpauiss User-Defined Web Pages na BOynoBanuit
WEB-cepsep PLC Simatic S7-1500 3a JIOTIOMOT OO THCTPYMEHTapito
Simatic S7 Webserver API;

— TEeCTyBaHHS cyMmicHOI pobotu Mk cumyistopom S7-PLCSIM Advanced Ta
IHITUMU KOMITOHEHTaMU TIPOEKTY, BKItouaroun BOygoBanniit WEB-cepsep PLC.

006’exToM mociaigxenns [HhopmalliiiHi TpolleCH B aBTOMaTU30BaHUX CUCTEMaxX
ynpasiinas Ha ocHoB1 PLC Simatic S7-1500 1 User-Defined Web Pages.

IIpakTHyHe 3HAYEHHsI POOOTH MOJIATAE Y PO3POOJICHH] 1 aanTariii 10 OCBITHHOI
porpaMu METOJUYHOTO 3a0e3MedeHHs TabopaTopHOro MpakTUKymy «lIporpamyBanHHS
WEB-inTepdeiicy cuctem yrnpaBaiHHD.

OcoOucTuM BHeCKOM 37100yBaua € po3poOsieHHs okpemux WEB-ponmatkis 1

tecTyBaHHs BOynoBanoro WEB-cepsepa PLC.

Kgamidikariitna pob6ora 6akainaBpa MICTHUTh BCTYII, TpU po3auind Ha 50 apkymiax,

BHUCHOBKH, 45 pUCYHKIB, 14 BUKOPUCTAHUX JIKEPEIL.

Apk.
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1 IHCTPYMEHTAJIbHI 3ACOBM I CIIOCOBMU ITPOEKTYBAHHA
WEB-IHTEP®EVCY CUCTEM YIIPABJITHHS

1.1 ImcrpymentanbHi 3aco0um mnpoektyBanHss WEB-inTepdeiicy cucrem

YIPAaBJIiHHA

Meroaunune 3a6e3nedeHHs sabopaTopHoro npaktukymy «lIporpamyBanns WEB-
1HTEpPEiCy cucTeM yIpaBIiHHSI) BKIIOYAE:

— MepeiK 1 crnocoOu 3aCTOCYBaHHS IHCTPYMEHTAIBHUX 3aC001B MPOEKTYBAHHS;

— METOJUKY iMiTaniiHoro MmoaentoBanHs PLC, sKi € 0CHOBOIO anmapaTHUX 3acO0iB
71a00paTOPHOTO NPAKTUKYMY;

— JEMOHCTpAIIMHUN MPOEKT, IO € METOIUYHUM TPHUKIAJAOM 1 peamidye 3amadi
MPAKTUKYMY.

MeroauuHui TNpUKIAL JEMOHCTPYE MOXIIMBICTH CTBOpEHHs BiacHux WEB-
3acTocyHKiB kopucryBauda (User-Defined Web Applications) na PLC Simatic S7-1500
3a gonomororo S7 Web API Tta cranpapraux HTML-penakropis. Takox peanizoBaHa
nporenypa 3aBaHTaxkeHHs Takux WEB-cropinok B PLC 3a pomomororo Web
Application Manager.

VY MeToauyHOMY IPUKIIA/1 PO3MIISIAAI0THCS TaKli OCHOBHI aCIEKTH:

— ocHOBHU cTBOpeHHs BnacHuX WEB-3acTocyHKiB KOpHCTyBaua;

— CTBOPEHHS BJIaCHUX Be03aCTOCYHKIB 3a goromororo S7 Web API;

— HanmamtyBanHsa WEB-cepsepa PLC s Bukoprucranass WEB-3acTocyHKIB;

— 3aBaHTakeHHA npoekTy WEB-3actocynky B PLC a6o PLCSIM 3a momomororo
Web Application Manager.

Y mpomeci po3poOieHHS ~ METOAMYHOrO  3abe3leueHHs  J1abopaTOpPHOTO
npaktukymy  «lIporpamyBanns ~ WEB-intepdeiicy cuctem  ynpaBmiHHS» 3
kopuctyBaibkumu WEB-cropinkamu (User-Defined Web Pages) na 6a31 PLC Simatic
S7-1500 Oyn0 BHKOpHUCTAHO ACKITbKA CIEIialli30BAaHUX 1HCTPYMEHTIB, KOXKEH 3 SKUX

BUKOHYBAaB OKpeMy (DYHKIIIIO y 3aralibHIi CTPYKTYpPI MIPOEKTY.

Apk.
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CyuacHi TEXHOJIOT1l aBTOMAaTH3alllii PO3BUBAIOTHCA B HAIPSMKY I1HTErparli
IHTEPHET-TEXHOJIOT1 mopsa 13 KOoMyHiKauiero Ha ocHoBl Ethernet. Lle 3a0e3neuye
OpsIMUN JTOCTYIT JI0 CHUCTEM uepe3 BHYTpIIIHIO Mepexy (Intranet) i3 BHKOpPHCTaHHIM
craugaptieB HTTP ta HTTPS.

3aBIsKHU Takiil iHTErparii CTafoTh MOKITMBUMH:

— THYYKUH MOHITOPHUHT 1 aHaI13 pOOOTH aBTOMATHU30BaHUX CUCTEM;

— MIPOBEJICHHS JIIarHOCTUKU 00J1aTHAHHS;

— TepUTOPiIbHO po3noauieHe kepyBanusa PLC;

— BUKOPHCTAHHSI MOOUTBHUX MPHUCTPOIB, TAKUX SK TUIAHIIETH Ta CMapTHOHH, IS
JOCTYITY 10 CUCTEM aBTOMAaTH3aIIii.

[{i MOXJTMBOCTI 3HAYHO CHPOIIYIOTh OOCIYrOBYBaHHS Ta €KCILUIyaTallil0 CHUCTEM
KepyBaHHs, 3a0e3Meuyound MBUAKUNA nocTyn fo0 iHdopmanii Ta ¢yskiid PLC uepes
WEB-6pay3ep.

[Tix yac eramiB TecTyBaHHS Ta BBEJACHHS B €KCIUTyaTalli0 1H)KeHepaM HEOOX1THUM
rHyukuil noctyn no PLC nns Biyamizauii OKpeMux AaHUX IiJl 4ac pOOOTH CHCTEMH 3
MeTOI0 aiarHocTuku. [lepeBara mocTymy n0 maHux KepyBaHHs udepe3 pisHi WEB-
Opay3epu ToJiirae B TOMY, 110 iX MOXHa TEpersgaTH Ta YaCTKOBO KepyBaTH HUMU 3
Oynp-sikoro KoM torepa abo mnpuctporo 3 miarpumkoro  WEB-moctymy  6e3
BCTAHOBJICHHS JI0JIATKOBOI'O MPOTPAMHOTO 3a0€3MeUEHHS.

WEB-cepBep PLC Simatic S7 Hanae noctyn no iHdopmanii ctangaptaux WEB-
CTOPIHOK, 30Kpema:

— i opmartiito rpo npuctpiit (Identification);

— O0ydep aiarmocTnunux mosimomieHs (Diagnostic Buffer);

— ctad moayiniB (Module Status);

— aBapiiiH1 OBIIOMJIEHHA Ta TpuBoru (Alarms);

— i opmariito mpo komyHikarii (Communication);

— TonoJiorito mepexi (Topology);

— (baitnoBuii Opay3zep (File Browser).

Kpim Toro, xopuctyBadi MOXyTh cTBOptoBaTH BiacHi WEB-3acTocynku,

aJlanToOBaHI1 10 KOHKPETHUX 3aJ]1a4 1 BUMOT

Apk.
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3aCTOCOBYIOTHCSI JIBI OCHOBHI TEXHOJIOT11 /JIsl po3po0Kku KopuctyBanbkux WEB-

3aCTOCYHKIB, siKi B3aeMo11t0Th 13 PLC Simatic S7 (puc. 1.1) [1]:

1) Automation Web Programming (AWP) — moTpebye KOMOUISAIT MPOEKTY B

nporpamHomy cepenoBuil STEP 7;

2) S7 Web APl — no3Bonsie pospobsstu ta TtectyBatu WEB-3acTocynkm

HEe3aJIeKHO Bij nmporpamuoro koay PLC.

Client with Web browser

/:_ i;\]

Request PROFINET [l
-
Web page I Industrial [l
e=am ‘ Ethernet
Engineering
Station S7 program -
. blocks A7,
L “eea —e—

)
e

CPU 1518-4 PN/DP
TIA PORTAL as Webserver

Web 5
Web il
Application FERags hes
Manager

Pucynok 1.1 — Texnoznoris ctBopenast WEB-gonatkis Ha 6a3i PLC Simatic S7

st ctBopenHs kopuctyBaibkoi WEB-ctopinku 3 Bukopucranusam S7 Web API

MO>KHA 3aCTOCOBYBATH TaKl IHCTPYMEHTHU:

— Visual Studio Code;
— Notepad++;
— 1Hm pegakropu HTML-kony.

Jist po3po6ku Ta 0hopMIIEHHSI BEOCTOPIHKH JOCTYITHI BC1 MOKIIMBOCTI Cy4acHHUX

BEOTEXHOJIOTII:

— HTML — st cTBOpEHHS CTPYKTYpPHU Ta BMICTY CTOPIHKH;
— CSS (Cascading Style Sheets) — ayis odopmileHHs Ta qu3aiiHy iHTEpdEnCy;

— JavaScript — nns peanizanii JIOTiKM poOOTH, TUHAMIYHOI B3a€MOJIii Ta OOMIHY

nanumu 3 PLC gepe3 S7 Web API.

Apk.
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3aBasiku BukopuctanHio S7 Web APl WEB-3acTocyHOK MOXe po3po0isTucs,

HaJIaro/KyBaTHCsl Ta TECTyBaTUCs OokpeMo Bija mporpamu PLC, mo 3HauHO crpolurye

npoiiec ctBopeHHs cydyacHux WEB-iaTepdeiiciB mist cuctem aBToMaTu3aiiii.

1.1.1 CepenoBuuie npoexryBanus TIA Portal

Hst mporpamyBanHst PLC Simatic S7-1500 [2] 3acTocoByBasioCsi CepeOBUIIEC

TIA Portal V20 «Siemens» [3] (puc. 1.2), ske 3a0e3nedyye cTBOpeHHs mpoekTy PLC,

KOH(DIrypauito 00JiaJHaHHS, PO3POOJIEHHS JIOTIKM KEpPYBaHHS y BUIVISIII MPOrPAMHHUX

omokie (OB, FB, FC), cTtBopeHHs TeriB, a TaKOX HAJIAro/KCHHs Ta TECTYBaHHS

CHCTCMMU.

VY cepenosuiii TIA Portal Oyno peanizoBaHo:

— AJITOPpUTM p06OTI/I aBTOMAaTH30BaHO1 CHUCTCMU,

—3MiHHI (Tags), siki OynyTh goctynnumu y WEB-iatepdeiici PLC;

— WEB-cepBep PLC, mo go3Bossie iHTerpyBaTu KopuctyBaibki WEB-cTopinku

CHUCTEMU KepyBaHHA [4].
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%] Online & diagnostics » ;u i Q
» g8 Software units SIEMENS ~ ol 9
» gl Pragram blocks ~ [ DI 16x2aVDC BA g
» (4 Technology objects i [l ces7 52118 =
» ) External source files » L8 DI 16x24VDC HF e
r= &
» L@ PLCtags » [ D1 16x24vDC SR
» L&) PLC data types » [ DI 32x24VDC BA l—
» [ watch and force tables » [ 01 32:24vDC HE o
» [ Online backups » (3 DI 16224125V, o
. ? %
» [ Traces o (monexasovaces | |7
» @ OPCUA communication - moe -
» [ Device proxy data » [ 0Q Bx2avDCi2A HF L[’_J
3 Program infa ~ [ 0Q 16x2avDCi0 =
. PLC supervisions & alarms M 6E37 522-1B... S
=] PLC alarm text lists » [ 0Q 16x24vDCI05. 2
» [ DQ 16x24VDC0 5
: @ Locsl modules ) M o | |
> e q » (8 DQ 32x24vDCf0 5.
v [ Details view <8 2] [z00 = rererere, ararill | » [l DQ 32x24VDC/0 S
| Module | Properties  [*Info )| %l Diagnostics | » [l DQ 32x24VDCID.S..
General I 10 tags H System constants Texts I P ADC X A0y,
» [l DQ 8x230VACI2A ST
Neme : Name Type Address  Tegtable Comment » :CI DQ Bx23OVACISA 5T
I Device configuration [~ ] <@ Start_PB Bool %10.0 Defaulttag table [~] » [ 0Q 1 6x230vAC...
%/ online & diagnostics L 4@ Stop_FB Bool %I10.1 Default tag table L » [ 0Q 16x230vACE..
56l Software units Bool %I0.2 » (@ 0U0Q
o Program blocks Bool %I10.3 = )
_# Technology objects Bool %I04 < H u = \%
@l External source files Bool %105
= | . l Information
@ FLCtags Bool %I10.6 =
i PLC data types Bool %10.7 Device: =
4 Watch and force tables v Bool %01.0 [v ] [>
4 Portal view =3 Overview Ig&‘b PLC_1

Pucynox 1.2 — [IpoextHuii inTepderic mporpamaoro cepegosuina TIA Portal
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1.1.2 Visual Studio Code Ta TexnoJsoris AngularJS

JList

CEPEIOBMILIEC

CTBOpEHHsI KopuctyBaibkoro WEB-inTepdeiicy BHUKOPHCTOBYBaOCS

Visual Studio Code  (puc. 1.3), onrtumizoBane i poOOTH 3

BeOTEeXHOIOTIAMHU [5].

I'padiunuii iHTEpdeEiic BIIOOpaKEHHS CTaHy CHUCTeMH OYB po3poOJieHHi 3
BUKOpucTaHHAM Angular]S, 1o 3a6e3neunso:

— IWHAMIYHE OHOBJICHHS JIAHUX;

— 3py4HY CTPYKTYPY IMPOEKTY Ha OCHOB1 KOMITOHEHTIB;

— MOXJIUBICTh po0OTH 3 JaHuMHU, siKi Hanxoaath Big PLC uepe3 API Be6-cepBepa;

— THYYKICTh y CTBOPEHH1 1H(QOPMATHBHOI Ta 1HTEPAKTHUBHOI CTOPIHKH OIlepaTopa
[6].

VY pesynbTaTi ctBopeHo cydacHuii WEB-iHTepdeiic, 1110 103BOJIsIE€ TEPErIsIaT

napaMeTpu, JI1arHOCTUKY Ta BI3yali3yBaTH JaHl TexHojoriyHoro mpoiecy y WEB-

Opay3epi.

)5 indexjs X

smoke > test > JS indexjs >

{ join } = require(’ .
The Repository

st Mocha = require('m
minimist = require

This repository (“ Code - 0S5")is

CancellationToken Fro
} where we (Microsoft) develop the

CancellationError } s
ISplice } from 'vs/base ymme boolean:
findFirstIdxMonotonousOrArrLe string: ['f',

s +..@rgs] = process.argv;

product together
with the community. Not only do we
work on code and issues here, we
also publish our
, and our

n array[array

on tail2<T>(arr: T
(arr.lengt

): ([

rn [arr.slice(®, arr.length -

one

=== other) f{

equals<T>(one: Readon

1

st options = {

color: o
timeout: 2 * 60 * 1000,
slow: 30 * 1eee,

grep: nptq":" |[ Opts"i‘

if (process.env.BUILD_ARTI

reporter = '
ns.reporterOption
reporterEnabled: °

mochalunitReporterReporterOptio

testsuitesTitle: "${s

. This source code is available

to everyone under the standard

Visual Studio Code

Pucynox 1.3 — I'padiunuii intepdeiic Visual Studio Code st ctBopeHHs

WEB-intepdeticy PLC

3Mm.
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1.1.3 IIporpamue 3a0e3medeHHsi AJs1 3aBaHTaxkeHHss WEB-intepdeiicy B
PLC Simatic S7

st 3aBaHTAKCHHS PO3pO0IICHUX KOPUCTYBALIbKUX CTOPIHOK y
PLC Simatic S7-1500 Oyno BuxkopuctaHo OQiIidHUNA 1HCTPYMEHT BiJ «Siemens» —
nporpamy 3 Bigkputoro pernosutopito SIMATIC S7 Webserver API (puc. 1.4) [7].

s mporpama a03BOJISE:

— 3aBa"taxxyBatu HTML, CSS, JavaScript ta inun ¢aitnu WEB-iHTepdeiicy
6e3nocepenubo y nam’ st PLC;

— KOpEKTHO 1HTerpyBatu kopucrtyBaubki WEB-cropinku y crpykrypy WEB-
cepsepa S7-1500;

— 3a6e3neuntH B3aemoniro WEB-intepdeticy 3 nanumu PLC yepe3 crannapTHumit

WEB-API Siemens [8].

WebApplicationManager © 1.0.0.0 = O X ‘
File Help
| Edit WebApplication(s) or create config ‘ Add existing configuration file(s) ]
Available Items Selected Items
' >>
]
<
<<
Delete
Edit Plc Rack configuration(s) or create config ' Add existing configuration file(s)
Available Items Selected Items
‘ >> 1
-
L= T
<
<<
1 Delete

| Start Deployment Delete WebApps

Pucynok 1.4 — I'padiune 306paxenns WebApplicationMaganer V1.0.0.0
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1.1.4 CumyasrTop auas imitaniiinoro moaeaoBanus S7-PLCSIM Advanced
Jus cumynsuii pobotu PLC Ta mepeBipku (QPYHKIIOHAJIBHOCTI MPOEKTY 0e€3

¢bi3ugHOTO 00s1aTHaHHS 3acTocoBaHO cumysitop S7-PLCSIM Advanced (puc. 1.5) [9].

S7-PLCSIM Advanced V8.0 Upd1

Control Panel

LH Online Access
PLCSIM
¢ TCP/IP Single Adapter
TCP/IP Multiple Adapter

| 5  TCP/IP communication with  Ethernet

2  Virtual Time Scaling

n

0.01 Off 100
#*  Strict Motion Timing v
@ Start Simulated PLC Instance
Instance name PLEC:2
IP address [X1]
m Subnet mask

Default gateway
PLC family S57-1500

N ® MRES
1 Active PLC Instance(s):
W @ PLC_2 /192.168.0.3 ) @ (%

Runtime Manager Port | 50000 ]
Virtual SIMATIC Memory Card

Show Notifications
Function Manual

APl Manual

O - [g %

Bxit

Pucynok 1.5 — I'padiune 300paxenns S7 PLCSIM Advanced

Apk.
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Cumynsimop S7-PLCSIM Advanced 3abe3mneuye HacTynHy (yHKIIIOHAIBHICTD:

— 3amnyck ctBopeHoro y TIA Portal PLC-nipoekTy y BipTyaabHOMY CEpEIOBHILL;

— TECTYBaHHS JIOT1KU KepyBaHHA 0e3 peanbHoro PLC;

— MOJICJIFOBaHHS 3MIHHUX, CUTHAJIIB Ta peaKkIlli CHCTEMHU;

— 3a0e3neuenns B3aemoii mixk PLCSIM ta WEB-iaTepdeiicom;

— TepeBipuTH KOpeKTHiCTh podotu API, TeriB Ta oHoBienHs nanux y WEB-
cTopiHkax [4].

S7-PLCSIM Advanced Takox MiATpUMY€E BIpTyajdbHy MEPEXKY, IO T03BOJISIE
WEB-cepBepy cumynboBanoro PLC mpamoBaru Tak camMo, SK Ha pealbHOMY

obnagHaHHi, M0 € BaknuBuM 1iis TectyBaHHs User-Defined Web Pages.

1.2 CnocoOm 3acToCyBaHHA IHCTPYMEHTAJbHHUX 3aCO0IB /sl MPOEKTYBAHHSA

WEB-inTepBeiicy cucremM ynpaBJiiHHS

[Tpo€eKT BUKOPHCTOBYE MpOTrpaMHe 3a0€3TMEUCHHs] BKa3aHE BWINE IS peami3altii
Bu3HaueHnx 3anad. Y TIA Portal Oyno po3pobieHo JOTiKy MNpPOEKTYy, MporpamHi

00’€KTH, TE€TH, CUCTEMY KOPHUCTYBAyiB 13 MapoJIAMH, HAJAITYBaHHS MEpEeXl Ta 1HII

KOMIIOHEHTH (puc. 1.6—1.8).

Fr it i Options  Tools Window  Help Totally Integrated Automation
HEX9:*: 33I0E B R F coonine &F coofiine g MM ¥ - || BABY [Seochinpoee | - & & UserAdministrator PORTAL

Eo8:raru:EHpCcaad =% ad &7 &

Date ype Defauitvelue  Comment

|

~ Block title: “Hain Progrem Seep (Cycle)”

~  Network 1: Copyinputvalue "Flowrate” to “ActFlowrate™

& Startup [0B100]
& programalamn [F82]

[ surppy ] sor

e [OTA]8] showatmessess

Fath Description Goto 7 Emors  Warnings  Time

Name Address

Pucynox 1.6 — Opranizamiitnuit 610k ocHoBHoro nukity PLC Main [OB1]
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74, Siemens - C:WsersivhoxuserDocumentsiAutomation\ProjectvVebPages_V20\ProjectivebPages V20

Project Edit View Insert Online Options Tools

Window  Help

Totally Integrated Automation

YR sweproer & X EHX O s ZMEBQ F coonline F cooine fp I 2 1111y chnpoee | f4 & % Usedministrator PORTAL
ProjectWebPages_V20 » PLC_1 [CPU 15184 PN/DP] » Program blocks » InstLGF_Frequency [DB3] — X
Devices Plant objects Options
B |5 & 0 B E " Kepocusivelues gg Snspshor 5 Copy snapshots & & L s . i
InstLGF_Frequency (snapshot created: 10/24/2024 9:21:26 AM) ~ | Find and replace
¥ _] ProjectWebPages_V20 A Neme Deta type. Startvalue Retsin Accessible ... Writa.. Visible in .. Setpoint  Supervision Comment.
I Add new device T @~ npa Find:
# Devices & networks 2 @ls  fequency Real v v kireque =
~ [ PLC_1 [CPU 15184 P/DP] @ puiscPouseRetio  Resl @ @ @ alse pau I
Y Device configuration 4 @~ oupu
Y/ online & diagnostics S @- clock Bool v V) t " [ Match case
» @8 Software units 6 @- countdown Time V) ) 4
» gl Program blocks 7 @ Indut hidden text
W Add newblock @~ stetic
& Main [0B1] €@ = » instToflimePulse TOF_TIME nsl ;
& Stanup [08100] 0@ = » insfloflimePause  TOF_TIME
& programAlam (B2 @s  strequencyold  Real o e freques (~f
@ nstLGF_Frequency [083] @=  storpulsePsuseRatio.. Real g e pulsepausd ~
OBStaticalues [0B4] Q=  sterimepulse Time. cul =l
mAlarm_DB [087] S @ statlimerause Time. I
\nksimu_DB [DBS]
» B LGF Replace with
» ) Tenksimulation =
» 2 System blacks
» (3 Technology objects
» 5} Extemal source fles ! !
» L PLCtags [< 2 e
» g PLCdeta types. Q Properties |7, Info i | Diagnostics P
» 53 Watch and force tables
e General i| Cross-eferences | Compile | Syntax
» (5 Traces | (6] 2][@)] [ showalimessages -
| Details view
Data Technology objects A i Goto |2 Ermors | Warnings Time
Neme Offset Datatype  Accessi..
i@ frequeney Real True ~
@ pulsePausehatio feal e =
@ cock Bool True
l@  countdown Time True
@ » instroffimerulse TOFTME  False  |v
< 2

4 Portal view

5 N soveproee | @

ject Edit View Insen Online Options Tools

X D

in (0B1) § InstULGF_Freq

window  Help

Devices | Plant objects

2 0GB B 5 coonine oF Gocfine

alE x 5

LPAF) i

# &% UserAdministrator

Totally Integrated Automation
PORTAL

~ _] ProjectWebPages_ V20

& Add new device
o Devices & networks

» & Ungrouped devices

» 138 Gross-device functions
» 4 Common data
» 5] Documentation settings
» (@ Languages & resources
W Version conwollineerece
» g Online access
» (i Card Readerise memory

<

§ Users |§ii User groups |- Roles Options 2
4
= =g
v |Find and replace ®
User ype Password Runtime timeout | UM domain ID Comment -
User crested by defa. LS
Localuser @ Min E
» [ PLC_1 [CPU 15184 PNDP] Localuser M s Min y s
» [ G2_pLe 1 [cPU 1212 ACDCRYY] 1
ecuriy settings ! 5
ings v >
Users and roles B
e curity features 3

| Details view

Name

Overview

| vein 0B1) | @ insiLF Freq E Users and rol

Pucynok 1.8 — [TapamerpyBanHs gocTymy 110

i >
Assigned user groups | Assigned roles | Assigned rights
Assigned roles
Assignedto  Name Description Runtime timeout | Comment
w 0O Engineering administratar System-defined role "Engineering... Min Enginesring sdministrstor role. ~
B ¥ = Min Engineering standard role =
it 8 HMI Administrator System-defined role “HMI Adminis. Min User management, Monitor, Oper.
# O HMI Operator System-defined role "HMI Operator” Min Web access, Operate, HMiread a
i =] LI Monitor ~HMI Mogitor 3 Min_web Hilead oc e
| o Properties  |*, Info @ | 2/ Diagnostics |
General 1| Crossreferences | Compile
(D[ 4] @[ showalimessages I
1 path Description Gow 2 Enors  Wamings  Time

KOMITOHEHTIB MTPOEKTY

> | Languages & resources

«Assigned roles»

VY Visual Studio Code Gyno cTtBopeno rpadiunmii inTepdeiic Ha Gidmioremni Java

Script — Angular. Bona BukopucroBye Java Script (puc. 1.9), HTML (puc. 1.10), Ta

CSS (puc. 1.11) ana Bigoopaxennss WEB-inTepdeiicy (puc. 1.12), sxa npuzHaueHa s

3pYyYHOI B3a€EMO/IIi 13 KOPUCTYBadeM, Ta JOCTABJICHHS HEOOX1THOI 1HGOpMAaIIil HapsIMy

1o PLC Simatic S7-1500.
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rinal
Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Learn More

J5 mainjs @

[ [ Il ABUAHF Hi
Ve = (N) {
[&e] 0 er(
ot Yt,

data: re,
withXsRFToken:
xsrfHeaderName:
xsrfCookieName:
headers: ye,
auth: it,
if
(0-headers = ye .from(ye)),
(0.url = Ln(Gi(0.baseURL, O.url), N.params, N.paramsSerializer)),
it &&

it.password
? unescape(encodeURIComponent (it.

). isFormData(re)

if (Rt.hasStandardBrowserEnv || Rt.hasStandardBrowserWebWorkerEnv
id 0);
ye.getContentType()
v Yt
? Yt.split(";
.map( (Wt) wt.trim()
filter 1

> @ Restricted Mode . ® 0 A 0 589, Col 1 Spacesi4 UTF-8 CRLF {3 JavaScript &3 0

File Edit Selecton View Go Run Terminal Help <« Q Search

Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage  Learn More

lang="en" data-critters-container

charset=
MyApp
href="
content=" iE
:root{--bs-blue: @ 5 indi ;--bs-purple: @ 5--bs-pink: @
“icon" type="image/ " href="assets/favicon.ico™>
“UTF-8";@charset "UTF-8";:root{--bs-blue: @ 3--bs-indigo: O ;--bs-purple: @ ;--bs-pink: @

>
src="/~myApp/runtime.js

type="module"></script><script src="/~myApp/main.js” type="module"></script></body>

X @ RestrictedMode ®2 A0 Ln1,Col1 Spaces2 UTF-8 CRIF {JHIML & 0

Pucynox 1.10 — Iatepdeiic HTML ¢aitny y Visual Studio Code
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vinal
Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage  Learn More

var (--bs-border-color);

it, box-shadow ©.15s ea

Pucynox 1.11 — Iatepdeiic CSS daiiny y Visual Studio Code

SIEMENS

S7 Web API Application

reract

A web application 'IF'-'II.'!""'Y Tor seamiess SIemens S
DI oy Hhae WWalEnrmvner AD arrt A evre ——
FLLS Using the vweboyerver APl and Anagular,

Pucynok 1.12 — Intepdeiic ronosuoi cropinku WEB-iaTepdeiicy PLC

3a nomomororo WebApplicationMaganer € MOXIUBICTh HaNpsIMy 3aBaHTAXUTH
npoext WEB-intepdeiicy npsmo y PLC BukopuctoByrounm mnpocTuil TpadidHuii

iHTepdeiic (puc. 1.13).
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WeblppConfigCreatorWindow

WebApp Directory

C\Projects\68011496_WebProgram_PlcProgram_DemcPage

Select a WebApp

myApp

WebApp DefaultPage

WebApp NotFoundPage

WebApp State

0 Enabled
() Disabled

Cptional Configuration: seperate entries by *,' (comma)
Protected resource names

Rescurce names to ignore for upload

Web App Version

WebApp Type
!‘ User
) VoI

File extensions to ignore for upload

O

ped

choose WebApp Directory

adjust WebApp name(optional)

WebApp NotAuthonizedPage

WebApp Redirect Mode

! MNone
() Redirect

) Forward

Directories to ignore for upload

Save configuration

Pucynox 1.13 — [1apameTrpyBanHs iHTepdeiiCcy s 3aBaHTAKEHHS KOPUCTYBALbKUX

WEB-nonatkiB y PLC Simatic S7-1500
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Jns cumynamii npoekty Oyno Bukopuctano S7 PLCSIM Advanced (puc. 1.14),
SIKUW J103BoJIE emyntoBatu poooty PLC Simatic S7-1500 pa3om 13 BOyaoBanum WEB-

CepBEPOM, JOCTYII J0 SKOTO 3a0e3neuyerbes uepes crangaptai WEB-Opaysepu.

» S7-PLCSIM Advanced V8.0 Upd1 S7-PLCSIM Advanced V8.0 Upd1
S| M Control Panel
Ln Online Access [m Online Access
' PLCSIM ' PLCSIM
® TCP/IP Single Adapter ® TCP/IP Single Adapter
TCP/IP Multiple Adapter TCP/IP Multiple Adapter
%  TCP/IP communication with  Ethernet %  TCP/IP communication with  Ethernet
Y | Virtual Time Scaling Y  Virtual Time Scaling
0.01 Off 100 0.01 Off 100
* Strict Motion Timing v * Strict Motion Timing v
@ Start Simulated PLC Instance @ Start Simulated PLC Instance
Instance name PLC_2 Instance name PLC 2
IP address [X1] IP address [X1]
m Subnet mask [ﬁ Subnet mask
Default gateway Default gateway
PLC family 57-1500 . PLC family S7-1500

E N B | MRES

1 Active PLC Instance(s): 1 Active PLC Instance(s):
CEM@E rPc2 /192.168.0.3 ) © x E® pc2 /192.168.0.3 2 O x

&Y Runtime Manager Port | 50000 ] &Y Runtime Manager Port | 50000 ]
(% Virtual SIMATIC Memory Card % Virtual SIMATIC Memory Card
i Show Notifications V] i  Show Notifications
?;-‘ Function Manual g Function Manual
= APIManual = AP Manual
| €  Exit Q it

Pucynok 1.14 — Exzemmusap BiptyanbHoro PLC 1 B cumynsitopi PLCSIM Advanced B
pexumMax «STOP» 1 «KRUN»
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2 PO3POBJIEHHA METOINYHOI'O ITPUKJIAZLY ITPOEKTY 3
WEB-CEPBEPOM PLC S7-1500

2.1 Po3po0.iennst anapaTHux 3aco0iB i joriku npoexkry PLC S7-1500

Ha pwuc.2.1 HaBegeHO CTPYKTYypy BHUKIMKIB Yy TPHUKIQAHIA mporpami

PLC S7-1500.

~ LGF_DTLtoString

' LGF_DTLtoString U

g

Pucynok 2.1 — Crpykrypa npukinaasoi nporpamu PLC S7-1500

VY 6nokax ganux «Web2Ple» Ta «DataBuffer» BUKOpUCTOBYIOTbCS T€TH HaBeACHI

Ha puc. 2.2-2.4.

Apk.
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Name Data type

40 ¥ Static
2 4@n. tankLevelLack Int
3 @@= tankLevelMinimum Int
4 <. tankLevelMidth Int
5 40 = tankLevelMaximum Int
6 <= tankLevelOverflow Int
7 40w tankLevel Int
g 40 = tankLevelScale Int
9 4Q = flowrate Int
0«40 = statusValveCPU Bool
11 <@ = stop Bool
12 <@ = start Bool
13 4 = reset Bool
14 Q) = startStop Bool
iIs <] e alarmText Int
16 q] = alarmColor Int
17 <40 = actFlowrate Int
8 4n closeValve Bool

] = openValve Bool

Pucynok 2.2 — Teru 8 DB « Web2Plcy»

DataBuffer
Name Data type
1 @ v Static
2 4= » data Array{0..20] of "typeDataStruct”

Pucynok 2.3 — Tern B DB «DataBuffer»

typeDataStruct
Name Data type
LT | value Int
2 4 timeStamp String[24]

Pucynok 2.4 — Tunu nanux PLC «typeDataStruct»

VY OB «Startup» (OB100) (puc. 2.5) 30epiratoTbCsi TOYATKOBI 3HAYEHHSI BUTPATH
«web2plc.flowrate» Ta  rpaHuuHi  3HaUYeHHS  TeriB  Qopmu  pesepByapa:
«web2plc.tankLevel»,  «web2plc.tankLevelLack», «web2plc.tankLevelMinimumy,
«web2plc.tankLevelMidthy, «web2plc.tankLevelMaximumy Ta

«web2plc.tankLevelOverflow».

Apk.
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Wserswh oxuserDocuments\Automation\Projec

/ebPages_V20\rojectiebPages_V20

Project  Edit View Insert Online Options

Cf HE soveproje & X

Help

M EE R coonine F coofine fp [ I8 %

| Devices | Plant objects |

¥ ] ProjectwebPages V20
I Add new device
#h Devices &networks
~ (@ PLC_1 [cPU 15184 P/DP]
M s ateron
4/ Online & diagnastics
> @ Software units
~ L Program blocks
B Add new block
& Main[081]
& starup [08100]
& programAlerm (FB2]
@ InstLGF _Frequency [083]
@ MoinOBStaticValues [DB4]
® programalarm_08 [057)
@ Terksimu_DB [DBS]
» i LoF
» (&3] Tenksimulation
» i system blocks
» L3 Technology objects
» Lg) Bxtemal source fles
» L PLCtags
» g L data types
» [22 Watch and force tables
» (& Online backups
> [ Traces

A Narne Data type
1@~ Input
2 @@=  Losthetentive Bool
3 @s=  Losic Bool

Ak Ak - {7 = 2

~ Block title: "Complete Restart’

v Network1: Setdefsultior "Flowrate’ and "TankLevel"

Cammment

True il retentive data are lost
True if date and time are lost

TN “webplc”
5t our —flowrste

¥ Network 2: Initislize limits for tank levels

0N “webzplc” tank

st our — Level

2 & Useradministrator

e o @53

[<

[ Details view

0— "web2plc” tank
5+ oum — Levellack

Neme Address

X

v Network3:

<] i

“web2plc tank
5 oum — Levelwinimum

Totally Integrated Automation
PORTAL

Options

> | Favorites

[ oy W,

~ | Basic instructions

Name
» [] General
» il Bitlogic operations
@] Timer operations
4 Counter operations
] Comparator operations
] Math functions
]

EEEE

~ | Extended i

Deseription

Name

» [] Date and time-ofday

» [ string + Char

» [ Frocess image

» [ Distributed 0

» [] PROFlenergy

5 Modile parsmeter ass)
]

~ | Technology

Deseription

soneiq]

Name
» [] Counting, messuremen
» [ FID Cortrol

» [] Motion Control

» [ Timebased 10

< [0

~| ¢

» [] SINAMICS Motion Cantrol

Deseription

SuFppY (e[

Name
» [] 7 communication

» (] Open user communicat
» [ orcua

» [ Wes server

» [ others

< ]

> | Optional packages

Pucynok 2.5 — Inrepdetic mporpamuoro 6soky Startup [OB100]

Y OB «Main» (OB1) (puc. 2.6) € HaOip GyHKIIIHA:

AserswhoxuserDocumentsiAutomationtProjectiebPages_V20WProjectebPages V20

Description

Project  Edit View Inse Online  Opions

ERT:E S X

Help
DS

Devices | Plant objects

Totally Integrated Automation
POR’

TAL

~ ] ProjectwebPages v20
B Add new device
b Devices &networks

» 88 Software units
~ g Program blocks

» L FLCtags
» g PLCdata types

» [ Online backups
» [ Treces

~ ] Details view

roralview T XX

Pucynok 2.6 — Intepdeiic opranizariitHoro 6;10ky ocHoBHOro 1ukiy Main [OB1]

1) xomiroBaTH BX1JIHE 3HAYEHHS BUTPATH Ha (DaKTUUYHY BUTpPATY;

2) BCTaHOBUTH TeT «StartStop» 3 Bxomamu «Start», «Stop» Ta «Resety;

3) mpuMyCOBO 3aKPUTH KJamnaH, KOJM cUcTeMa nepeOyBae B CTaH1 3yMUHKHY;

Options :
EE . [ by W % =]
Main > [ Favorites
= Name) et BEIE ~ | Basic instructions
Q> Input Harme Description
2 @ Initial_Call Bool Initial call of this OB 5 T
~ (@ PLC_1 [CPU 15184 PRUDP] 5 @=  Remanence Bool True, if remanent data are available =
I Device configuration T S
%/ online & disgnostics = = 5o 4 -a o oe] » [+1] Counter operations
¥ Block title: "Main Program Sveep (Cycle]” » [¢] Comparator operations
. Commer » [£] Math functions
B Add new block =
A Mein|oan] v Network1: Copyinputvalue "Flowrsts’ to "ActFlowrste” AT, 5
& Startup [0B100] :
& programalarm [F82] = i — sstigsion
@ InstLGF_Frequency [DB3] ViSiBatson I'"""E'“' oy, 5
§ MainOBStaticValues [DB4] MOVE » [ String + Char E
® programalarm_DE [DB7) - “web2plc* act » [ Frocess image E
@ TerkSimu_DE [DBS] f— # oun Flowrate » [ Distributed Vo g
= flowrate — |y » [] PROFlznergy 2
T » [ Module parameter assi vl |
] el
il i Network 2:  SetStastop” with input "Start” and Reset "Stanstop” with "Stop","Reset" >3
- i Set"Stanstop” with input "Start” and Reset "StanStop” with inputs "Stop” Reser =
» [ Technology abjects St P P B P P Technology >
» '} Extemal source files u Neme Description -
» [ Counting, measuremen H
web2ple" start » ] PID Control
» [ watch and force tables e » [ otion Control
o= » [] SINAMICS Motion Control
~ "web2ple".stop — "web2plc”.start— 5 » [ Timebased 10
"web2ple” reset — 3t —
P = < i >
~ ‘ Ce
~  Network3: Close valve if stopped i Dessiipiicn
Neme Address ment » [] 57 communication ~
» (] Open user communicat
. . » [ oFcua
webpledose ) e
‘web2plc” open M e ~

4) BcranoButu ter «StatusValveCPU» 3 Bxomamu «OpenValve», «CloseValve»

Ta «Resety;

3m. | Apk. Ne nokym.
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5) Koau BXiJ CKUJAHHS YBIMKHEHO, CKMHYTH PIBE€Hb y pe3epByapi Ta BXOIHU
«Starty Ta «Stop».

6) BUKJIUKATH Ta BCTAHOBUTH TpUrepHuii FB Ha mUKIIIYHUNA BBIJT IITOCEKYH/IH;

7) BUKJIMKATH CUMYJISILIIFO PE3epBYyapa OJWH pa3 Ha CEKYH]Y.

VY ¢dynkmionansHoMy enemeHTi «TankSimuy mMonmemtoeThes mporec HAIIOBHEHHS
abo 37MBY pe3epByapa 3aJieKHO BiJI BUTpaTH Ta T[IOJOKEHHS KianaHa. biok
BUKOHY€ETHCS OJIUH Pa3 Ha CEKYH/IY.

Ha WEB-cTopinmi HeoOXiTHO 3a3HAYUTH BUTpPaATy 3a JIOMIOMOTOIO TEry
«web2plc.flowrate». PiBenb y pesepByapi 30UIBIIYETHCS a00 3MEHIIYEThCA Pa3oM 31
MIBUJKICTIO BUTPATH, KOJM BHUKJIHMKAE€TbCA (YHKIIOHATBbHUN eneMeHT «TankSimuy.
[ToTounuit piBeHb 3anmoBHeHHs 30epiraeThes B Tery PLC «tankLevely.

[TonoxeHHs1 KjamaHa 34MTYeThCA Ta 30epiraerbcst B mpouecopi B Tery PLC
«web2plc.statusValveCPU» uepes mBa Term PLC  «web2plc.openValve» Ta
«web2plc.closeValvey.

StartStop Status. PiBeHb pe3epByapa 3MIHIOETHCS JIMILE TOA1, KOJIH BCTAHOBJIEHO
01T «web2plc.startStopy.

Valve Status. UYepe3 0iT «web2plc.statusValveCPU» 30epiraeTbcsi OCTaHHS
aktTmBoBaHa KHomka «OpenValve» abo «CloseValve». 3amexxHo Big 1mporo 0ira,
pesepByap abo0 3TUBa€THCA, A00 HAIIOBHIOETHCS.

Fill Tank. HanoBHeHHs1 pe3epByapa MOYMHAETHCS 13 3alUTy Ha MEPEBIPKY, UM
pesepByap Bke TOBHUW. SIKImIO pe3epByap HE TMOBHUW, pIBEHb Y pe3epByapi
30LIBIIYETHCS pa3oM 31 IIBHUJKICTIO MNOTOKY. PiBeHb y pesepByapi OOMexKeHUN
3HaueHHsIM «web2plc.tankLevelOverflow.

Empty Tank. 3nuB pesepByapa BifOyBa€TbCsl aHAJIOTIYHO HOTO HAMOBHEHHIO.
PiBenb y pe3epByapi 3MEHIIYETHCS pPa3oM 31 IIBUAKICTIO TOTOKY Ta OOMEXEHUUN
3HAYEHHSAM «0».

Typescript-SIMATIC-s7-webserver-api  (puc. 2.7). lleii maker € makeroMm 3
BIIKDUTUM BUXIJHUM KOJIOM, pO3pOoOJeHUM «Siemens» Ta OIyOJIKOBaHUM Yy
peno3uTopisix (npm Ta github). BiH BUKOPUCTOBYETHCS I KEPYBAHHS 3allUTaMH Ta

BianosigsmMu WEB-3actocynky no WEB-cepsepa PLC.

Apk.
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VY upoMy mpoekTi, B KokHOMY aiini TypeScript, € Kibka BUKIHUKIB (QYHKIIIMH,
JOCTYITHUX JJIs1 [bOTO MAKETa, K1 Oy yTh MOSCHEH] B KO)KHOMY BIJIIOBITHOMY PO3LII.

CriapbHUMHA HKIISIMHA, HEOOXIJHUMH JUIT BCIX KOMYVHIKAIi, € 00'eKT
y ) y )

KOH(DIrypaiii, IKUi CKJIaJJa€ThCA 3:

// Request configuration
let config = new RequestConfig();
config.protocol = "https"';

config.verifyTls = false;

config.address = sessionStorage.getItem('plcAddress') || ''; [7].

e RequestConfig — me kmac, Bu3HadeHWid y Oi0Omioreni, sSIKMUH Mae I TpH

00OB'I3KOBI KOMIIOHEHTH (TYT MOXKHA J0JaTH cepTUdIKaT sl MEePeBIpKU 0coOH

KJIIEHTA, SIKUA HAJICUIIA€ 3aIUT).

3aBasku  Angular moxkHa 30epiratu  «plcAddress», BxmtoueHuidt y dopmy

startPage.html, 3a qomomoroto metroay getltem() [7].

pescript-simatic-s7-webserver-api @) 3anwTanna go Google % Y¢ e D i

su.. [ Mporpawysanns [ lwe

N
O Platform Solutions Resources Open Source Enterprise Pricing Search or jump to... Sign in ‘ Sign up ‘ ‘:—'E‘ |

% Fork 0 ¥7 Star 7

> Code ( lssues 2 {9 Pull requests ( Actions [ Projects @ Security |~ Insights

¥ main ~ ¥ 2Branches © 3 Tags Q Goto file <> Code ~ About

@ lopezfernandezjesus Fix: \

B github/workflows

8 docs

| sc

[ .eslintignore

(Y -eslintrcjs

[ gitignore

[ CODEOWNERS

Y CODE_OF CONDUCT.md

Releases 2
9 LICENSEmd

vii2

Pucynok 2.7 — I'omoBHa ctopinka GitHub npoexty

Typescript-SIMATIC-s7-webserver-api

Angular (puc. 2.8), sikuii yacto HazuBaroTh Angular 2+, — ne ¢peitmpopk WEB-

3aCTOCYHKIB 3 BIJIKpUTUM KOJOM, sIKUW ouoiitoe komannga Angular y Google Ta
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CIIJILHOTA OKpeMHuX oOci0 1 Kopmopamiil. Angular — 1€ TOBHICTIO TEpeNUCaHUM
(GpeiiMBOpK BIJI Ti€l X KOMaHAM, ska cTBopwia Angular]JS. Bin B mnepmry uyepry
CIpSIMOBAaHWUN HA CTBOPEHHS JWHAMIYHUX KII€HTChKMX 3acTocyHKiB Ha HTML Ta

TypeScript (xo4a BiH Tak0x Moxke 00podssitu JavaScript) [6].

x O Elements Console CSS Overview Sources Network Performance »

<!DOCTYPE html> Styles Computed Event Listeners State »
class=" ">
>: HeroService
€ l: "ap es'

t _nghost-vcv-c@ ng-version="9.1.7"> ‘ ler: HttpInterceptingHan..
_ngcontent-vcv-c@>Tour of Heroes</hl> ) {headers: HttpHeaders}
_ngcontent-vcv-c ce: {me Arra.

: t _ngcontent-vcv-c@></router- : Object
s: Array(4)
board _nghost-vcv-c2> »0: {id: 12, name: "
ngcontent-vcv—c2>Top Heroes</h3> $0 | »1: {id: 13, name: "
_hgcontent-vcv-c2 class="grid grid- : {id: 14, name:

3: {id: 15, name:

: Array(0)

Pucynok 2.8 — Cunrakcuc AngularJS

BukopucranHsi Ta OCHOBHI (PyHKIi:

1) KomnoHneHnTHa apxiTeKTypa:

Angular peacraBiisie iepapXiuHUi KOMIOHEHTHUN (QpeiMBODK, KUl 3a0e3neuye
MOJTyJIbHICTh 3aCTOCYHKIB. L1 MOAYIBbHICTH J0O3BOJISIE BUKOPUCTOBYBATU KOMIIOHEHTH
HOBTOPHOI'O BUKOPHMCTAHHS, JIETIIe OOCIyrOBYBaHHS Ta MOKpAIleHy MaclITa00BaHICTb.
KOMITIOHEHTH 1HKAICYNIOITh 3B'SI3yBaHHS JAHUX, JOTIKY Ta PEHAEPHUHI IIAa0JIOHIB Y
OJIOKU TOBTOPHOTO BUKOPUCTAHHS.

2) Ha ocnosi TypeScript:

Angular-3acTOCYHKH CTBOPIOIOTBCS 3a goromoror TypeScript, HaapsIKOBOTO
1Haekey nms JavaScript, mo 3a6e3neuye BUIly 0€3MeKy, OCKIIBKH MIATPUMY€E CTAaTHUYHY

TUII3AIII0 pa3oM 13 YyJOBUM I1HCTpyMeHTapieM Ta miarpuMkoro IDE. Crartuuna
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TUII3allisl CHOPOIly€e MIATPUMKY OUIbIIUX 0a3 KOAYy Ta 3amodirae MOTEHIIHHUM
MOMMJTIKaM TI1]] 4aC BUKOHAHHS.

3) IlinTpMKa peakTHBHOI0 NPOrPAMYBAHHS:

Angular BukopucroBye RxJS (peaktuBHi po3mmpenHs s JavaScript), mio
N03BOJISIE €(PEKTUBHO Ta CKJIAIHO KOMIIO3UITIIOBATH aCMHXPOHHI Orepartii Ta mporpamu
Ha ocHOBI nojii. Lle € KIoUoBKUM /Jis KepyBaHHS 3HAYHOI KUJTBKOCTI MOTOKOBUX JIAHUX
1 MOke OyTH Oe3MepelKoHO IHTErPOBAHO 3 MOJEIIIIO Mol Angular.

4) /IBOCTOPOHHE 3B'SI3yBaHHA TaAHHUX:

JIBOCTOpOHHE 3B'sI3yBaHHA JaHUX MPOAOBKYE OyTHU CHIIbHOIO QyHKIIE0 Angular,
rapaHTyloud, 0 CTaH MOAeli BigoOpakae BXiJHI JaHi B iHTepdeiici KopHCTyBaya
MIporpaMu Ta HaBIaKH, 6€3 HeOOX1THOCTI T0JJaTKOBUX 3yCHJIb JUIsl CHHXPOHI3allli TaHUX.

5) BupoBax:kenns 3asexuocrei (DI):

BrnpoBamkxenns 3anexxHocteil B Angular no3Boiisie po3poOHHMKAM MPOCTO Ta
JEKJIapaTUBHO BU3HAYaTH 3aJIEKHOCTI KiaciB. lleit Merox 3HayHO jpomomarae y
CTBOPEHHI PO3'€IHAHOrO, 3PYYHOTO B OOCIYroByBaHHI Ta TecTyBaHHI Koay. DI
0COOJIMBO KOPHCHHI Ji1 KEpyBaHHS cepBicaMM, i€ KJac 3aluTye 3aJeKHOCTI 13
30BHIIIHIX J)KEPE, a HE CTBOPIOE X BHYTPIIIHBO.

6) Komminsinisi 3 Bunepemxenusam gacy (AoT):

Angular miarpumye koMo AoT, sika KOMITIIIOE KOMIIOHEHTH MPOTPaMH Ta
mabnonn y pigauii JavaScript Ta HTML, nmepmr Hix Opay3ep 3aBaHTaXWTh Ta
3anmycTUTh KoJ. Llst mpakTuka mokpailye mMBUAKICT PEHAEPUHTY Ta O€3MeKy MPOrpaMHu.

7) Angular CLI:

Intepdeiic xomangunoro psaka (CLI) Angular — ue mnoTyxuuii Habip
IHCTPYMEHTIB, KM aBTOMAaTH3ye Ta JoIroMarae B po3poOIii Angular-mporpam. Bin
Kepye TaKMMU 3aBJAHHSAMHM, SK IHIIami3amis, KoH(irypaiii, KapKacyBaHHS
KOMITOHEHTIB, PO3pO0Ka Ta pO3TOPTAHHS.

8) MoayJab MmapmpyTu3aTropa:

Angular Router 3a0e3neuye Hapiramiro MDK pI3SHUMU KOMIIOHEHTaMH, IO
CKJIa/Ial0Th MPOrpamy.

Bin mpamroe, inTepnperyroun URL-aapecy Opaysepa sIK 1HCTPYKIIO IS
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nepexoAy A0 3reHEepOBaHOr0 KIIEHTOM NpenacTaBiieHHsd. Lle BaxmuBo uis iMiTarii
HaBIrauii 0araroCTOpIHKOBOI Mporpamu 0e3 HEeoOXIAHOCTI BHXOAY 3 CEPEIOBHILA
OJIHOCTOPIHKOBOI Mporpamu [6].

IlepeBaru Angular:

— TPOAYKTHUBHICTh Ta 1HCTpyMeHTH: IIpomonye uymoBi iHcTpymentu Ta IDE.
Angular CLI cnpomrye reHepaiiio MporpaMm, CTPYKTypyBaHHS KOMIIOHEHTIB,
KOH(DIrypallito Ta po3ropTaHHs KO1y;

— TPOIYKTUBHICTH: Pearnizye onTuMmizoBaHe BHUABICHHS 3MIH Ta TOTYXHI
MO>KJIMBOCTI PEHICPUHTY;

— yHiBepcalbHiCTh: [liATpUMy€e peHIepUHT Ha CTOPOHI cepBepa IJisi JOAATKIB
Angular;

— nopaTku: MOXIMBICTh CTBOpIOBaTH noaaTku s WEB-caiiTiB, MOOUIRHUX
WEB-caiiTiB, HATUBHUX MOO1TBHUX IPUCTPOIB Ta HATUBHUX HACTIILHUX J0JIATKIB;

IToBHa ictopis po3poOku: IlinTpuMka TecTyBaHHsS, aHIMAIlli, TOCTYIHOCTI Ta
IHIMX (PYHKIIH 6€e31m0cepeIHbO.

Angular crnpocTuB Ta BIOCKOHAJIWB KOHIICTIIIO OJHOCTOPIHKOBOIO JOJIATKy
MOPIBHSHO 3 1Or0 MOYaTKOBUM 3apopkeHHs M B Angular]S [6].

ApxiTeKTypa Angular po3polbieHa TSt i ITPUMKHA HAJIHHUX,
BEJIMKOMACIITAOHUX JIOAATKIB Ta CHPHUSE CTBOPEHHIO CEPEAOBHINA, CIIPUSTIUBOTO IS
00CITyroByBaHHs Ta MaclITa0OBaHOCTI, BUKOPUCTOBYIOUM MOBHUN HAOIp 1IHCTPYMEHTIB
PO3pOOKHU.

Bootstrap (puc. 2.9) — ue nonynspHuid QpelMBOpPK 3 BIAKPUTUM KOJIOM IS
(GPOHTEHI-TTPOCKTYBAHHS, KU BUKOPUCTOBYETHCS JJISI TPOSKTYBAHHS Ta CTBOPCHHS
agantuBHUX WEB-nonaTkiB, opieHTOBaHMX Ha MOOLIBHI mpucTpoi. BiH Hamae
nonepeHL0 PO3pO0JICHI KOMIIOHEHTH, Takl K KHONKH, (OpMH, MOJajabHI BiKHA Ta
maHedl HaBiraiii, a TaKoX MOTYXXKHY CHCTEMY CITOK JUIsl CTBOPEHHS MAaKeTiB, IO
aJanTyloTbCs J0 PI3HUX PO3MIpPIB eKpaHiB. Bootstrap mgomomarae po3poOHUKaM
3a011aJ[)KyBaTH Yac, MPOIMOHYIOUN Y3TOJKEH1 CTHII Ta (DYHKI[IOHATIBHICTb, 1110 CIPOILYE
CTBOPEHHSI BI3yaJlbHO TMpuBaOIMBUX Ta ¢yHKIIoOHATbHUX WEB-caiiTiB  0e3

HEO0OX1THOCTI mounHaTH 3 HyJs [10].
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1 <!DOCTYPE html>

2 <html>

3  <head>

4 <meta name="viewport" content="width=device-width, initial-scale=1">

5 <link rel="stylesheet" href="http://maxcdn.bootstrapcdn.com/bootstrap/3.3.5/css/bootstrap.min.css">
6 <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.3/jquery.min.js"></script>
7 <script src="http://maxcdn.bootstrapcdn.com/bootstrap/3.3.5/js/bootstrap.min.js"></script>
8 </head>

9 <body>

10 <nav class="navbar navbar-inverse" style="background-color: navy;">

11+ <div class="container-fluid">

12 v <div class="navbar-header">

13 <a class="navbar-brand" href="myBootstrapHome.cfm">Beginner Bootstrap Website</a>
14 </div>

15+ <div>

16 v <ul class="nav navbar-nav">

17 <li><a href="myBootstrapTable.cfm">Table Page</a></1i>

18 <li><a href="myBootstrapTabs.cfm">Tab Page</a></1li>

19 <li><a href="myBootstrapGrid.cfm">Grid Page</a></li>

20 <li><a href="myBootstrapForm.cfm">Form Page</a></1i>

21 </ul>

22 </div>

23 </div>

24 </div>

25 </nav>

Pucynok 2.9 — Cunrakcuc Bootstrap

Bootstrap MiCTUTD YTUJIITH, SIKI TPUIIBUANIYIOTH MIPOLIEC PO3POOKH, 3MEHIITYIOUH
notpe0y B HamucanHi BiacHoro CSS. LI yTWIITH OXOIUIIOIOTH IIUPOKUN CHEKTP
MOIMMPEHUX 3aBIaHb JAW3aiiHy, TaKUX SK KOPWUTYBaHHS TIOJIB Ta BIJACTYMIB,
BUPIBHIOBAHHS TEKCTY, KOIbOpy, Moaudikaiii ¢ony tomo. Bouu po3pobiieHi skomora
MOJYJIBHIIN, IO JO03BOJISIE PO3POOHUKAM IIBHJAKO 30UpaTH CTOPIHKA 3 TOYHUM
KOHTpOJIEM HaJ MakeToM Ta au3aiiHoM. Xoua Bootstrap Hagae mupokuit HaOip
MOTIEPETHHO PO3POOJIEHUX KOMIIOHEHTIB, BiH TaKOX MIATPUMY€E CTBOPEHHS BIIACHUX
KOMMOHEHTIB. Ile Moxke OyTH O0COOJMBO KOPHCHUM, KOJIM KOMIIOHEHTH 3a
3aMOBYYBAaHHSAM IMOTPIOHO 3MIHUTH a00 PO3MIMPUTH, 100 Kpallle BIAMOBIIATH MEBHUM

BuMoram [10].

2.2 Ilpouenypu miArOTOBKU MPOEKTY AJs1 po0OOTH

1) Heobximno 3amyctutu TIA Portal Ta BuOpatu «Project > New...», 1io0
CTBOPUTH HOBHM MPOEKT 3 Ha3BOI0, Hanpukiaa, « Webserver S7 1500».
2) HeoOxigHo momatu cranmito S7-1500 uepe3 « ADD new devices > Controller >

SIMATIC S7-1500». Binkpuetscs BikHO «Devices» PLC.

3Mm.
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3) Heo0ximno npusnauutu [P-ampecy 192.168.0.2 PLC inTepdeiicy
PROFINET XI1. Ilro IP-ampecy mnizuime BuxopuctoByBatumetre WEB-Opayszep mis

nocrymy 1o WEB-ctopinku, 3aBantaxenoi Ha PLC (puc. 2.10).

|£. Properties "E Info i ”i Diagnostics |

General H 10 tags " System constants " Texts |
General _Add new subnet (]
Ethernet addresses
Operating mode Internet protocol version 4 (IPv4)
» Advanced options
Web server access (#) Set IP address in the project =
Paddress: [ 192 168 .0 .2 |
Subnetmask: | 255 255 255 0 |
B [ use router
i
‘» ()P address fram DHCP server
() IP address is set directly at the device
PROFINET

[ R R ey e

Pucynok 2.10 — [TapamerpyBanns mepexkeBoi PROFINET-komyHnikariii PLC

HeobOximno aktuByBatm ommito  «WEB server accessy» 'y BIacTHBOCTSIX
inTepdeiicy PROFINET. Heo6xinHo yBiMkayTH WEB-cepBep uepes IP-aapecy 1poro
Tepdeiicy (puc. 2.11) [11].

|£. Properties H:'.. Info i ﬂi Diagnostics

J General \l 10 tags || System constants || Texts

General Web
Ethernet addresses S niveraceess
Operating mode

» Advanced options

Maote: |The Web server must also be activated in the properties of the PLC.
Web server access

[w) Enable Wweb servervia IP address of this interface

Pucynoxk 2.11 — Ilpouenypa aktugartii noctyny 10 WEB-cepsepa PLC

HeoOxinHo aktuByBatu « WEB-cepBep» y po3aut «Properties» PLC ta BubGparu

«Activate web server on this module» (puc. 2.12) [12].
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9 Properties

J General ” 10 tags

” System constants

II Texts

”Lx, Info i ui Diagnostics |

» PROFINET interface [x2] (]
b PROFINET interface GEIT [%3]
» DPinterface [%4]
Startup
Cycle
Communication load
Systern and clock memaory
SIMATIC Memaory Card
Systermn diagnostics

FLC alarms
¥ ieb server
General
Automatic update —
Security
Watch tables
w User-defined pages
Advanced
Entry page
Overview ofinterfaces 7‘&

(<] o =]

VWeb server

General

. Automat
»

Security

ic update

™) Activate web server on this module
™) Permit access only with HTTPS

["] Permit data access only wia Web APl

™) Ensble automatic update

Update interval: |1 s |

The global security settings for the certificate manager are enabled.
Sufficient function rights or project protection are required to work with the certificate manager.

Pucynok 2.12 — Ipouenypa aktusaiiii WEB-cepsepa va PLC

VY kondiryparii aepeBa NpoeKkTy HeoOxigHO BuOpartu: Security settings >
Settings > Project protection. HeobxiqHo akTuByBatn KHONKY «Protect this project»
(puc. 2.13). Lle aktuBye neski ¢yHKii Oe3meku, Taki sK, HANPHUKIAA, MEHEIKEp

cepTudiKaTiB, J€ MOXKJIMBO 3aBaHTAXUTH cepTudikatu Oesneku. Ilicns peamizarii

MPOLICTYPH 3aXUCTY TIPOEKT € B OIBIBIIIIN Mipi 3aXHUIIICHAM.

Projectt¥ebPages_V20 » Security settings » Settings

W3]

| »

Project protection
P Password policies

Jami HeoOXimHO cTBOpUTH JBOX KopucTyBauiB «UserAdministrator» Ta «User»

(puc. 2.14).

Project protection

Your project will be protected as soon as you specily a project administrator. Then you must log on to the project. The project protection cannot be removed

aga

in.

This setting cannot be undone.

Frotect this project

Pucynok 2.13 — Kondoirypariist npoekTy, 3aXucT

ProjectWWebPages_V¥20 » Security settings » Users and roles

§ Users ||i| User groups ”L Roles

<Add new users

% i e =
Users
Username User type Passwaord Runtime tirmeaout UM domain 1D Comment
§ [ anonymous User created by defa...
i E\ u Local:usera R R RS E 30 Min
i EI Useradministrator Local user — FEEEEEEE B 30 Min

Pucynok 2.14 — CTBOeHHSI HOBUX KOPUCTYBAYIB JJI 3aXUCTY IIPOEKTY
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Jlis 3aBanTaxenHss WEB-inTepdeiicy y PLC neo0xinHo:

1) BigpenaryBatu WEB-3actocynku abo ctBoputu KoH(iryparito: CTBOpUTH

koHpirypauito s WEB-3acTocyHky, sikuii moTpiOHO 3aBaHTaXuTH (puc. 2.15).

B WebAppConfigCreatorindow =

WebApp Directory choose WebApp Directory

C\Projects\63011496_WebProgram_PlcProgram_DemcPage

Select a WebApp adjust WebApp name(optional)
myApp -
WebApp DefaultPage WebApp NotFoundPage WebApp NotAuthorizedPage
ndeehbnl - ‘
WebApp State WebApp Type WebApp Redirect Mode
®) Enabled ® User ® None
) Disabled U Vol ) Redirect
() Forward

Optional Configuration: seperate entries by '' (comma)
Protected resocurce names

Rescurce names to ignore for upload File extensions to ignore for upload Directories to ignere for upload

Web App Version

Save configuration

Pucynox 2.15 — CtBopenns HoBoi koH(pirypamii WEB-nomarky nis PLC

2) BinpenaryBatu kou@irypauito ctiiiku PLC abo ctBopuTtH KOH]Irypario:

CrtBputn koH(piryparito misi PLC a6o criiiku PLC, kyam HEoOXigHO 3aBaHTaXUTH

nporpamy (puc. 2.16).

B PlcRackConfigCreatorWindow — X
Plc Rack Name Add Rack Configuration
Add |
Select a Rack to configure
PLC 1 “
Rack Pl IPs/Dns Names
192.168.0.2,
Save configuration |
Back to Main Applicaticn ’
Pucynok 2.16 — CtBopenHs HoBoro 3’eqHanns WEB-nonatky nns PLC
Apk.
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OG’extn, mo OyAyTh NEPEHOCUTHUCSA, Ta Miclle, KyAu OyJie BUKOHYBATHUCh
NEPEHECEHHs, MAalOTh OyTH B MpaBlii YacTHUHI 1HTEpQeNcy rojoBHOI mporpamu. [lns
ILOTO HEOOX1THO BUOpPATU 00'€EKTH y CNMHCKY JOCTYMHHUX €JIEMEHTIB Ta aKTUBYBaTH Ha

cumBoui ">" (puc. 2.17).

B WebApplicationbanager @ 1.3.2.27 = O X
File Help

Edit WebApplication(s) or create config ‘ Add existing configuratior l:l

Available ltems Selected ltems

myApp = myApp

<<

Delete

Edit Plc Rack configuration(s) or create config ‘ Add existing configuratior l:l

Available ltems Selected ltems
PLC_1 PLC_1

>

<<

Delete

Start Deployment ‘ ‘Start Continuous Deploym{ ‘Stop Continuous Deploym" ‘ Delete WebApps

Pucynok 2.17 — BubGip He0OX1IHUX MPOEKTIB, Ta 3’ €JHAHb TOTOBUX /10 3aBAHTAKCHHS

Tenep Mo’xHa aKTUBYBAaTH KHONKY IMOYaTKy po3ropTtaHHs «Start Deploymenty.
KopuctyBaua Oyne mnepeHanpaBieHo Ha ¢opMmy, sKa 3alUTyBaTUME IapaMeTpu
aBTropu3arii (puc. 2.18).

B ' LoginDialog - [m] X ‘

Please provide the login for Pic ip/dns: 192.168.0.1
User

Pucynox 2.18 — ®opma BBOY napamMeTpiB aBTOpU3ALlT

Takox HE0OX1THO KOMIILITIOBATH caM MPOeKT (puc. 2.19), Ta 3aBaHTaXXUTH HOTO Y

PLC Simatic S7-1500 (puc. 2.20).

Apk.
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Change device = Export module labeling srips

3 H proj

Project tree

Devices | P == copy

open g Froperties
penin new editor

Open blockFLC data type. 7

arle
X Delete Del
~ [ Projecrwebpe  ReNaMe F2
B Addnew § & Goto topology view
gy Devices & g Go 1o network view
> meetlen
» W62 PCT  pownload to device »
¥ I Ungroupe|  Backup from online device
~ & Securityst F Goonline
9 serting ¥
i Users { 4 Online & diognostics
» &8 securit
» 138 Cross-devi s
» [ Commeon {m,
» [5]) Document g,
» (@ Lenguage

Hardware (only changes)
Hardware (rebuild al)

Software (only changes)
Software (rebuild all)

Software (reset memory reserve)

culek

crleD

Copy snapshots to startvelues b
» [ versionod

» fi Online acces
» [ Cord headen| B
W

B start simulstion curlashifeax

Compare »
Searchin project curl+F
X Crosseferences
B Call structure

& Assignment list

M1

%, Update program

& prine crlef

& Print preview.

Export CAx data,

v | Details view
| Module

Neme
e
%/ Online & diagnostics
58 Sofware units
3 Program blacks

M

% Technology objects
v,

AltsEnter

Totally Integrated Automation
POR’

MM x o8 ) | 4 2% Useradminisuator TAL
f
|
\ [§ Users [ Usergroups [5 Roles || options
=1
~ | Find and replace

| Usertype Password Runtime timeout UM domain 1D Comment:
| User created by defa L
| Local user ™ s0 Min |

I Local user ™ s0 Min ; i

|

] 2]
|'@ Properties |7, Info 1| % Diagnostics

5" available.

lcan be shown at the morment, There is either no object selected or the selected object does not have any displayable properties.

i} External source files
4 Portal view == overview [ wein 0e1)

| EXTE

Tioome:

T oo

> | Languages & resources

Pucynox 2.19 — I[pouenypa xkommissiii npoekty TIA Portal

Extended download to device

Configured access nodes of "PLC_1"

Device
PLC_1

Device

Connection to interfacelsubnet:

Select target dewvice:

Dewvice type

CPU 15184 PNIDP
CPU 15784 PNIDP
CPU 15784 FNIDP
CPU 15184 PNIDP

Type of the PG/PC interface:

PGPS interdace:

Device type

Slot Interface type  Address

1 x4 FROFIEUS 2

1 X1 PNIIE 192168.0.2
1x2 FMIIE 192.168.1.1
1 X3 PMIIE 192.168.2.1

Subnet

[ PraiiE

([l siemens PLCSIN vi

emetAdapter

) )

LDirec:t atslot ' =1

|
@

' : -
’ Show devices with the same addresses [»|

Interface type Address

Target device

PLC_1

CPU 1518-4 FN/DP  PNIIE

192.168.0.2

PLC_1

1 =

[| Flash LED

Online status information:

FMIIE Enter address here

["] pisplay only errar me

€ scen completed. 1 compatible devices of 1 accessible devices found.

42 Retrieving device information...

Scan and information retrieval completed.

] Start search |

ssages

Pucynok 2.20 — [Iponienypa 3aBanTaxkeHHs npoekty y cumyssitop PLCSIM Advanced
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3 TECTYBAHHA ®YHKIHIOHAJBHOCTI WEB-CEPBEPA PLC S7-1500

3.1 3amyck craprToBoi cropinkn WEB-cepsepa PLC S7-1500
[Ticns 3amycky mpoekTy, HeoOx11HO BBecTH ocHOBHY IP anpecy WEB-cepBepa y
opayzep IIK (mepconanbHOoro komm’torepa). Lle Bigkpue KOpUCTyBauy rOJIOBHE BIKHO

cepBepy Siemens (puc. 3.1).

SIEMENS

S7-1500/ET200MP station_1/PLC_1
PLC_1

General:

Project name: ProjectWebPages_V20

TIA Portal: V20.0.0.0

Station name: S7-1500/ET200MP station_1
Module name: PLC_1

Module type: CPU 1518-4 PN/DP

Status:
Operating Mode: RUN
Status: W OK

Mode selector: RUN

il
=

Pucynok 3.1 — CraproBa WEB-ctopinka PLC Simatic S7-1500

Sk agpecy tpeba BBectu IP-anpecy PLC, cuMBOn «~» Ta Ha3By mporpamu, y
IIbOMY BHIAJKYy: «myApp», Hanpukian, https://192.168.0.2/~myApp. Biakpuerscs

CTOpiHKa JioryBaHHs (puc. 3.2) [13].

Apk.
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https://192.168.0.2/~myApp

SIEMENS
S7 Web API Application

A web application designed for seamless interaction with Siemens S7

PLCs using the WebServer APl and Angular.

Login

|'P Address

Enter the IP address of the PLC
|User

Enter username

|Password

Enter password

Login

Pucynok 3.2 — Cropinka noryBandss WEB-nogatky PLC Simatic S7-1500

Tenep kopucTyBaueBl MPOMOHYEThC BUKOHATH ceanc Web API, ygiifmoBmu 3a
JOTIOMOTOI0 1IMEHI KOpHCTyBada Ta Iapois. Y I1IbOMY BHIAIKy BHUKOPHUCTAHHUM
KOPHUCTYBau TOM caMMii, 1110 ¥ TTonepeAHIHN, 3 TAKUMHU TAaHUMU JJIsI BXOTY:

— IP-anpeca: [P-aapeca BCTaHOBJIEHOTO KOpUCTyBaueM 1HTep(deiicy (Hampukia,
192.168.0.2) [14];

— User name: User;

— Password: Siemens123!.

3.2 TectyBanusa kopucryBanbkoro WEB-nogaTky PLC S7-1500

HeoOximno  aktuByBatm  kHOmKy  «Login». BuBomuThcs  cruimBaroye
MOBIJJOMJICHHS 3 MIATBEPKEHHSM YCIIITHOTO BXOy B CUCTEMY.

Tenep Biakpuetbcs WEB-cTopinka «Start Page», Ha sKiii 3a 3aMOBUYBaHHSIM
BimoopaxaeThcsi WEB-cTopinka «Tank Overview.

VY niBiit YaCTHHI CTOPIHKY MOYKHA BUOpaTu MK pisHuMu WEB-cTopinkamu, 110 €

YacTUHOIO nporpamu (puc. 3.3).

Apk.
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Tank Overview
Data View
Diagnostic Buffer
Syslog Buffer

Alarms

Pucynok 3.3 — Menro WEB-iatepdeiicy PLC PLC S7-1500

Kommnonent «Tank Overview» (puc. 3.4 Ta puc. 3.5), o BuBoautbest y WEB-
JOJIaTKy — 1€ I1HTEepaKTUBHHUM 1HTepdeic, e omeparopu MOXKYTb KepyBaTH Ta
MOHITOPUTH POOOTY pe3epByapa 3a JIOMOMOTOI0 BI3yaJbHOTO Ta (DYHKIIIOHATBEHOTO
iHTepdeicy KopucTyBaya.

PoGoumii mpouec, 1o BIAOYBAa€eTbCS B PE3YJNbTAaTi B3AEMOJIL 3 €IEMEHTOM
KepyBaHHS (KHOIKOIO):

— 300pakeHHsT pe3epByapa (1€ AMHAMIYHE 300pa)KeHHS BijoOpa)kae MOTOYHHUI
CTaH pe3epByapa (HAlIOBHEHHS, CIIOPOKHEHHS 200 MPOCTOI0));

BinoOpaxkaroTbesi 3HAYEHHS JaAHUX:

— BUTpara (MOTOYHA MIBUIKICTh TOTOKY PIANHU B pe3epByap ado0 3 HbOIO);

— piBEHb HAMIOBHEHHSA pe3epByapa (MMOTOYHUIN PIBEHb PITUHU B Pe3epByapi).

OnuHuLi BUMipIOBAHHS:

— TIEpETIOBHEHHS PiBHS pe3epByapa (MakCMMaldbHHM piBEHb 3 JaBaya JJs
NEePEerOBHEHHS );

— MaKCUMaJbHUH pIBEHb pe3epByapa (MakCUMaJbHMM pIBEHb 3allOBHEHHS
pesepByapa);

— CepelHIM piBEHb 3allOBHEHHs pe3epByapa (cepeAHidi piBeHb 3alOBHEHHS
pesepByapa);

— MIHIMQJIbHUIA PIBEHb 3alIOBHEHHS pe3epByapa (MiHIMajdbHA NPHUIHATHA MexXa

PiBHSI pe3epByapa nepeji CUrHAIOM MONEePeIKEHHS );

3Mm.

Apk.

Ne nokym.

ITigm.

Jlara

KPB.CI - 18.00.00.000 I13

Apk.

38




— HecTaua piBHSA pe3epByapa (piBeHb 3 AaBaua, 110 BKa3ye Ha HEJAOCTATHIN 00'eM).
Kunonka «Craprm»:
— (yHKIIIOHATBHICTH (PO3MOYMHAE TPOIIEC HATTIOBHEHHS Pe3epByapa);

— OHOBJICHHSI 300pa)K€HHs (3MIHIOE 300paKEHHSI pe3epByapa, MOKa3yr4YH, IO

pe3epByap HAlOBHIOETHCS);

— 3HAYEHHS PIBHSA B pe3epByapi (MmouyuHae 30UIBIIYBATHCS B Mipy HAIlOBHCHHS

pe3epByapa).

[Momanpmii mii: Y 1poMy cTaHi KJjamaH 3a 3aMOBUYYBaHHSM 3akputuil. MoskHa

BIIKpUTH KjamaH 3a JornoMoror kHomku «Open Valve», mo0 mnepedtu A0 3JUBY

pesepByapa (puc. 3.4-3.5).

Tank Overview
Data Current Value Value
Flowrate 10

Tank Level 0

Measurement Unit  Value
Tank Level Overflow 255

Tank Level Maximum 208

Tank Level Midth 127

Tank Level Minimum 48

Tank Level Lack 0

Co Lo Lot J i

Flowrate Control

Enter a flowrate (1-10) to st

10

Tank Level

Pucynok 3.4 — Muemocxema «Tank Overview» (pexum 3yImUHKH )

Apk.
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Tank Overview
Data Current Value Value
Flowrate 10

Tank Lovel 50

— Measurement Unit  Value
—— T ———

Tank Level Maxmum 208

- Tank Level Midth 127
1 Tank Level Minimum 48

Tank Leved Lack

sort ] s J o v § cim i

Flowrate Control

r a flowrate (1-10) to set

Tank Leve! (TSN
Pucynok 3.5 — Muemocxema «Tank Overview» (pexxum 3ariOBHEHHS )

Knonka «Open Valve»:

— (DyHKIIOHAJILHICTH (BIJKpUBAE KJIAMaH pe3epByapa AJis Moro 31uBy) (puc. 3.6);

— OHOBJICHHS 300pakeHHS (OHOBIIOE 300pakeHHs, MO0 BigOOpa3WuTH, IO
pe3epByap 3IUBAETHCS);

— 3HAQYEHHS PiBHS B pe3epByapi (3MEHIITYETHCS, KOJIU PIANHA 3JIUBAETHCSA);

— JIia mepeMuKaHHs (gkmio aktuByBatu KHOMKY «Close Valve», pesepByap
MIOBEPTAETHCSI [0 CTAaHy HAIMOBHCHHS, OHOBIIIOIOYM 300paKEHHS Ta 3MIHIOIOYH
MIBUKICTH 3MiHU PIBHS B pe3epByapi).

Knonka «Close Valve»:

— OYHKIIIOHAIBHICTh (3aKpUBA€ KJammaH, 3MIHIOIOUM MPOIEC 31 3JIBY Ha MPOIEC
HAIIOBHEHHS PE3EPBYapY);

— OHOBJIEHHsA 300pakeHHs (3MIHIOE 300pake€HHs pe3epByapa HaszaJg Ha
HAIOBHEHHS);

— 3HAYEHHS PIBHSA B pe3epByap (3HOBY IMOYMHAE 3pPOCTATH, KOJIU pe3epByap

IIOYHnHa€ HAIIOBHIOBATHCAI.

Apk.
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Tank Overview
Data Current Value Value
Flowrate 10

Tank Level 215

Measurement Unit  Value
Tank Level Overflow 255
Tank Level Maximum 208

Tank Level Midth 127

Tank Level Minimum 48

Tank Level Lack 0

o o [ oo W

Flowrate Control

Enter a flowrate (1-10) to set:

10

Set Flowrate

Tank Leve! (T
Pucynok 3.6 — Muemocxema «Tank Overview» (pexxum 37IUBY 3 pe3epByapy)

Knonka «STOP»:

— ¢yHKIIOHAIBHICTD (3ynuHs€e Bci GyHKINT pe3epByapa. biibine He BiiOyBaeThCs
HaIIOBHEHHS a00 3JIUB;

— MATPUMKA CTaHy (TEPEeXOJUTh y CTAOUIBHHM CTaH, KOJU HE BIIOYBAETHCS 3MiH
piBHIB y pe3epByapi. Bona 3aikcoBye MoToUHUM CTaH;

— OHOBJEHHS 300paxkeHHS (OHOBIIOE 300pakeHHS pe3epByapa [0 CTaHy
OUIKyBaHHS a00 3YMUHKH, 1110 BKa3y€ HA BIICYTHICTh aKTUBHUX 3MiH).

Knonka «Reset»:

— (YHKIIOHATBHICTh (CKUAAE POOOTY YCTAaHOBKH, 30KpeMa CKHUIAE€ PIBEHb Yy
pe3epByapi 10 HyIs);

— aBTOMAaTW4Hi fii (miCAs axkTUBaIlli KHOINKH CKUJIAHHS CHCTEMa TaKOX 3a
3aMOBYYBaHHSIM TIOBepTaeThbes 110 cTaHy «STOP», OCKUTbKM CKUJaHHS 3a3BHYai

nepeaye 3ynuHii podotu, mo0 3ade3neunTu O0e3neuny NOBTOPHY 1HIIIaNi3alilo).
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dopma HATAIITYBAHHS BUTPATH:

— BBEJCHHS 3HAYCHHS BUTPATU (JO3BOJSE KOPUCTyBauaM BBOJIUTH 3aJaHy
MBUAKICTh BUTpatu Bix 1 g0 10, ska MOXKe KOHTPOJIIOBAaTH IIBUAKICTh, 3 SIKOIO
pe3epByap HAMOBHIOETHCS a00 31MBa€Thes (puc. 3.7);

— KHOTIKA BCTAHOBJICHHS IIBUAKOCTI BUTPATH (TICIS aKTHBAI] Ii€] KHOTIKY TCIs
BBEJICHHS 3HAUEHHS, NporpaMa OHOBIIOE (HAKTUYHY IIBUAKICTH BUTPATH, IO
BUKOPHUCTOBYETHCSI B POOOTI YCTAHOBKH.

JAnnamiuHe BioOpakeHHs1 piBHA 3alI0BHEHHS pe3epByapa:

— IHOUKATOp pIBHS 3alOBHEHHS (BI3yalbHO BIJOOpa)ka€ piBEHb 3aMOBHEHHS
pe3epByapa y BiICOTKax, el TWHAMIYHAN 1HAWNKATOP aBTOMATHYHO HAJIAIITOBYETHCS,

PO3IIUPIOIOYUCH a00 3BYKYIOUHCH 3aJI€KHO B1J] TOTOYHOT'O CTaHY YCTAHOBKH).

Flowrate of Tank Filling/Emptying

Enter a flowrate (1-10) to set:

4

Set Flowrate

Actual Flowrate: 4

Pucynox 3.7 — WEB-3actocynok (Flowrate of Tank Filling/Emptying)

Komnonent «Data View» (puc.3.8) mnporpamu CiayxuTh iHTepdeircom
MOHITOPHHTY JaHUX Yy pEXHMI peaJbHOr0 Yacy, CIeLiaJbHO PpO3POOJICHUM IS
BIJICTeKEHHSI Ta BIiJOOpaXeHHS PI3HUX BHUMIPIOBaHb, TaKUX SK TOKa3HUKHU
IPOJIYKTUBHOCTI, CTAHU CUCTEMHU 200 YMOBHM HaBKOJIHUIIHHOTO CEPEOBUIIIA.

EnemenTn inTepdeiicy Ta BinoOpakeHHs:

— Tabnuis gaHuX (OCHOBHUM eneMeHTOM «Data View» € Tabnuusg naHux, sika
BiJI00pakae IBa OCHOBHI €JIeMEHTH 1H(OpMallii 1711 KOKHOTO 3aInCYy):

— MiTKa 4acy (TOYHHI Yac 3amucy JaHuX);

— 3Ha4eHHs (JaH1, 0 BIAMOBIIAIOTH MTOTOYHIHN MITIII Yacy).
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Data View
Data updated every 2 seconds
i Timestamp Value

1 2026-04-23/11:32:19.9893 4
2 2026-04-23/11:32:20.9909 8
3 2026-04-23/11:32:21.9918 12
4 2026-04-23/11:32:22.9925 16
5 2026-04-23/11:32:23.9930 20
6 2026-04-23/11:32:24.9945 24

2026-04-23/11:32:25.9951 28
8 2026-04-23/11:32:26.9966 32
9 2026-04-23/11:32:27.9971 36
10 2026-04-23/11:32:28.9986 40
1 2026-04-23/11:32:29.9990 44
12 2026-04-23/11:32:31.0005 48
13 2026-04-23/11:32:32.0013 52
14 2026-04-23/11:32:33.0020 56
15 2026-04-23/11:32:34.0036 60
16 2026-04-23/11:32:35.0043 64
17 2026-04-23/11:32:36.0058 68
18 2026-04-23/11:32:37.0065 72
19 2026-04-23/11:32:38.0079 76

Pucynok 3.8 — Bkiagka «Data View»

Yacrora 300py Ta OHOBJICHHS JAHUX:

— nmoyaTtkoBud 30ip gaHux (komum kommoHeHT «DataView»  Bmepie
3aBaHTAXYEThCA a00 aKTUBYETHCH, BiH (DIKCYy€ MOYATKOBUN HAOIp TOYOK MaHUX 3
JaBadiB a00 CUCTEMHUX MOHITOPIB, B1I0Opaxaruu iX 3 TOUHUMH MITKaMH 4acy);

— TOAAJBII OHOBIICHHS (KOMIIOHEHT HAJIAITOBAHO HA OHOBJICHHS CBOIX JaHHMX
4yepe3 MEeBHI MPOMDKKH Yacy, 00 Bi0Opa3uTH HOB1 BUMIPIOBAHHS):

— KoxH1 10 cekyHn (OCHOBHMH 1HTEpBad, uepe3 SKUW HOBI JaHl
GbikcyroThCs Ta BIIOOPaXKAIOTHCSA);

— KOXHI1 2 CeKyHIu (YacTIIUM 1HTEpBaJl OHOBJICHHS, SKHH MOXe OyTH
3amylIeHu# 3a MeBHUX YMOB a00 Mij yac MEBHUX omepauiiHux (a3, ne norpidoex
PETENBHININI MOHITOPHHT).

Komnonent «PLC Diagnostic Buffer» (puc.3.9) y cucremi ¢GyHKIIIOHYE SIK
KOMIUJIEKCHUM Teperyisigad ypHajiB A1arHOCTUKH, NMPU3HAYEHUH NI BiAOOpaKeHHS

JCTAaJIbHUX 3aIIMCIB CHCTEMHHUX HOI[iﬁ, IMOIICPCIKCHD Ta IIOMUJIOK.
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OCHOBHI ejieMeHTH BiI00OpasKeHHs:

— MITKa 4acy OCTaHHbOI 3MIHM (B100Opa)kae MO3HAUKY 4acy OCTAaHHbOIO 3aIlUCy,

JIOJIAHOTO 0 JIIarHOCTUYHOTO Oydepa);

— 3arajbHa KUIBKICTh 3amMCiB (BKa3ye KIUIbKICTh J1arHOCTUYHHUX 3alMCiB, SK1

Hapa3si 10ocTyIH1 B Oydepi);

— MaKCHUMaJlbHa €MHICTD (ITOKa3ye 3arajbHy €EMHICTh J1arHOCTHYHOTO Oydepa).

PLC Diagnostic Buffer

Last Modified: 2026-04-23710:49:31.370090852Z

Current Count: 22 / Max Count: 3200

Short Text

Help Text

4/23/2026,
10:49:31 AM

4/23/2026,
10:49:31 AM

4/23/2026,
10:49:31 AM

4/23/2026,

10:49:31 AM

4/23/2026,
10:49:31 AM

4/23/2026,
10:47:59 AM

incoming

incoming

incoming

incoming

incoming

incoming

CPU info: Follow-on operating mode change Power-
on mode set: WARM RESTART to RUN (if CPU was in
RUN before power off) Pending startup inhibit(s):-
No startup inhibit set CPU changes from STARTUP to
RUN mode PLC_1/PLC 1

CPU info: Follow-on operating mode change Power-
on mode set: WARM RESTART to RUN (if CPU was in
RUN before power off) Pending startup inhibit(s):-
No startup inhibit set CPU changes from STOP to
STARTUP mode PLC_1/PLC_1

CPU info: Follow-on operating mode change Power-
on mode set: WARM RESTART to RUN (if CPU was in
RUN before power off) Pending startup inhibit(s):-
No startup inhibit set CPU changes from STOP
(initialization) to STOP mode PLC_1/ PLC_1

CPU info: Technology package MC Base loaded:
Version: V8.0.0 PLC_1 / PLC_1

CPU info: Boot up memory card type: Program card
(external load memory) CPU changes from OFF to
STORP (initialization) mode PLC_1 / PLC_1

CPU info: Shut down CPU changes from RUN to OFF
mode PLC_1/PLC_1

Follow-on operating
mode change - CPU
changes from STARTUP
to RUN mode

Follow-on operating
mode change - CPU
changes from STOP to
STARTUP mode

Follow-on operating
mode change - CPU
changes from STOP
(initialization) to STOP

mode

Technology package MC
Base loaded: Version:
v8.0.0 -

Boot up - CPU changes
from OFF to STOP
(initialization) mode

Shut down - CPU
changes from RUN to
OFF mode

Implicit operating state transition request from
operating system.Note the additional information
in the diagnostics buffer entry, particularly the
reaction (mode transition actually initiated and

newly set startup inhibit conditions).

Implicit operating state transition request from
operating system.Note the additional information
in the diagnostics buffer entry, particularly the
reaction (mode transition actually initiated and

newly set startup inhibit conditions).

Implicit operating state transition request from
operating system.Note the additional information
in the diagnostics buffer entry, particularly the
reaction (mode transition actually initiated and

newly set startup inhibit conditions).

The CPU is booting up. Note the additional
information in the diagnostics buffer entry,
particularly the reaction (mode transition actually
initiated and newly set startup inhibit conditions).

The CPU is shutting down.Note the additional
information in the diagnostics buffer entry,
particularly the reaction (mode transition actually

initiated and newly set startup inhibit conditions)

16396

16396

16778

16385

16386

HaJTaHHS

Kommnonent «PLC Syslog Buffer» (puc.3.10) B momaTky mnpu3HaueHUu

1H(popmarii

Pucynok 3.9 — «PLC Diagnostic Buffer» WEB-3acTocynky

opo  omnepariitHi

KypHAIH

CHCTCMMU.

TUTST

[leii KOMIIOHEHT

NpU3HAYCHUN IS PO3YMIHHA JISUITBHOCTI CHUCTEMH, BKIIIOYAIOYHM Oyib-sKi aHOMaii,

iHopMarliiiHi moBioMIeHHST a00 MOMMIIKH, Kl CHCTEMHU 3a3BHYall PEECTPYIOTh IS

3a0e3MeueHHs onepaniiHol IPO30POCTl Ta YCYHEHHSI HECIIPABHOCTEH.

3Mm.

Apk.

Ne nokym.

TTigm.

Jlara

KPB.CI - 18.00.00.000 I13

Apk.

44




OCHOBHI ejieMeHTH BiI00OpasKeHHs:

— 3arajibHa KUIBKICTb 3aIUCIB (ITOKa3y€ KUIbKICTh 3alIMCIB CUCTEMHOIO JKypHAIYy,
1110 30€epiraroThCs Ha TJAaHUH MOMEHT);

— KUIBKICTh BTpayeHUX 3amuciB (ITOKa3ye KUIbKICTh 3aMUCIB KypHAIY, K1 Oyiau
BTpaueHi abo He Morim OyTu 30epekeHi uepes nepenoBHeHHs Oydepa abo moMIIIKu
nepeaadi.

Ta0auust CHCTEMHOI0 KypHAaJLy:

— HeoOpoOJieHni 3anmuc (KOXKeH PsAI0K TabIuIll BiloOpakae HEOOpOOIeHUH 3amuc

KypHaly TOYHO TakK, K BiH 30epiraeTbcsi B Oy(epi CUCTEMHOT0 KypHaIy).

PLC Syslog Buffer

Total Count: 21

Lost Count: 0

Raw Entry

{"raw":("raw":" <29>1 2026-04-23711:34:01.488Z 192.168.0.1 StateManager - 1D98 [device@4329.6.100.1.1500 devVendor=\."Siemens\." devProduct=\"CPU1500 (PLCSIM)\"
FWVersion=\:"53.1.18.65\\"][function@4329.6.100.1.1500 fct=\"change operating mode\\" oldState=\""RUN\\" newState=\\"STOP\\" ] SE_OPMOD_CHANGED"}}

{"raw":("raw":" <29>1 2026-04-23T710:52:01.296Z 192.168.0.1 Webserver - ID307 [device@4329.6.100.1.1500 devVendor=\"Siemens\"" devProduct=\"CPU1500 (PLCSIM)\"
FWVersion=\"53.1.18.65\\"][session@4329.6.100.1.1500 protocolType=\"HTTPS\" userName=\"User\" src=\"192.168.0.4\" sessionID=\"4\"][function@4329.6.100.1.1500 fct=\\"logout\"
errReason=\""session timeout\" ] SE_SESSION_TERMINATED"}}

{"raw":("raw": " <29>1 2026-04-23T10:52:01.296Z 192.168.0.1 Webserver - ID307 [device@4329.6.100.1.1500 devVendor=\"Siemens\™ devProduct=\"CPU1500 (PLCSIM)\"
FWVersion=\"53.1.18.65\\"|(session@4329.6.100.1.1500 protocolType=\"HTTPS\" userName=\"User\" src=\"192.168.0.4\" session|D=\"6\"][function@4329.6.100.1.1500 fct=\\"logout\"
errReason=\"session timeout\"] SE_SESSION_TERMINATED"}}

("raw":("raw":" <29>1 2026-04-23T710:52:01.296Z 192.168.0.1 Webserver - ID307 [device@4329.6.100.1.1500 devVendor=\"Siemens\" devProduct=\"CPU1500 (PLCSIM)\"
FWVersion=\"53.1.18.65\\"](session@4329.6.100.1.1500 protocolType=\"HTTPS\™ userName=\"User\" src=\"192.168.0.4\" sessionID=\"1\"][function@4329.6.100.1.1500 fct=\"logout\"
errReason=\""session timeout\" ] SE_SESSION_TERMINATED" }}

{(“raw":("raw":“ <29>1 2026-04-23T710:52:01.296Z 192.168.0.1 Webserver - ID307 [device@4329.6.100.1.1500 devVendor=\'"Siemens\™~ devProduct=\"CPU1500 (PLCSIM)\
FWVersion=\"53.1.18.65\\"][session@4329.6.100.1.1500 protocolType=\"HTTPS\" userName=\"User\" src=\"192.168.0.4\" sessionID=\"1\"][function@4329.6.100.1.1500 fct=\\"logout\"
errReason=\""session timeout\"] SE_SESSION_TERMINATED"}}

{“raw”:{"raw":"<29>1 2026-04-23T10:52:01.296Z 192.168.0.1 Webserver - D307 [device@4329.6.100.1.1500 devVendor=\"Siemens\" devProduct=\"CPU1500 (PLCSIM)\"
FWVersion=\"53.1.18.65\\"][session@4329.6.100.1.1500 protocolType=\"HTTPS\" userName=\"User\" src=\"192.168.0.4\" session|D=\"8\"][function@4329.6.100.1.1500 fct="\"logout\"
errReason=\"session timeout\"] SE_SESSION_TERMINATED" }}

Pucynox 3.10 — «PLC Syslog Buffer» WEB-3acTocyHky

Kommnonent «Alarms View» (puc.3.11) B A0JaTKy CHyXHTb UEHTPAJIbHUM
€JIEMEHTOM i1 MOHITOPMHTY Ta KEpyBaHHS CHUTHAJIaMU TPUBOTH, IO TE€HEPYIOTHCS
cuctemoro. BiH mae BupimiagbHe 3HAYeHHS Ji1 Oe3neku Ta €(EeKTUBHOCTI pOOOTH,
HAJal04u JeTalbHy 1H(OpPMALIIO PO CUCTEMHI CHOBIIIEHHS, K1 MOXKYTh CBIJYUTH IIPO
HECITPaBHOCTI, MOMepeIKeHHs 400 HEOOX1HICTh TEXHIYHOTO 00CITyTOBYBAaHHSI.

EnemenTn BinoOpaxeHHs:

— MITKa 4Yacy OCTaHHBOI 3MiHHM (MOKa3ye, Kojdu Oyno 3MiHEHO abo J0MaHO

OCTaHHIN CHUTHaI TPHUBOTI'HW, HaJAalO4YU YdCOBY I[OBi,ZIKy JIIA OCTaHHBOI aKTHUBHOCTI
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CUTHAJIIB TPUBOTH);

— KUIBKICTh IOTOYHUX CUTHAJIB TPUBOIU (MOKa3ye KUIbKICTh AKTUBHUX CUTHAJIIB
TPUBOTH, TIPO K1 Hapa31 MOBIJOMIISIE CUCTEMA);

— MakCHMaJlbHa KUIbKICTh CUTHAJIIB TPUBOTH (BKa3y€ JIMIT KIJIBKOCTI CUTHAJIIB
TPHUBOTH, K1 MOXYTb OyTH aKTUBHUMHU OJIHOYACHO).

Tabauus TpuBor:

VY it neHTpasibHIi TaOIUIl IPEICTABICHO A€TATbHUN CIIMCOK TPUBOT, 30KpEMa:

— igenTudikatop «ID» (yHikanbHUI 11€HTH(IKATOP A7 KOXKHOI TPUBOTH);

— MiTKa yacy «TimeStampy (TOYHMI Yyac crpalfOBaHHs TPUBOTH);

— TeKCT TpuBOTH «Alarm Text» (omMcoOBUI TEKCT, IO MOSCHIOE TPUBOTY);

— cratyc «Status» (cTraTyC TpUBOTH, HANpHKIaJd — aKTHBHA, MIATBEPIKEHA,
BUpILIECHA);

— miarBepxeHHsT «Acknowledgement» (Bkasye, uu TpuBora Oyma miJTBEepHKeHA
KOpPHUCTYBaueM, TOOTO 4M ii OyJIO MOMIYEHO Ta YU BOHA BUPINIYETHCS, YU BBAKAETHCS
HEKPUTUYHOIO).

DyHKUIIl KePyBaHHA:

dopma miaTBEepKEHHS TPUBOTH:

— (PYHKITIOHATBHICTh (7I03BOJISIE KOPUCTYyBa4aM BBECTH 1IEHTU(]IKATOp TPHUBOTH,
Ky BOHU XOUYyTh MIJITBEPIUTH);

— KHOTKA MIiATBEPHKEHHS TpUBOTU (IiC/si BBEACHHS J1ACHOrO 1AeHTU(]ikaTopa
TPUBOTH Ta aKTHBAIIII 11i€] KHOIKH, 3a3Ha4eHa TPHUBOTra MO3HAYAETHCA SK ITITBEPKCHA

B CHUCTEMI, 3MIHIOIOUH ii CTaTyC y TaOJIMII TPUBOT.

Alarms View

Last Modified:
Current Alarms: 0

Max Alarms: 0
1D Timestamp Alarm Text Status Acknowledgement

Alarm ID

Acknowledge Alarm

Pucynok 3.11 — WEB-3acTocyHOK BKJaJku curHamizanii «Alarms View»
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BUCHOBKH

1. Po3poOka KOMIOHEHTIB CHCTEM KepyBaHHS 3 KopucTyBaubkumu WEB-
cropinkamu (User-Defined Web Pages) na 6a31t PLC Simatic S7-1500 mnoka3ana
€(EeKTUBHICTh BUKOPUCTAHHS CYYaCHUX IHTETPOBAHUX IHCTPYMEHTIB IJisi CTBOPEHHS
THYYKHX, HaJIHHUX Ta 1HQOPMATHBHUX CHUCTEM MOHITOPUHTY Ta KEpyBaHHS
TEXHOJOTITYHUMHU TmponecamMu. [Ipu 1bOMY, OCHOBHMM €IIEMEHTOM pIillIECHHS €
porpaMoBaHuil JTOTi4HUN KOHTpoaep Siemens S7-1500, sxuit 3a0e3nedye BUKOHAHHS
aNrOpuTMIB, OOpOOKY JIaHMX Ta B3a€EMOII0 3 OIEpaToOpoM uYepe3 BOyJAOBaHUU
WEB-cepsep.

2. OnHi€r0 3 KIIOUYOBUX MEPEBAr MPOEKTY € 3aCTOCYBAHHSI KOMIUIEKCHOTO Ha0Opy
nporpaMHux 3aco0iB. Jlorika (QyHKIIIOHYBaHHS CHCTEMH pealli30oBaHa B CEPEIIOBHIIII
TIA Portal, mo 3a0e3neunsio epeKTUBHY poOOTY aIrOpUTMIB, MOXKIJIHMBICT J1arHOCTUKHU
Ta MacmrTaboBaHicTh pimeHHs. Po3pobnenuit y Visual Studio Code xopuctyBanbkuii
WEB-inTepdeiic Ha Texnonorii Angular]JS 3a0e3nedye omepaTopy I1HTYiTUBHE Ta
CydacHE TpEJCTaBleHHsS JaHWX y Opaysepi. 3aBaHTakeHHs Ta iHTerpaiis WEB-
cropinok 'y PLC Oynu BHKOHaHI 3a JONOMOTOI IHCTpyMeHTapiro Simatic S7
Webserver API, mo rapanryBano kopektHy poooty WEB-intepdeiicy Ha OCHOBI
BOynoBanoro WEB-cepsepa PLC Simatic S7-1500.

3. Ilpu po3poOseHHI METOAMYHOrO 3a0e3MeyeHHsl Ja00paTOPHOIO MPAKTUKYMY
«I[IporpamyBannss WEB-inTepdelicy cucrem ympaBmiHHS» OyJ0 MPOTECTOBAHO
MO>XKJIUBICTh CyMICHOI po0OoTH 1 B3aemojli Mixk cumyisitopom PLCSIM Advanced Ta
IHITUMHA KOMIIOHEHTaMU TMpPOEKTY, BKItouarouu BOynoBanuii WEB-cepBep PLC 6e3

BUKOPHUCTAHHS PEAIbHOTO 00JIaTHAHHS.
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