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AHOTALIS

Mertoro nmaHoi OakajnaBpChbKoi poOOOTH € pPO3poOKa JIOKAIBHOTO JOAATKY-
MEHeIKepa mapostiB 3acodamu Python.

VY nepmioMmy po3AuTl MNpOBEIECHO aHaji3 MpeAMETHOI 00JacTi Ta aHaJIOriB.
PosrnsHyTo Ta 0OpaHo 0i0gioTekHM MOBH MporpamyBaHHs Python, mo 103BOJAIOTH
cTBOpIoBaTU rpadiyHuil iHTEepdeiic Ta B3aeMOMIATH 13 0a3010 JaHUX Ta MPOBEIEHO
aHaJIi3 TeXHOJIOT1H 3aXUIIEHOTO KIIEHT-CEPBEPHOTO 3’ €THAHHSI.

Y npyromy posnuii po3po0JiIeHO CTPYKTYpy rpadidyHoro iHTepdeicy a01aTky,
BOHA BKJIFOYA€E CTOPIHKM: aBTeHTHU(IKaIIl, peecTpallii, TeHeparlii maposiB, J0/1aBaHHS
HapOJTiB 10 CXOBHIIA, IEPETIISA Ty 30epeKEHUX IMapoJIiB Ta HaAMTyBaHHs. Po3po0ieno
3axHINEHy CUCTEMY B3a€MOJIIi i3 cepBEepOM, IO JO03BOJSE KOPHUCTYyBady MPOXOIUTH
aBTeHTU(IKAIlII0, PEECTPYBATUCH, J0JIaBaTH, 3MIHIOBATH, BHJAJIATH Ta OTPUMYBATH
napoJii. CTBOpeHoO pesliiiHy 0a3y AaHuX, 1o 30epirac OCHOBHY iH(OpMAaIlito o0
KJIIEHTIB Ta CEpPBEpPa, MO0 JIOTIKY B3a€MOJIIT 13 KJIIEHTOM Ta 0a3010 JTaHUX.

Y TperboMy po3Iial IMPOBEACHO IMEPEBIPKY MPare3qaTHOCTI PO3POOIEHOTO
JIOKAJLHOTO JOJaTKy-MEHekepa mapojiiB 3acobamu Python, #oro ocHOBHHX
dbyHKIIN: q0o1aBaHHs, 3M1HA, BUIAJICHHS, Ta OTPUMAaHHS ITapoJIiB BiJ cepBepa.

Kirouosi cimoBa: python, menemkep maposti, 0a3a maHux, cepsep, rpadidyHuii

iHTepdeiic, Oe3neune 3’ €THaHHS, JIOKAIbHA MEpexKa.



ANNOTATION

The purpose of this bachelor's thesis is to develop a local password manager
application using Python.

The first section analyzes the subject area and reviews analogues. Python
programming language libraries are considered and selected, which allow you to create
a graphical interface and interact with the database and analyze secure client-server
connection technologies.

In another section, the structure of the graphical interface of the application is
designed, it contains pages: authentication, registration, password generation, adding
passwords to the repository, viewing saved passwords and settings. A secure system
for interacting with the server is developed, which allows the user to authenticate,
register, add, change, delete and retrieve passwords. A relational database is designed
and created, which stores basic information about clients and the server, its logic for
interacting with the client and the database.

In the third section, the performance of the developed local password manager
application using Python was tested, as well as its main functions: adding, changing,
deleting, and retrieving passwords from the server.

Keywords: python, password manager, database, server, graphical interface,

secure connection, local network.
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HEPEJIIK OCHOBHHUX IIO3BHAYEHDB I CKOPOUYEHbB

B (baza oanux) — opraHi3oBaHa CYKYIHICTh JaHUX, II0 30epiraeTbCs AJIs
MOJAJIBIIOTO MOUITYKY, 0OpOOKHM Ta KepyBaHHS;

CYBJ (Cucmema ynpasnenns 6azamu danux) — NporpaMHe 3a0e3MeUeHHs IS
CTBOpEHHS, 30epiraHHs, 3MiHU Ta KepyBaHHs 0a3aMu JIaHUX;

CA (Certification Authority) — noBipenuii ceptudikar, sikuit BAKOPUCTOBYEThCS
JUTSl IEPEBIPKU 1IEHTUYHOCT;

DEK (Data Encryption Key) — BuHmagkoBO 3reHEpOBaHHM KU IS
mudpyBanns nanux y bJI;

IP (Internet Protocol) — meperxeBuii MPOTOKOJ, KM peaji3ye aapecalfiro Ta
MapIIpyTU3AII0 MMAKETIB JAHUX MK MPUCTPOSIMH B MEPEXKI;

KEK (Key Encryption Key) — kito4, 110 CTBOPIOETHCS 3 TApoJIsi KOPUCTyBaya,
st mudpyBanus Ta posmudpysanna DEK;

mTLS (Mutual Transport Layer Security) — MexaHi3M B3a€MHOI
aBTeHTH(IKAIlli, KOJU 1 KIIEHT, 1 CepBep MIATBEPIKYIOTh CBOI cepTH(IKATH ITiJl Jac
BCTAHOBJICHHS 3aXHIIEHOTO 3'€THAHHS;

SQL (Structured Query Language) — MoBa 3amuTiB AJIs CTBOPEHHS, 3MIHU Ta
OTPUMAaHHS JaHUX 13 pesiiHuX 0a3 JaHuX;

SSL (Secure Sockets Layer) — xpunrorpadidHuii MPOTOKOJI IS 3aXHCTY
MEpEXKEBUX 3'€IHaHB, 110 OyB 3amineHnit TLS;

TCP (Transmission Control Protocol) — tpaHCHOpPTHHIA TPOTOKOMN, IIIO
rapaHTye IOCTaBKY MAKETIB Ta BUMArae IiJIKJIFOUYeHHS;

TLS (Transport Layer Security) — cygacHuii kpurrorpadiqaHuii IPOTOKOJ, SKAN
Nn03BOJIsie MU(pyBaHHA, IUIICHICTh 1 aBTEHTH(IKAIID JaHWX I 4Yac Iepeaadi
MEpEKeEI0;

UDP (User Datagram Protocol) — TpancniopTHHIA TPOTOKOJ 6€3 BCTAHOBIICHHS

3'eTHAHHS, KU Tiepeaae gani 0e3 rapaHTii JOCTAaBKH Ta MOPSIIKY IMaKETIB.

ADK.
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BCTYII

AKTyaJIbHICTh 00paHoi TeMH. Y CydacHOMY LIM(POBOMY CBITI KOKHA JIFOAHHA
BUKOPUCTOBYE NIECSTKU OHJIAH-CEPBICIB: €JIEKTPOHHY IMOMITY, COLalbHI MeEpexi,
0aHKIBCHbKI JOJATKH, XMAapHI CXOBUIIA, OCBITHI IUNIATGOpMHU Ta iHILII BeOpecypeu. s
3a0e3nedeHHss 0e3neKkd OCOOMCTUX JaHMX Ba)KJIMBO BUKOPHUCTOBYBATH HAJINHI Ta
YHIKaJbHI Mapoji Uisl KOKHOTro o00JiikoBoro 3amucy. IIpoTe 3amam’aTaTd BETUKY
KUIbKICTh CKJIQJIHUX MApOJIiB, IO MICTATh JITEPU BEPXHHOTO Ta HUKHBOTO PETICTPY,
mubpy Ta CHeliaJbHI CUMBOJIM, JOCUTh Ba)XKO, TOMY 0araro KOpHCTYBauiB
3aCTOCOBYIOTh OJIHAKOB1 00 3aHAJITO MPOCTI apoii. Takuil miaXix CyTTEBO MiABUIILYE
PU3MK HECAHKIIIOHOBAHOTO JIOCTYNMy 10 KOH(ineHuiiHoi iHpopMaiii Ta MOxe
NPU3BECTHU JI0 BTPATU BAXKIMBUX JTaHUX 200 (piHAHCOBHUX 30UTKIB.

006’exTOM € Tporiec 3abe3reueHHs 6e3MeUHOro 30epiraHHs O0JIIKOBUX JTaHUX
KOPHUCTYBAYiB JJIs IOCTYMY 10 1HOOPMAIITHUX CUCTEM.

IIpeamerom nociipkeHHsT € 3aco0M MOBHM mporpamyBaHHs Python mms
PO3pOOKHU TOTATKIB.

Meta Ta 3aBa1anHs po6oTu. MeToro poOoTH € po3podKa JOKAITBHOTO JOIAaTKY-
MEHeKepa mapotiB 3acobamu Python.

JI7ist HOCSTHEHHST METH TIOCTABIIEHO TaK1 3aBJIaHHS:

— IIPOBECTH aHaJi3 MPeIMETHOI 00IaCTI Ta TEXHOJIOTH peari3allii;

— CTBOPUTHU CTPYKTYPY JIOKAIBHOIO JOJATKY Ta CXeMy 0a3H aHuX;

— po3pobutu rpadiuamii iHTepdeEic s B3aEMOI1i KOPUCTYBaya 3 10AATKOM;
— pearnizyBaTu cucTeMy aBTeHTH(IKAIllT Ta peecTpallii KOpUCTyBaUiB;

— CTBOPUTHU CUCTEMY JOJaBaHHS, 3MIHU, OTPUMAaHHS Ta BUJAJICHHS apoJIiB;
— IIPOBECTH MIEPEBIPKY MPaIe3TaTHOCTI PO3POOICHOTO MEHEKEPA TAPOJTIB.

Metoan nociigkeHHsi. Bukopuctano MeTon MOpPIBHSIBHOTO aHANIZy JUIs
JOCIIHKCHHS TEXHOJIOT1H Ta 3ac001B pO3pOOKH JOATKIB.

IIpakTH4He 3HAYeHHS OTPUMAaHUX pe3yJbTaTiB. [IpakTuuHe 3HaueHHs

MoJIsITae y po3poOIli IOKATBHOTO JI0AaTKy-MEHeKepa apoiiB 3acodamu Python.

ADK.
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1 AHAJII3 IPEJIMETHOI OBJIACTI TA TEXHOJIOT' T PEAJII3AILIL

1.1 Anani3 JJoKaJbHUX Ta XMAPHUX MEHEKepiB MapoJiiB

Menempxkepy MaposliB €  CHEliali30BaHMMM  NPOrpaMHUMH  3acobamu,
MpU3HAYEHUMU JUIsi Oe3reyHoro 30epiraHHs, reHepalii Ta KepyBaHHS OO0JIIKOBUMU
JaHUMU KopucTyBayiB. OCHOBHUMU (YHKILISIMH TaKMX CUCTEM € CTBOPEHHS CKIIaHUX
YHIKaJbHUX NAPOJIiB, X 30€piranHs, a TAKOX 3aXUCT Bl HECAHKI[IOHOBAHOI'O IOCTYILY.
3anexHo Bl apXITEKTypH, MEHEIKEPH MApOIIIB MOAUISIOTHCA HA JIOKAIbHI Ta XMapHI.

OnHuM 13 HalMOMUpeHIuX JokanbHUX pimeHb € KeePassXC (puc.1.1).

= 'l.l

Pucynok 1.1 — Jlonatox KeePassXC Tta ctBopena 6a3a ganux “Ilapomi.kdbx”

Bin mnpamroe 3a mnpuHOENoMm 30epiraHHS BCIX JaHUX Y JIOKAIBHOMY
samudpoBanomy ¢aiimi 6asu mganmx ¢opmary .kKdbX. Jloctym mo 1woro aiimy
3aXHUIAETHCS TOJIOBHUM TapojieM abo KirodoBuM (aitmoM. Yci onepartii — 101aBaHHs,
penaryBaHHs Ta T€HEpallis MapoJiiB — BAKOHYIOThCS 0€3 MiKIIOUYEeHHS 10 IHTEPHETY.

Xmapaum npukiagom € LastPass for Desktop, sikuii mpaifioe 3a MpUHIAIIOM
[IEHTPAJII30BAaHOTO 30€epiraHHs JaHUX Y XMApPHOMY CXOBHIIII.

Jlomatok Hajgae 0Oarato MOXKIMBOCTEH KepyBaHHS OOJIIKOBUM 3alllCOM Ta
napoisiMu. [ po6oTH 13 MEHEKEPOM KOPUCTYBAY CTBOPIOE OOTIKOBUH 3aITUC, MICIIS
94Oro MOro mapoJii CHHXPOHI3YIOThCS MK MPUCTPOSMH Yepe3 cepBepu kommanii. [lani
mupPYIOTHCS HAa CTOPOHI KITIEHTA, OJHAK I POOOTH CHCTEMH HEOOXiJTHE MOCTiiHE

IHTEepHET-3’ €HaHHA (puc.1.2).

ADK.
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Pucynox 1.2 — I'onoBHa cTopinka gogatky LastPass for Desktop

OCHOBHOIO TIEpPEeBAarol XMapHOTO IIXOJy € 3pYYHICTh CHHXPOHI3aIii, ane
HEJIOJIIKOM € 3aJIe)KHICTh BiJl BUIIaIeHOT 1HGPACTPYKTYpH Ta PU3MKH, TOB’S3aHi 3
KOMITPOMETAITIEI0 XMAapHUX CEPBICIB.

VY Tabmumi 1.1 HaBemeHO MOpiBHAHHS JIoKaiabHOTO MeHemkepa KeepPassXC i3
xmapHuM LastPass 3a Tunom cuctemu, ciocoOoM 30epiraHHs JaHUX, JOCTYIIOM 0
IHTEpHETY, 6araTOKOPHUCTYBAIIbKOT pOOOTH, PIBHEM KOHTPOJIO HAJl JTAHUMH O€3MEKOI0
JIOCTYIy Ta OCHOBHUM TIPU3HAYCHHSIM.

Tadauua 1.1 — IlopiBusauus MeHemxkepiB KeePassXC Ta LastPass i3

PO3po0JIIOBATILHUM T0ATKOM

Xapakrepucruka KeePassXC LastPass for Desktop
Tun cucremu JloxanpHui XMapHuii
30epiranHs AaHUX JlokansHuit ¢aitn (.kdbx) XMapHi cepBepu
Jloctym 0 iHTEpHETY He notpiben O060B’s3K0BUI
bararokopucryBaibka podoTa OobmexeHa Taxk

ADK.
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Kinens Tadmum 1.1

PiBeHb KOHTPOITIO HAJ TAHUMU Bucoxuii Cepenniii
I'osi0BHUM 1TapoJIB KiienTcpke mm aHHSA
besneka nocrymy POJIb, . bp yB ’
mmdpyBaHHSI XMapHUH cepBic
MacoBe BUKOPUCTAHHS 3
OcHOBHE NpU3HAYEHHS OcoOucre BUKOPUCTAaHHS

CHHXPOHI3aII€I0

Jlokanbuuii Menexep KeePassXC He 103BoJIsie 6araTokoprucTyBalbKy poooTy,
Ta HE Ha/Ia€ LIEHTPaIi30BaHEe KePyBaHHS JOCTYIIOM Yepe3 CepBep.

XMapHuii menemkep LastPass mosBonsie GararokopucTyBalbKUN AOCTYH Ta
HIATPUMKY IIEHTPaJi30BaHOrO0 KEpyBaHHS AaHUMH, MPOTE 3aJEXKHUTh BiJl BLAAAIECHOT
1HGPaCTPYKTYpPH.

Y 3B’A3Ky 3 1UM, B pO3pOO0dIOBalibHIM CHCTEMI MOTPIOHO peasnizyBaTH
MOMJIMBICTh JOCTYMy JUisi 0araTbOX KOPHUCTyBayi, 3a JOTMOMOTOI0 I[EHTPAILHOTO
KepyBaHHS JOCTYIY 31 CTOPOHU CE€pBepa, HE BCTAHOBIIOIOYM BiJJaJICHE IHTEPHET-
3’eaHaHHA. Taka oprasizaiis poOUTb MEHEIKEp MOXJIMBUM JJIsi BUKOPUCTaHHS B

MeXKax JIOKATBHOT Mepeki MaJIuX opraHizailiii abo JOMaIIHIX CepeIOBHIILI.

1.2 AnaJi3 0i0JioTexkn ctBopeHHs rpadiyHoro intepdeiicy nogaTka

Jlns peamizamii KIIEHTCBKOI YacTMHU MEHEHKepa mapojiiB Oyjno o0paHo
0i6mioreky CustomTkinter, sika € po3mupeHHsIM cTaHaapTHOI 0i0ioTekn Tkinter s
MoBHU TiporpamyBanHs Python. Jlana GiGmioreka Hamae cydacHuit Habip rpadiuHmx
KOMITOHEHTIB Ta JIO3BOJISIE CTBOPIOBATH 1HTEP(EHCH 3 MU3aitHOM, HAOIMKCHHUM J10
Cy4aCHUX HACTUIBHHUX 3aCTOCYHKIB.

Koxen enemeHT iHnTepdeicy npeacTaBIeHu OKPEMUM BIKETOM, KU MOXKE
pearyBatd Ha Jii KOpUCTyBaya, Taki SK HaTUCKAHHS KHOIIOK, BBEJEHHS TEKCTy a0o
BUOIp MYHKTIB MEHIO.

Bimketn wmoxyTh OyTH Oprani3oBaHi 3a JOMOMOTOI0  MEHEIKEPiB
KOMITOHYBaHHSI, 1[0 TAIOTh MOKJIUBICTh PO3TAIIOBYBATH €JIEMEHTH Y BUTJIS 1 TAOJIUIIb,

O0kiB abo BUIBHUX KoopauHat. Ilig dac B3aemomii kKopucTyBaya 3 iHTEepdeircom

ADK.
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BIIMOBIIHI MOA1T IepeAaroThest A0 PyHKII 0OpOOHUKIB, sIKI BUKOHYIOTh HEOOXITHY
JIOTIKY IPOrpaMHU, HAalIPUKJIaJ HaJICUJIaHHS 3allUTy JI0 CEpBepa, OTPUMaHHS JaHUX a00
OHOBJIEHHS 1H(}OpMaIlli Ha eKpaHi.

Huxdye HaBeneHO MNpUKIAL NOPOrpaMHOI peaizaiii TOJIOBHOTO BIKHA 3a

nornomororo 010morexkun CustomTkinter.

import customtkinter as ctk

ctk.set appearance mode ("dark")

ctk.set default color theme ("blue")

app = ctk.CTk()

app.title ("T'ostorHa cTopiHka")

app.geometry ("600x400™)

title label = ctk.CtkLabel (app, text="Cropinka", font=("Arial", 24,
"bold"))

title label.pack (pady=20)

generate button = ctk.CTkButton( app, text=" Hoa kHomnka" )
generate button.pack (pady=10)

app.mainloop ()

VY HaBegeHOMY MPUKIIAJl CTBOPIOETHCS TOJIOBHE BIKHO IMPOTpPamMH, TEKCTOBHIA
3aroJIOBOK Ta KHOMKA IS B3a€MOJil. AHAJOTIYHUM YHMHOM PEali3yIOThCS IHIII
€JIEMEHTH KOPHCTYBAILKOTO 1HTEPdEHCY.

Y pospobmoBaHoMy MeHemkepi maponiB - 6i6miotexka  CustomTkinter
BUKOPHUCTOBYBAaTUMEThCS [IJI1 CTBOPEHHS BIKOH peecTpanii Ta aBTeHTH(IKaIi
KOPHUCTYBauiB, BIAOOpaXKeHHS CIUCKY 30epexeHux mnapoiiB, (GOpM JO0JaBaHHSA Ta
penaryBaHHs 3aIUCIB.

AprymeHTyBaTu BHUOIp JOMOBHEHHS JJI CTBOPEHHS rpadidHoro iHTepdeiicy
MO>XHA TIPOBIBIIU TMOPIBHSHHA OOPAHOTO PIIIEHHS 13 MOMYJISPHUMHU Oi0Ii0oTeKamH,
cepen sxux Tkinter, PyQt, PySide ta Kivy.

Y Ttabmumi 1.2 300pakeHe MOpiBHSHHS O10710TeK CTBOpPEeHHS TpadidHOTO
iHTepdelicy MOBOIO TporpamyBaHHs Python 3a 30BHIIIHIM BHIIISIIOM, HIBHAKICTIO
pO3pOOKH, BUKOPUCTAHHSIM CHUCTEMHHX PECypCiB Ta CYMICHICTIO 13 HACTUIbHUMU

3aCTOCYHKAMU.
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Tadauusa 1.2 — IopiBuauusa 0idaiorek Tkinter, PyQt, PySide, Kivy Tta

CustomTkinter

XapakTepucTHKA Tkinter | CustomTkinter PyQt/PySide | Kivy
CyuacHuit 30BHIIIHIN BUrisay | Huspkuit Bucokuit Bucoxkwit Bucoxkuit
HIBuIKICTH PO3POOKH Bucoka Bucoxa Cepenus Cepenns
Eencl;%pclgmHHﬂ CHCTEMHUX Husbke Husbke Cepenne Bucoxke
Iinxouts s HACTIBHIX Tak Tax Tax YacTKOBO

3aCTOCYHKIB

Cranpaptamii Tkinter € mpocTUM y BUKOPUCTaHHI, OJHAK WOTO CIEMCHTH
KEpYBaHHsI MalOTh 3aCTapUINNA 30BHIIIHIA BUTIISI.

bibmioreku PyQt ta PySide no3Bomsit0Th cTBOproBaTH npodeciitHi inTepdericu
3 BCJIMKOK KUIBKICTIO KOMIIOHEHTIB, IIPOTE XapaKTEPH3YIOThCS CKJIQIHIIIOIO
apXiTEKTYPOIO Ta BUIIIMMH BUMOTAMH JI0 PECYPCIB.

Kivy opieHTOBaHa nepeBaxHO Ha MYJIbTUILIATGOPMHI Ta CEHCOPHI 3aCTOCYHKH,
10 € HAJIUIIKOBUM JIJIs1 PO3POOIIFOBAHOTO MPOEKTY.

Bub6ip CustomTkinter nyst peamizaliii KI1iEHTCbKOT YaCTHHU MEHEKepa MapoJiB
00YMOBJICHHH PSIJIOM TIepeBar.

[To-nepire, 6i67i0TeKa 3a0e3meuye cydacHU 30BHINIHINA BUTIISAL MPOTpaMu Oe3
HEOOX1THOCT1 BUKOPUCTAHHS CKIATHUX (PEHMBOPKIB.

[To-npyre, BoHa MOBHICTIO CyMmicHa 31 cTaHmapTHUM Tkinter, o cmoporurye
PO3pOOKY Ta CYMpOBiJ MPOrPAMHOTO KOTY.

[To-Tpete, 6167M10TEKAa Ma€ HEBEJIMKI CUCTEMHI BUMOTH Ta HE MOTpeOye 3HAYHOT
KUTBKOCT1 TOJAaTKOBUX 3aJICKHOCTEH.

B pesynbTari nopiBHsHHA, 0i0mioTeka CustomTkinter e xopormmmM pimeHHSIM

TSt peanizaiii rpagigHoro iHTepdecy 101aTKy MEHEIKepa MapoJiB.

1.3 Bubip TexHoJ10rii 3aXHIIEHOT0 KJIIEHT-CEPBEPHOIO 3’ €THAHHA

[Tin yac po3poOKHM KIIEHT-CEPBEPHOrO0 MEHEIKepa MapoiaiB OCOOIHMBY yBary
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HEOOXITHO MPUIUIUTH 3aXUCTy MEPEKEBOr0 OOMIHY JAaHMMHU MDK KIIEHTCHKOIO Ta
CEpPBEPHOI0 YacTHUHaMM cucTeMu. Jlns peamizaiii MepexeBOi B3aeMOIl B MOBI
nporpamyBanHs Python BukopucToBytoThes OiOmioTexkn Socket Tta ssl,  ski
3a0e3MneuyroTh nepeaavy AaHuX 1 iX KpunTorpapiyHui 3aXUCT.

bibmioreka socket € cranmapTHrM 3aco0oM Python st cTBOpeHHST MepeKeBHX
3acTocyHKIB. BoHa Hamae inTepdeiic nius oOMIHY JaHMMHM MDK IpoIliecaMu dYepe3
Mepexy 3a gonomororo npotokoiis TCP/IP a6o UDP.

[Tpunanun pobotu socket momsirae y CTBOPEHHI JBOX KIHIIEBHX TOYOK 3B'S3KY:
cepBepa Ta kiieHTa. CepBep BIIKPHUBAE MEPEKEBUH TMOPT Ta OYIKYE BXIJHUX
nigKIoueHsb. [licas oTpuMaHHs 3aMuTy Bij KIIIEHTA MK CTOPOHAMH BCTAHOBIIOETHCS
3'€HaHHS, Yepe3 sKe 3MIMCHIOETHCSI OOMIH TTOBITOMIICHHSIMH.

Opnak BukopuctanHs jumie socket He 3a0e3neuye KoHimeHIIHOCTI
iHopMaIlii, OCKUIbKHU AaH1 MEpelaloTbCs MEPEKEI0 Y BITKPUTOMY BHUTJIISIL.

JIns yCyHEHHS I1BOTO HEJOJIKY BHUKOPHUCTOBYEThCs Oibmioreka SSl, 110
BUKOpUCTOBYE SSL.

SSL cTBOproe 3axuieHuid kaHaia noepx 3BuuaitHoro TCP-3'ennanus. Ilepen
MOYaTKOM Tiepelayl JaHuX MK CTOPOHaMHM BHUKOHYeThcs mpouenypa TLS
PYKOCTUCKAHHS, i 4Yac SKOi BiMOyBa€eThCs IMepeBipka cepTU]iKaTiB, Y3TOKEHHS
KpUITorpadgiyHUX alrOpUTMIB Ta T€HEPAIlis CEaHCOBUX KITIOUIB MU(PYyBaHHS.

[IpoTokoun 3axucty nepenadi nanux (TLS) Oyne BukopucToByBaTHCh Bepcii 1.2.
L5 Bepcisi MPOTOKOIY PEKOMEHIYETHCS JIsI 3aCTOCYBAaHHSI AT€HTCTBOM HaIl[lOHAJIBHOT
oe3neku Crionmydenux [lIrariB Amepuku [3].

B pesynbraTi BCi maHi, MmO TEPENarOThCS MK KIIEHTOM Ta CEPBEPOM,
mudpyroThes. Lle 3abe3nedye koHdimeHmiiHicTs iHPOpMaIii mig wac i mepenadi,
KOHTPOJIb IIUTICHOCTI JaHMX, 3aXUCT BIiJl aTak THUITy ‘JTIOJWHA ITOCEepeauHI” Ta
aBTeHTU(DIKAI[II0 YIACHUKIB 3'€ THAHHS.

Jlyist miBUIEHHS PiBHS 0€3MEeKH y po3pOo0IIOBaHiil CHCTeM1 BUKOPUCTOBYE€THCS
mexanizm Mutual TLS (mTLS).

OcHoBoro pobotu mTLS € BUKOpUCTaHHS BIACHOTO UEHTPY cepTudikaiii

(Certificate Authority, CA). Llentp ceptudikarii crBoproe goBipeHuit ceptudikat CA,
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AKUU BUKOPUCTOBYETHCA JJIsl MIANMKMCYBAHHS CEPTU(PIKATIB CEpBEpa Ta KIIEHTIB.

[Ipoiiec BCTAaHOBNIEHHS 3aXUILIEHOT0 3'€THAHHS CKIIAJAETHCS 3 TAKUX €TalliB:
— CTBOpPIO€THCS KopeHeBHil ceptudikat CA;
— Ha ocHOBI CA reHepyeTbes cepThdikaT cepBepa;
— JIJI1 KOYKHOTO KJIIEHTA CTBOPIOETHCS BIACHUM cepTudikar;
— Ceprtu(ikaTu cepBepa Ta KIIEHTIB MANUCYI0Thes cepTudikatom CA;
— i yac BCTAHOBJICHHS 3'€JHAHHS CEPBEP MepeBipsie cepTUPIKAT KIIIEHTA;
— KJIEHT TIepeBipsie cepTudikaT ceprepa;
— SIKIO OOMBI MEPEBIPKHU YCIIIIHI, CTBOPIOETHCS 3axuiieHuit TLS-kanar.

Ha pucynky 1.3 300pakeHuii mpoiec BCTAHOBJICHHS 3aXMIIEHOTO 3’ €IHAHHS

MDK KITIEHTOM Ta CEPBEPOM 13 BUKOpUCTaHHSIM MTLS.

- =
Knienr CepBep

KnienT Hagcunae Client Hello
(sepcia TLS, cnucok wudpis,
BUNaAKOBE YUCNO)

v

Cepgep Bignosigae Server Hello
(Bvbpana Bepcia TLS, wudp,
BMNaJKOBE YMCNO) Ta Haacunae
cepTudikar cepsepa

A

@ KnieHT nepesipae cepTucikar
cepsepa 3a oNoMOrol A0BIPEHOro
ceptucdikara CA

Cepsep 3anutye ceptudikar

KnieHTa

A

KnieHT Hagcunae cBiin

v

KnieHTa 3a A0MNoMOror A0BIPEHOro
ceptudikata CA

KnieHT | cepeep BUKOHYIOTb
06MiH KNloYaMu Ta reHepyioTb
CninbHWIA cekpet

v

ceprudikar
@ Cepgep nepesipAe cepTudikar

Cepsep i KNieHT NiATBEPAXYIOTb
BCTaAHOB/IEHHA 3'€AHaHHA

A

3axveHe 3'egHaHHA BCTAHOBIEHO.
[aHi nepenatoTbecA B 3almnpoBaHoOMy BUrNAL.

Pucynok 1.3 — IIporiec BCTaHOBICHHS 3aXHUIIIEHOTO 3’ €THAHHS MK KITIEHTOM

Ta CepBEPOM 3a JIormoMororo mMTLS

Takuit miaX17 J03BOJISE, MITKIIOYATUCS JO CEpBEpa JIMIINE aBTOPU30BAHUM

KJIIEHTaM, a caMi KJII€EHTH, B3AEMO1I0Th BUKIIIOYHO 3 JIOBIPEHUM CEPBEPOM.
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Jlnst 3a0e3neueHHss OJHOYACHOI POOOTH JEKUIBKOX KOPHUCTYBaudiB CEpBEP
BUKOPHUCTOBYE MEXaHI3M 0ararornoToOKOBOCTI.

[loTiKk € OKpeMOIO MOCHIIOBHICTIO BUKOHAHHS IHCTPYKUIN ycepeauHi npouecy. [Ipu
HAJXO>KEHH1 HOBOT'O KJIIEHTCHKOI'O MIAKIIOYEHHS! CEpBEP CTBOPIOE OKPEMUM MOTIK,
AKUN 00CITYroBy€ KOHKPETHOI'O KOPUCTYBaya.

Crnepiiry cepBep 3amycka€ OCHOBHUM TOTIK Ta MOYMHAE TMPOCITYXOBYBAHHS
MOPTY, AaJli KJIIEHT BCTAHOBJIOE 3'€IHAHHS 13 CEpPBEPOM, TOMY JJIi HOBOTO KITIEHTA
CTBOPIOETHCSI OKPEMUN MOTIK, SKUH 0OpoOJsie BCl HMOro 3amuTH, a IHIN KJIIEHTH
00CITyroBYIOThCS MapaJIeIbHO BIACHUMH MMOTOKAMHU.

Ha pucynky 1.4 300paxxeHo cxema poOOTH cepBepa 10 peali3ye

06araTonoTOKOBY TEXHOJIOTIIO.

—_ —_ —_— _— —_— e _— —_— —_— —_

|

|

|

| - MoTik 1
| (ans knienta 1)
|

|

|

|

|

1

|

|

|

|

|

|

|

KnieHT 1 :
|

|

- Morik 2 |

| i 7| (ans knienTa 2) |
|

KrieHt 2 | I
Cepsep | |

I I

l . |

| > MoTik 3 |

| i | (ans knieHta 3) |
| I

Knient 3 --T - - - - - - - - - - T -~

Pucynok 1.4 — Cxema po60Tu 6aratonoToKoBOTO cepBepa

3aBAsiKM BUKOPUCTAaHHIO 0aratomoTOKOBOCTI CEpBEP 3AAaTHHUN OJHOYACHO
MPAITIOBATH 13 3alIUTAMU OJ[pa3y JEKUTbKOX KOPHCTYBauiB 0€3 OJI0KYBaHHS OCHOBHOTO
MPOILIECY.

TakuM 4yuHOM, TTO€AHAHHS 0107110TeK socket Ta ssl, BUKOpHUCTaHHSA MEXaHI3MY
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MTLS, ta 6aratonoToKoBOi 0OPOOKH 3aNUTIB, JO3BOJISIE CTBOPUTH 3aXHILEHY KIIEHT-

CEpBEPHY B3aEMO/IIIO.

1.4 Anaui3 0i0/1ioTeKH B3aeMO/il i3 023010 JaHUX

Jlist

BUKOpHUCTOBYBaTUMEThCsl 0a3za nanux (BJl), a mis kepyBanHsa 0a3oi0 gaHux Oyje

30epiraHHs  JITaHUX Y  PO3pOOJIOBAaHOMY  MEHEKEpl  MapoJiB
BUKOPUCTOBYBATHCS cucTema yrnpasiinag 0a3zamu ganux (CYB/).

B nmanumii wac monymspuumu CYBJ] e SQLite, MySQL, PostgreSQL Ta
MongoDB. TIpoBeaemo iX MOpiBHSAHHSA 32 TUIIOM, MPUHLUIIOM POOOTH, CIOXKUBAHHI
pecypciB, MacmTabOBAaHOCTI, IMIBUAKOCTI YHUTAHHS Ta JONUIBHICTh JJI JIOKAJbHUX
3acTOCYHKIB. Pe3ynbratu mopiBHSHHA HaBeAeH1 y Tabnui 1.3.

Ta6auns 1.3 — IlopiBHAHHS cucTeM ympaBJiHHs 0a3ammu naHux SQL.ite,

MySQL, PostgreSQL ta MongoDB

XapakTepucTuka SQLite MySQL | PostgreSQL | MongoDB
Tun CYB/] Pensamiitna | Pensmiiina | Pemsmiiina | JlokymeHTHa
Oxkpewmuii cepBep Hi Taxk Taxk Taxk
CrioxuBaHHS pecypciB Husbke Cepenne Cepenne Bucoke
MacmraboBaHiCTh Husbka Bucoka Bucoxka Bucoxka
HIBuakicT YUTAHHS Bucoka Bucoxka Bucoxka Bucoxka
fgfﬁ:ﬁ;ﬁiﬁicy}mm Bucoka Cepenns Cepenns Husrska

VY mnopiBusaHi 3 MySQL Ta PostgreSQL, SQLite He moTrpelye 3amycky
OKPEMOro cepBicy 0a3u JaHUX, I1€ 3HAYHO CIPOIIYE PO3TOPTAHHS CUCTEMHU. Y CBOIO
MongoDB HAa pobory 3

OpIEHTOBaHA JIOKYMEHTHO-OPIEHTOBAHUMU

qepry,
CTPYKTYpaMH JaHUX 1 € MEHII JOIUIBHOIO IS MPOEKTY, KU BUKOPUCTOBYE UITKO
BU3HAYCHI PENSAIINHI 3B'I3KM MK KOPHCTYBauyaMU Ta 3alMCAMH ITAPOJITiB.
BpaxoByroun mnepeBaru Ta HEAOJIKH 3alpONOHOBAHUX CHUCTEM YIPABIIHHS
0azamu naHuX, JUI peaiizanii qonatky odepemo SQLIite, ockiTbKM BOHA: HA BIAMIHY

BiJI CEpBEPHUX CUCTEM, BUKOPUCTOBYE (haili Ik OCHOBHE CXOBHIIE 1HPOpMaIlii, Ma€e
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BHCOKY IIBUJKICTh BUKOHAHHS ONEpallii YUTaHHS, Ma€ HU3bKI BUMOTH JI0 allapaTHUX
pecypciB Ta IHTeTpoBaHa 31 CTaHAapTHOIO 610mi0TeKor0 Python;

OcuHoBHUM HemoiikoM SQLite € 0OMeXeHHSI HAa OJHOYACHHI 3alMC JaHHX. Y
MEBHUI MOMEHT 4acy JIMIIE OJHUH Mpolec abo MOTIK MOXKE BUKOHYBATH OIEpalliio
3anucy 10 0a3u nmanux. [lpu BenMKii KUIBKOCTI OJHOYACHHUX 3alHTIB 1€ MOXE
MPU3BOAUTH 10 OJIOKyBaHHA (ailiny 6a3u JaHUX.

[IpoTe nis po3poOIOBaHOIO MEHEIKEpa MapOoITiB JaHa Ipo0aeMa BUPIITYEThCS
3a JIOMOMOTOI0 CEPBEPHOI apXITEKTYpPH Ta MEXaHI3MYy YEpru 3amuTiB. Y Cl KIIE€HTChKI
3aCTOCYHKH B3a€EMOJIIIOTH JIMIIIE 13 CEpBEPOM, a Oe3nocepenniit noctyn g0 SQLite mae
BUKJIFOUHO CEpPBEPHA YaCTUHA.

[Ticas oTpuMaHHS 3amMUTY Ha 3MIHY JaHUX CEpBEp J10Aa€ HOro 0 BHYTPIIIHBOT
4yepru oreparii 3amucy. [lani cremianbHUNA MOTIK 00pOOKH TOCIIIOBHO BUKOHYE IIi
3alUTH OAMH 32 OJHUM. Takuil MiAXiA 103BOJISIE YHUKHYTH KOHQIIKTIB OJOKYBaHHS
0a3u NaHuX, MIATPUMYBATH OJHOYACHY POOOTY NEKUIBKOX KIIIEHTIB Ta CHPOCTUTH

MEXaHI3MHU CHHXPOHI3aIlii MK ITOTOKaMH.

BucHoBoK 10 po3ainy

VY pe3ynbrari aHajizy MEHEKEepIB MapojiB Oyl0 PpO3MISTHYTO JOKAJIbHHIMA
KeePassXC ta xmapumii LastPass for Desktop ceppicu. Ha ocnoBi ix mepesar i
HEJIOJIIKIB 00paHO KIIIEHT-CEPBEPHY apXITEKTYpPy JOKAIBHOTO MEHEKepa MapoJliB,
aka  3a0e3medye  IleHTpali3oBaHe  30epiraHHd  JaHUX Ta  MIATPUMKY
0araToKOpuCcTyBalbKO1 pOOOTH B TOKATBHINA MEPEXI.

B pesynbrari mpoBeaeHOro anamizy Oyino BCTaHOBJIEHO, IO IS peaiizallii
rpadiunoro iHTepdeiicy moniibHO BUKOpHcTatH 0i0miorexky CustomTkinter, ska
JI03BOJISIE  CTBOPIOBAaTHM HACTUTbHI 3aCTOCYHKHM 3 MIHIMAIbHUMHA CHUCTEMHUMH
BUMOTaMHU, a JJI 3aXHCTY MEPEKEBOI B3aEMO/IIT JOIITHPHO BUKOPHCTATH 0107I10TEKH
socket Ta ssl i3 MmexanizsmoMm mTLS, mo 3a0e3neuye Oe3nedny nepenavy qaHUX.

Jns kepyBanHs 0a3oro manux oopano CYBJl SQLite, sika XxapakTepu3yeTbCs

JOCTAaTHLBOIO HpOI[YKTI/IBHiCTIO JJIA JTJOKaJIbHUX CUCTCM.
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2 PO3POBKA KIIIEHT-CEPBEPHOI'O TOJAATKA
MEHE/KEPA ITAPOJIIB

2.1 Po3po0Kka CTpyKTypH A0JaTKA

BxinHumMu enemMeHTaMHM CHCTEMHU € MOAYJl peecTpaiii Ta ayTeHTU]ikaii.
Mopaynb peectpallii 103BOJIIE CTBOPIOBATH HOBI OOJIIKOB1 3alMCcH KOPUCTYBayiB
IIJITXOM BBEJICHHS IMEHI, €JIEKTPOHHOI MOIITH Ta MapoJsl.

Monynb ayreHTudikalli 3abesneuye NepeBipKy OOJIKOBUX JaHUX Ta HaJae
JOCTYT 10 (PYHKIIOHATY CHCTEMH JIUIIIE aBTOPHU30BAaHIUM KOPUCTYBadaM.

[Ticns ycmimHOTo BXOAY B I0OIaTOK, KOPUCTYBA4 MIOBUHEH OTPUMATH JIOCTYII 10
OCHOBHOTO OJIOKY MpOTpaMH, SIK€ MICTHUTh MOIYJIb KEPyBaHHs MAapOJIIMH, IO J1a€
MOJKJIMBICTh: T€Hepallii, JoAaBaHHsI, IEPETIs Ay, peaaryBaHHs Ta BUJAJICHHS MapOIiB.

OxpeMHM KOMIIOHEHTOM € MOJYJIb HaJallTyBaHb JOJATKa, SKHH [03BOJISIE
3MIHIOBATH MapaMeTpu iHTepdeiicy Ta oOMiKOBUH 3amuc.

Ha pucynky 2.1 300paxkeHa cTpyKTypa J0JIaTKy, HOTO KIFOYOBHUX €JIEMEHTIB.

AyTeHTUMikauia € PeecTpauia

leHepauis naponto

[onaeaHHs naponio L

Y

Y

Basza naHux

CxosuLle

Y

HanawtysaHHA

N
»

Pucynok 2.1 — Ctpykrypa nonartky
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B3a€MOIOB’ I3aHUX Ta0IUIb. BoHa ckIagaTUMEThCs 3 TPhOX OCHOBHUX TaOJIUIIb: USErs,

HacTynHuM KpOKOM BHM3HAUMMO CTPYKTYpy peisiiiHoi 0a3u naHux Ta ii

passwords Ta tokens.

user id tumy INTEGER y TaGmumi users, Ha SKuH IOCHJIAIOTHCS 30BHIIIHI KITFOU1

user id y Tabmumsgx tokens ta passwords.

KOpHUCTYyBaua 3 TaOJMIIl USers aBTOMAaTHYHO BHUIAJAIOTHCS BCI MOB’S3aH1 3alUCH B
tabimnsx tokens 1 passwords. Taka crpykTypa mae 3mory 30epiraTé KiTbKa

OB’ I3aHMUX 3aIKCIB JIJIS1 OJTHOTO KOPHUCTYBaua, 1110 BiJMOBIAAE 3B’ 13Ky TUITY “OJHH JI0

Ha pucynky 2.2 3006paxkeHa po3po6iieHa cxema 6a3u JaHHX.

tokens
PK | id INTEGER
FK | user_id INTEGER
token TEXT
passwords
PK | id INTEGER
FK | user_id INTEGER
password TEXT
service TEXT
description  TEXT

3B’S130K MDK TaONMISMH peaji3oBaHO 3a JOMOMOIOI0 TEPBHHHOIO KIIIOUYa

BaBI[HKI/I HaJIaITOBAHOMY KAaCKaJHOMY BHUIAJICHHIO HiI[ 4acC BHUAAJICHHA 3aIIUCy

Oararpox”.

users
» PK | user_id INTEGER
login TEXT
password TEXT
email TEXT
key BLOB
salt BLOB

Pucynok 2.2 — Cxema 6a3u 1aHux

V tabnumi 2.1 HaBeaeHU BMICT TaOJIUIIl USErS.
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Tadiamus 2.1 — CTpykrypa Tadauui Users

Kiurou | Haszsa noas Tun Po3mip IIpusHayenus
MK user_id INTEGER 11 Inentudikarop kopuctyBada
- login TEXT 65 535 Im’st
- password TEXT 65 535 XemoBaHuii napoJb
- email TEXT 65 535 Enexrponna angpeca
) key BLOB 65 535 3ammudpoBanuii KITIOY JI0CTYTLY
JI0 TIApOJTiB
- salt BLOB 65 535 Cinb mmst po3udpyBaHHs

Tabnuus USErs mpu3HaueHa s 30epiranHs iHQopMalii Mpo KOpHUCTYyBayiB
cucreMu. Bona MicTUTh yHiKanbHMI ifeHTH(IKaTOp KopucTyBada (User_id), jorin
(login), zammdposanuii mapoas (password), 3amudpoBaHy eIEKTPOHHY aapecy
(email), 3ammdpoBanuii KIOY ITOCTYMy A0 MApOJIiB Ta Culh, Ui PO3MIU(GPYBAHHS
KJIH0Ya.

V tabnuui 2.2 HaBeneHui BMicT Tadiumii tokens.

Ta6umus 2.2 — CTpykTypa Tadauni tokens

Kuarou Hassa noast Tun Po3mip Ipu3navyenus
IK id INTEGER 11 InenTudikarop TokeHa
3K user id | INTEGER | 11 Laentugpikarop

- KOpHCTyBaya (110 USErs)
- token TEXT 65 535 Token

Tabmumst tokens mpusHadeHa sl 30epiraHHs TOKEHIB aBTeHTHdikamii. Bona
MICTUTh YHIKaJdbHUH ineHTH(ikaTop 3amucy (id), 3oBHimHINA Kirou (user_id) Ta
3amugpoBaHe 3HAYCHHS TOKeHa (token).

Tabmuns passwords (Ta61.2.3) BUKOPHCTOBYETHCS [JIsi 30epiraHHs MapoJiB
KopHucTyBadiB. Bona MicTuth yHiKanbHui ineHTH(iKaTOop 3amucy (id), 30BHINTHIN
kimou  (user id), sAKWil TIOB'SI3ye TMapoib 13 KOHKPETHHM KOPUCTYBadeM, caM
3amudpoBaHuil mapoib (password), Ha3By cepBicy (service) Ta 3amuppoBaHUN OIMHKC

(description).
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Ta6munus 2.3 — CTpykTypa Tadaumi passwords

Kiurou | Ha3sa nous Tun Po3mip IIpusHavyeHHs
MK id INTEGER 11 Inentudikarop mapos
3K user_id | INTEGER | 11 Lentugikarop
- KopHUcTyBaya (710 USErs)
- password TEXT 65 535 [Mapomb
- service TEXT 65 535 Hasga cepgicy napois
- description TEXT 65535 | JlomaTKOBHIA OMHUC AP0

BuzHaunmMo MOXJIMBOCTI KOpUCTyBaua TijJi 4ac BXOJAYy 10 JOAAaTKy 3a

JIOTIOMOT 01O JllarpaMy BUNIAJKiB BUKOpHUCTaHHS (puc.2.3).

YBINTH

MokaszaTn
roOnoBHy
CTOPIHKY

CTopiHka
aBTeHTUIKaL]

BBEOEHUX

BigkpuT OaHux

CTOPIHKY
_aBTeHTuUdiKaLii
Bueectu
TeKcT
NMOMUITKA

Bbasa gaHux

~

Bi
KopweTyBay AT

CTOPIHKY
pyecTpauii

[onoBHa

3apeecTpyBaTuch fepesipka cTopiHKa

A

7| BBEOEHUX
naHux

CropiHka
peecTpauii

MNokasatun
rONMoBHY

CTOPIHKY

Busectu
TeKcT
NOMUIKN

Hesnaua

Pucynok 2.3 — Jliarpama BUMaKiB BUKOPUCTAHHS BXOAY KOPUCTYBayda JI0 JOJATKY

[Ticns 3amycKy 3aCTOCYHKY KOPHCTYBaudy JTIOCTYITHI CTOPIHKHM aBTeHTH(IKAIIiT Ta
peectparii. Ha cropinmi aBrenTudikamii micis Bubopy “YBiTH cucTteMa mepeBipse
BBEJICHI JaHi. SIKI10 mepeBipka He MPOIeHa, KOPUCTYBAY MOBEPTAETHCS IO CTOPIHKA
aBTeHTU(IKAIi UIsI TOBTOPHOTO BBEACHHS MaHWX. Y pasl YCHINTHOI MepeBipKU
cUcTeMa 1IeHTU(IKYE KOpUCTyBaya Ta BIIKPHUBAE TOJOBHY CTOPIHKY 3aCTOCYHKY.

Ha cropinui peectpariii nicins oOpanHs “3apeecTpyBaTUCh” CHUCTEMA MEpPEBIpsie

KOpeKTHiCTB BBCACHHUX JaHUX. HKH_IO BHABJICHO IIOMUJIKH, KOPHUCTYBA4 ITIOBCPTACTHCA
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1o hopmu peectpallii A ix BunpapieHHs. [licnsa ycminmHo1 peecTpailii CTBOPIOETHCS

HOBUH OOJIIKOBUI 3amucC, 1 KOPUCTYyBaud aBTOMATHUYHO MEPEXOJUTh HA TOJOBHY

CTOPIHKY 3aCTOCYHKY.

Jlani BU3HAUUMO i1 KOpHCTYyBaya Iicisi BXoay B cucteMy (puc.2.4).

Biakputi

CTOPIHKY

reHepauii
napons

Biakputi
CTOPIHKY
noaasaHHA
napons

Biakputu
CTOPIHKY
nepernsgy

~~ naponis

Kopuctysay Binkputn

CTOPIHKY

peparyaHHs

naponsi

Binkpntu
CTOpIHKY
BUAANeHHs
napons

Binkputn
CTOPIHKY
HanawTyBaHHs

BuiATh i3 cuctemn

CropiHka
HanawTy-
BaHHs!

CropiHka
reHepaulil
napons

CropiHka
AofasaHHA
napons

CropiHka
nepernagy
naponis

CropiHka
BuaaneHHs
napona

CropiHka
penaryBaHHa
napons

3MiHUTH Temy

BusecTu

NOMUNKKA

Buxip ia
CHCTEMW

Bueectn
TeKcT
NOMUNKN

Hopati naponk

Bueectn
TeKCT
NOMUNKN

Otpumaru naponi

Bueectun
TekcT
MOMUIKN

Bueectn
TEKCT
NOMUNKA

Bueectn
TeKeT
NOMUINKN

TeKCT

3reHepyBaTi Napons

PenarysaTi naponks

EM”EJ'IMTVI napone

Heepaya

MNokasatu
napornb Ha
cTopiHUi

leHepaujs

Yenix
[onaeaHHa
napons yenixy Ha
CTOpiHUI
Heepaua
Yenix Bueectn
OTpumMaHHsn h
Nabonis naponi Ha
P cTopiHui
Hespnaua
Yenix
OHOBNEHHA S6epertu
naponb
napons o
a cTopiHy|
Heepnaua
Yenix Buaanutu

BupaneHHs

napons 3i
napons

CTOPIHKN

Heepaua

CropiHka
pBTEeHTNDIKaL]

Baaza paHux

Pucynok 2.4 — Jliarpama BUMaiKiB BUKOPUCTAHHS JTIOJATKy KOPHUCTYBAYEM

JIns reHepyBaHHS HOBOTO TMapojisi KOPUCTYBauy HEOOXIIHO NeperTH

Ha

3mH. | ADK. OKVM. [lidonuc
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CTOPIHKY reHepallii mapoJis Ta 3aIlyCTUTH MPOLIEC CTBOPEHHS HOBOro napoJist. Cucrema
reHEepy€e€ BUMAJKOBY KOMOIHAI[II0 CHUMBOJIB BIiAMOBIAHO JO BCTAHOBJICHUX MPABUII
Oesneku Ta BiAoOpa)kae pe3ysibTaT Ha €KpaHl. Y BUMNAAKY BUHUKHEHHS MOMWIKU
KOPHCTYBad TIOBEPTAETHCA HA CTOPIHKY TeHepallii I TOBTOPHOTO BHKOHAHHS
omepariii.

Jist 30epexeHHsT HOBOIO Haposis KOPUCTyBady MOTPIOHO BUKOPUCTATH
¢yHkuito qonasanHs maposd. [licns nepexoay Ha BIANOBIIHY CTOPIHKY BiH BBOIAUTH
HEoOX1/IH1 JIaH1 Ta Hajacuiae iX 10 cuctemMu. CucrteMa BUKOHYE MEPEBIPKY BBEIAEHOT
iHpopMalii Ta 30epirae ii y 6a3i naHux. Y pasi YCHIIIHOTO 3aBEPIICHHS OIeparlii
KOPHCTYBauy BiloOpa)kaeThCs MOBIIOMIICHHS PO YCIINTHE JTOJaBaHHS 3aMucy. SKII0
mix 4ac oOpoOKHM BHHUKAE€ TIOMHIIKA, CHCTEMa IOBEpTaE KOpHCTyBada 10 (hopmu
BBCJICHHS JIaHUX.

[leperusn 30epeKeHUX MAPOITIB 31IHCHIOBATUMETHCS Ye€pe3 CTOPIHKY MEPETIsI Ty
napoJiiB. [1iciis BITKpUTTS CTOPIHKY CHCTEMa HAJICUIIAE 3aITUT J10 0a3u JaHUX, OTPUMYE
HeoOXiHy iH(opMallito Ta BijoOpa)xae CIIUCOK MapojIiB KOPUCTYBaUy.

DyHKIIisI pelaryBaHHs MMapoJiB HaJla€ MOXIIMBICTh 3MIHIOBATH BJIACHI 3aITHCH.
KopucryBau obupae moTpiOHMIA Mapoib 31 CIOUCKY, BHOCHUTh 3MIHU Ta 30epirae ix.
CucTema OHOBIIIOE BIANOBIIHMKA 3amuc y 0a3i JaHUX 1 BimoOpaxkae akTyalbHI JaHi
TICJISl YCHIITHOTO BUKOHAHHSI OTepartii.

Jlns BunmanmeHHs HENMOTpiOHMX 3amuciB mependaveHa (QYHKINS BUIAJICHHS
napoJiisa. KopuctyBau o6upae mapoJib 31 CIUCKY Ta MiATBEPKYe BuaaaeHHs. CucrteMa
BHJIAJISIE€ BIATIOBIAHUHN 3amuc 13 6231 JaHUX Ta OHOBIIIOE CITMCOK JIOCTYITHUX MapOJIiB.

OxpiM oCHOBHMX (YHKII pOOOTH 3 TApOISIMH, CHUCTEMa MICTHTHh PO3ALT
HaJalTyBaHb. Y HhOMY KOPHCTYBad MOKE 3MIHUTH TeMy opopMIIeHHS iHTEpdeiicy, a
TaKOXX BUUTH 13 CHCTEMH.

Takum yuHOM, pO3poOIIEHA CTPYKTYpa J03BOJISIE CTBOPUTH KITIEHT-CEPBEPHUIN

MEHEIKEp MapoIiB.
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2.2 Po3po0Oka 010Ky peecTpauii Ta apreHTHdiKanii 100aTKa

Jlns 3a0e3nedeHHs JOCTYIy KOPUCTYBAdiB JO CHUCTEMH B KIIEHTCHKOMY
3aCTOCYHKY peai3oBaHoO JiBa OKpeMux kimacu: Authentication ta Registration. O6uBa
KJIacH ycnaakoBytoThes Bim kommonenta CTKFrame 6iomioreku CustomTkinter Ta
BIJIMOBIZAIOTH 32 B3a€EMOJII0 KOPUCTYBay4a 13 CUCTEMOIO Ha €Tari BXOJy B 10AATOK.

Kox xmacy Authentication posmimiennii y qogatky A myHkti “Kopa peamizartii
kiacy Authentication”.

Knac Authentication peanizye ctopiaky aBTeHTH(IKALl KOpHCTyBaya.
OCHOBHUMHU €JICMEHTaMH CTOPIHKH € TTOJIsSI BBEJICHHS JIOTiHA Ta MapoJisi, KHOIIKA BXOIY
B CUCTEMY, a TAaKOXK KHOITKA IEPEX0Ty JI0 CTOPIHKHM PEeCTpaIrii.

[Ticas 3amycKy CTOpPIHKM BHUKOHYETHCS CIpoOa BCTAHOBJICHHS 3'€THAHHS 13
cepBepoM. Y pa3i BUHUKHEHHsI IOMUWJIKHU BIJMOBITHE TTOBITOMJICHHS BiIOOpakaeThCs
KOPHCTYBauy.

[lepen HancunaHHsAM OOJIKOBUX JaHMX Ha CEepBEp, BUKOHYETHCS IEpeBipKa
BBeJICHOT KopucTyBadeM iHpopmarliii. CriogaTKy nepeBipse€ThCs, YA 3alI0BHEH1 001 B
00OB'SI3KOBI TOJISA: JIOT1H Ta Mapoyib. Jladmi KOHTPOJIOETHCS JIOBXKHMHA JIOTIHA, sIKa
MOBUHHA CTAaHOBUTHU Bif 2 10 50 CHMBOIIB, a TaKOX JOBKHUHA TMapOJIs, SKa MOBUHHA
3HAXOAUTHCS B Mexax Bim 4 1o 25 cumBojdiB. Skmio xoua 6 oJHA 3 TNEPEBIPOK
3aBEPIIYETHCS HEBAAIO, KOPUCTYBAady BifoOpakaeThCs BIIIMOBIIHE MTOBIIOMJICHHS IIPO
NOMMIIKY, a TIepe/iada JaHUX Ha CEPBEP HE BUKOHYETHCS.

OcHoBHa B3aeMoIisl i3 cepBepoM peairizoBana y GyHkiii authentication.

def authentication(self, login, password):
request = self. app. client.message (header="authentication",
login=login, password=password)
result = self. app. client.send(request)
if result:
show message (self. message label, result)
return

answer = self. app. client.get()

[Mpunuun pobotu QyHkuii nojsirae y (GpopMyBaHHI MOBIAOMJIEHHS 3 THUIIOM

ADK.

bP.KI1-41.00.00.000 II3

3mH. | ADK. OKVM. Mionuc | dam

22




3anuTy ‘‘authentication”, J5oriHoM Ta mapoyieM KopucTyBada. Ilicis 1poro
MOBIJIOMJICHHS TiepenaeThes cepBepy. CepBep nepeBipse 00iKOBI JaHi y 0a31 JaHUX
Ta MOBEPTAE Pe3yJIbTAaT aBTEHTU(IKALli. Y BUNAAKY YCHIIIHOIO BXOY KJIIEHT OTPUMYE
TOKEH JIOCTYIY, IKHUI BUKOPUCTOBY€ETHCS AJI OIAJIBIIOT B3a€MO/IT 13 CEPBEPOM, MICIIS
YOro KOpUCTYBay MEPEHAIPABISETHCS O TOJIOBHOTO BIKHA MPOrPaMHU.

Ha pucynky 2.5 300pakeHa cTropiHka aBTeHTU(dIKaIii KOpUCTyBaya.

O

ABTeHTUdpiIKaLIA

Beeab noriH Ta Nnaponb 4NA NigTBepAKeHHA BXo4Y

[ J ( ]

AKWo BU HeMaeTe aKkayHTa - MOXeTe 3apeecTpyBaTHCh!

3apeecTpyBaTUCh

Pucynok 2.5 — Cropinka aBTeHTH(]IKAIlIT KOpHCTYBayda

Knac Registration peanizye cTOpiHKY CTBOPEHHS HOBOI'O OOJIIKOBOI'O 3aIlHCy.
[aTepdeiic cTopiHKHM MICTUTH TTOJIS 1J1s1 BBEJICHHS JIOT1HA, TAPOJIs, €JICKTPOHHOI aJIpecu
Ta MATBEPHKEHHS MApOJIs, a TAKOXK KHOIKY PEECTpallii KopucTyBayva.

Kox xmacy Registration posmimenuit y nogatky A myHkti “Kop peamizarii
kiacy Registration”.

[lepen BUKOHAHHSIM peecTparii 3AIMCHIOETHCS OUTBIT PO3MIMPEHa IMepeBipKa
BBEJICHUX JaHWX. Hacamrepes KOHTPONIOETHCS 3alOBHEHHS BCIX MOJNIB (opmu:
JIOTiHA, TIAPOJIs, IEKTPOHHOT aipecu Ta MO MiATBEpKeHHS maposs. [licns mporo
nepeBipseThesl TOBKUHA JjioriHa (Big 2 no 50 cumBoiiB) Ta mapois (Big 4 mo 25

cuMBoJiiB). HacTtynmHuMm eramom € mepeBipka 30iry BBEAEHOTO MMapoJisi Ta HOro

ADK.
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MIATBEPIKEHHS. SKILO 3HAaU€HHS BIAPI3HAIOTHCS, IPOLIEC peeCTpalii IPUNHHIETHCS Ta
KOPHUCTYBa4 OTPUMYE OBIAOMIICHHS PO MOMUJIKY.

OxpeMy yBary MpUAUIEHO TMepeBipli €IeKTpoHHOI aapecu. CnoyaTky
KOHTPOJIIOEThCA i1 JOBKHUHA, SIKa MOBUHHA CTAaHOBUTH Bin 6 10 254 cumBomis. [licns
LIbOTO BUKOHYETBCS IEpeBIpKa (opMaTy 3a JOINOMOIOI0 PErysipHOro Bupasy. Taka
NepeBIpKa J103BOJIsIE€ MEPEKOHATUCA, IO aJlpeca MICTUTH IM's KOPHCTyBaya, CUMBOJI
“@”, mOMEeHHE IM's Ta KOPEKTHE JOMEHHE pO3IIUpeHHs. JIluiie micis yCHmilrHOro
POXOJKEHHS BCIX MEpPeBIPOK (OPMYETHCS 3alUT HA PEECTPALiI0 Ta HAJICUIAETHCS
cepaepy.

Ha pucynky 2.6 300paxkeHa CTOpiHKa peecTpallii KopucTyBaya.

@ Manager Password — X

@
a+

PeecTpauis

Beedb noriH Ta naponb 4NA NigTBepaKeHHA BXody

,_.\
|

,_.\
e’

3apeecTpyBaTUCh
AKwo Bu Bie MaeTe akayHT - MOXeTe yBinTK!

YBIlTH

Pucynok 2.6 — Ctopinka peectparlii KOprucTyBaua

OcHOBHMII MeXaHI3M B3aeMOJIi 13 cepBepoM peanizoBaHuil y (QyHKIIL

registration.

def registration(self, login, password, email):
request = self. app. client.message (header="registration",

login=login, password=password, email=email)
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result = self. app. client.send(request)

if result:
show message (self. message label, result)
return

answer = self. app. client.get()

@OyHKIIIS CTBOPIOE MEPEKEBUN 3alUT THUITY ‘registration”, skuii MiCTHTh IaHi
HOBOIro KopucTyBaya. [Ticis HaacuIaHHs NOBIIOMIIEHHS CepBep NEPEBIpsi€ HASIBHICTD
KOpHCTyBaya y 0a3i JaHUX Ta, SIKI[O0 OOJIKOBUM 3aMuC BIACYTHIM, CTBOPIOE HOBHM. Y
pasi YCHIIIHOI peecTpallii cepBep MOBEPTAE TOKEH JIOCTYIY, AKUU 30epiraeTbcs y
KJIIEHTCHKOMY 3aCTOCYHKY. Ilicisi 1bOro KOpucTyBau aBTOMATUYHO MEPEXOIUTH 0
OCHOBHOTO 1HTepdelcy nporpaMu 6€3 HeOOXiTHOCT1 MOBTOPHOTO BXOY.

B pe3ynbTaTi, cTOpiHKM aBTEeHTH(IKAILIIT Ta peecTpallii peanizyloTh MOYaTKOBUMA

eTan poOOTH KOPUCTyBaya 13 CUCTEMOIO.

2.3 Po3po0Oka 010KiB reHepaiii Ta J01aBaHHS NAPOJIiB

Jlns po3MillieHHsT OCHOBHHX CTOPIHOK Ta 3a0e3rneueHHs HaBiraiii Mk HUMU
BUKOPUCTOBY€EThCA Kilac App. BiH € TOJOBHUM KJIacoM KIIIEHTCHKOTO 3aCTOCYHKY Ta
ycrmaakoByetbes Big kiaacy CTK 0Oiomiorekn CustomTkinter. Bin BigmoBimae 3a
1HIIlaTi3a1if0 TOJOBHOTO BIKHA IIPOrpaMH, CTBOpPEHHsI rpadidyHoro iHtepdeiicy,
KepyBaHHs CTOpIHKaMH 3aCTOCYHKY Ta OpTraHi3aiiio B3aeMOAli MK OKpPEeMHUMU
KOMITOHEHTaMHU CUCTEMHU.

Kon peanizanii kmacy App, po3mimenuit y nogatky A myHkri “Kon peamizarrii
Kiacy App”.

[Tin wac cTBOpeHHs 00'€KTa KJjacy HANAIITOBYIOTHCS IMapaMETPH TOJIOBHOTO
BiKHA, 3aBaHTAXYIOTHCA TeMU OQGOPMIICHHS, CTBOPIOIOTHCS CTOPIHKM aBTOPH3AIlii,
peecTpartiii Ta OCHOBHI (DYHKITIOHAJIBHI CTOPIHKH MeHekepa mapodiB. Kpim Toro, y
KJ1aci 30epiraroTbCs CIYy)KOOBI JaHI TOTOYHOTO KOPHCTYBada, 30KpeMa TOKCH
aBTeHTU(]IKAIlI] Ta JOTIH.

Jl1st obopMIIeHHS 10/1aTKy BUKOPUCTOBYEThCS (paiin “theme.json” sikuil MiCTUTh
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OMHMCaHI TapamMeTpu TEeMH, SKI 3aCTOCOBYBATHUMETHCS 1O BIIKETIB, MOro BMICT

9999

po3miiieHuit y noaatky b mynkri “Bmict daitny “theme.json™.
Takox aJi1 KOpeKTHOI poOOTH, KJaC BUKOPHUCTOBYE (PYHKIIIO 3HAXOIKECHHS

(aiiiny mpoeKTy, BOHA PO3MIILYETHCS HUKYE.

import os
import sys
def resource path(relative path):
if hasattr(sys, " MEIPASS"):
base path = sys. MEIPASS
else:

base path = os.path.dirname (os.path.abspath( file ))

base path base path[:-6]

return os.path.join (base path, relative path)

OyHKIIis MpUMMaE BITHOCHUH IIJIAX 10 HEOOXITHOTO PECypCy Ta MoBepTa€e HOro
abcoyroTHUH NUIIX Y (aitsioBiit cucteMi. Ha mouatky po60TH BUKOHYETHCS MEpeBipKa
HasBHOCTi atpubyra _MEIPASS y wMomymi Sys. lleit atpubyr aBTOMAaTHYHO
cTBOprOeThCsl mporpamoro Pylinstaller mig wac 3amycky 3i0paHOro BHKOHYBAHOI'O
daiiny Ta MICTUTh NUISX JO TUMYACOBOI'O KaTajlory, y SKWW Oyau po3makoBaH1 BCi
PECYPCH 3aCTOCYHKY.

Sxmo mnporpama 3amylieHa Yy BHIJIAAI BUKOHYBaHOTO (ainy, QyHKIisS
BukopuctoBye 3HaueHHs _MEIPASS sk kopeHeBuii karamor pecypciB. SIKIo x
3aCTOCYHOK 3aIyCKaeThcsl Oe3mocepeHbo 3 BuxigHoro komy Python, BuzHauaeThcs
KaTaJjor MOTOYHOTO (aiiry Ta GOpMY€eThCS MUISX IO KOPEHEBOI JUPEKTOPIi MPOEKTY.

[Ticns Bu3HaueHHs 06a30BOr0 KaTaynory (QyHKIsS 00'€lHye MOro 3 MepeaaHuM
BiTHOCHUM IIISIXOM 3a JOMOMOIo MeToxy O0S.path.join() ta moBeprae roroBuid
a0COJIFOTHUH TIUISIX JT0 TTOTPiOHOTO pecypcy.

J1y1st BUBEICHHSI TIOB1IOMJICHHS, 30KpEeMa Ha BCIX CTOPIHKAaX, BUKOPUCTOBYETHCS

dynukiis Show_message(), ii peanizaiist HaBeieHa HIDKYE.

def show message (master, message):

master.configure (text=message)
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OyHKIIS nOpuiiMae JaBa MapaMeTpHU: MOCWIAHHS Ha TpadiyHUN eJeMEHT
iHTepdeiic (master) ta texct mnosimomienHs (message) Ilicast BukiIMKy (yHKIT
BUKOHYETHCSI 3MiHa BIACTUBOCTI teXt mepenaHoro eixemMeHTa 3a JI0MOMOTOK METOY
configure, BHACITITOK YOrO KOPUCTYBa4 OAYMTh HOBE IMOBIJOMJICHHS Ha CKpPaHi.

OcHoBHUM eneMeHTOM B3aeMoAii 13 cepBepom € o00'ekt Client, skui

CTBOPIOETHCS M1 Yac iHiIiani3aii nporpamu:

self. client = Client()

Came uyepes 1meil 00'€eKT yCi CTOPIHKH 3aCTOCYHKY HAJCWJIAIOTh 3alHUTH 10
cepBepa Ta OTPUMYIOTh BIAMOBI/I.

Opniero 3 HaWBaxIMBIIMX (QYHKIH Kiaacy € meton (et passwords, skwii
BUKOPUCTOBYETHCS JIJII OTPUMAHHSI CIUCKY MapoJjiiB MOTOYHOTO KOPUCTyBayda MICHs
npoiIeHOT aBTeHTU(IKAITIT.

def get passwords(self, is show message=True) :

request = self. client.message (header="get",
token=self. token)

result = self. client.send(request)

if not result:

result = self. client.get()
else:
result = None
self. pages["RefugePage"].create password frames (result,

is _show message)

(15

Ha mepmomy etami ¢opMyeThCs 3amuT 13 3arojOoBKOM  “‘get” Ta TOKEHOM
KOPHUCTYBaua, [0 BUKOPUCTOBYETHCS IS MiATBEPIKCHHS IPaB TOCTYITY.

[Ticnsa dhopmyBaHHS TOBITOMJICHHS BOHO HAJICHIIAETHCS CEPBEPY Yepe3 METO]
send. CepBep mepeBipsie OTpUMaHHI TOKEH, 3HAXOAWTH YCI MapoJji, IO HaJIeKaTh
KOPHUCTYBauy, Ta MOBEPTAE 1X KIIEHTY Y BUTIIS1 BIATOBIII.

OTtpumani naHi epeaarThes A0 CTOPIHKHA CXOBHUIIA MAPOIIIB, € aBTOMATUYHO

CTBOPIOIOThCS rpadiuHi eNEeMEHTH JJIsl BiJOOpaKeHHsI 3aMKCiB KOPUCTYBayva.

Hactymaum  kpokom  peamizyemo kimac  GeneratePasswordPage, 1o
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BIJIMOBIJATUME 3a TOJOBHY CTOPIHKY AOJATKy. BiH peamnizye CTOpIHKY reHeparii

napoiiB. OCHOBHUM NPHU3HAYEHHSIM JAHOIO KJIACY € CTBOPEHHS CKIJIAJHUX MapOJIiB

BIJIMOBIIHO /10 0OpaHUX KOPUCTYBaueM MapameTpiB.

Kon kmacy GeneratePasswordPage po3mimienuii B gomatky A myHkTi “Kon

peanizaiii kiacy GeneratePasswordPage”.

[utepdeiic CTOpIHKU CKIaNaeTbes 3 MOJS BIAOOPAKEHHSA MapoJisi, MOB3YHKa

BUOOpY JOBXHHH, HA0OpY MparnopiiB AJii BUOOPY JOIMYCTUMUX CHUMBOJIIB Ta KHOIKHU

re”epaiii. KopuctyBau Moxke BKIIIOYATH 10 Hapojis Malli JITepu, BEIUK1 JITepH,

udpH Ta creniaibHi CHMBOJIY.

©

Ha pucynky 2.7 300paxkeHa CTOpiHKa reHepallii mapois.

Manager Project

FonoeHa

Oopatun

CxoBuLe

HanawTyBaHHA
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Pucynok 2.7 — Ctopinka renepartii mapoJs

Jlorika cTBOpeHHS TMapoJis peanizoBana y GyHKIi generate_password, Huxde

300paxeHa ii peanizaiis.

def generate password(self):

self. options["lower"] = self. checkbox frame lower.get ()
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self. options["upper"] = self. checkbox frame upper.get ()
self. options["digits"] = self. checkbox frame digits.get()
self. options["punctuation"] =

self. checkbox frame punctuation.get ()

self. chars = set options(self. options)

self. length = int(self. generate slider.get())

self. password = generate password(self. length,

self. chars)

[lin dyac BUKOHaHHS (QYHKIT 3YUTYIOTHCS 3HAYEHHS BCIX TMpanopuiB Ta
dbopmyeThbest HaOIp TOMYCTUMUX CUMBOJIIB. J{ali BU3HAYA€ThCS IOBXKHMHA MallOyTHHOTO
napoJjs BIAMOBIIHO /10 MOJOXKEHHS MOB3yHKAa. Ha OCHOBI oTpuMaHuX mnapameTpiB

BUKJIMKAETHCS (DYHKIIIS FeHepallii BUMaAKOBOTO MapoJis, 1 G yHKIIIsI HaBeIeHa HIXKYE.

import string
import secrets
def set options (options):
chars = ""
chars += string.ascii lowercase if options['lower'] else ""
chars += string.ascii uppercase if options|['upper'] else ""
chars += string.digits if options['digits'] else ""
chars += string.punctuation if options|['punctuation'] else ""
return chars
def generate password(length, chars):
try:
password = "".join(secrets.choice(chars) for  in
range (length))
except:
password = None

return password

OyHkIis set_optionS ¢GopMmye pSIOK JOCTYIHUX CHUMBOJIB JUIsl TEHEpallii
mapoJis 3aJeKHO BiJ IMapaMeTpiB, 3aJaHUX KOPHUCTyBadeM. SIKIO BiAMOBITHUI
napameTp YBIMKHEHUH, 10 HA0Opy TOAAIOTHCS:

— Maui JiTepu;
— BEJIUKI JIITepH

— uudpwm;
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— CcreuiajbHi CUMBOJIU.

VY pesynbTaTi QyHKIIS TOBepTae 00’ €qHAHUN HAOIp CUMBOIIB, 3 SAKOTO Oy/e
CTBOPIOBATHUCS MAPOJIb.

®dyukiis generate_password Biamnosigae 3a 0€3MOCEPEIHIO TEHEPAIliio MapoJis.
Bona cTBOpIOE BUMAAKOBUHM PSAAOK 3a/1aHOIl AOBKUHH, OOMpPAarOYd KOKEH CUMBOJI 32
aonoMoror Secrets.choise. SIkmio BuHMKae MoMuiKa (HANpUKIIAI, MOPOXKHIA HaOIp
cuMBOJB), PpyHKIlig moBepTae None.

bibmioreka Secrets e Ourbll O€3MEYHOO albTEPHATHBOKO random s
KpunTorpadiyHUX 3ajay, 30KkpeMa re”eparii napoiaiB. OCHOBHA PI3HULS MOJIATAE Y
piBHI Oe3meku reHeparlii BUMAIKOBUX 3HAauYeHb. biOmioTeka random BUKOPUCTOBYE
IICEBJIOBUMIAJIKOBUN TeHEepaTop, SKWW HE MPU3HAYCHUN IS KpunrorpadiyHoi
ctiikocti. lle o3Hawae, 1m0 TOCHIIOBHICT, 3HAUYCHb TEOPETUYHO MOXKE OYyTH
nepeadavyeHa Npy TO0CTaTHbOMY aHaji31 200 3HaHH1 BHYTPIITHBOTO CTaHy T'eHepaTopa.

HatomicTe Secrets ctBopeHa cremiabHO s 3amad  Oesmekn. Bona
BUKOPUCTOBYE JiKEpeJia BUMAAKOBOCTI OMepaIiiiHoi CUCTEMH, K1 € KpunTorpadiaHo
ctiiikumu. Lle poOUThH 3reHepoBaHi 3HAUEHHS MPAKTUYHO HernepeadadyyBaHUMU, IO
0COOJIMBO BXKJIUBO JIJIS TTAPOJTIB, TOKEHIB Ta KIIIOYIB JOCTYITY.

TakuM 4yMHOM, BUKOPUCTaHHS Secrets y JaHOMY BHIMAJAKy 3a0e3leuye 3HaYyHO
BUIIMKA PIBEHb 3aXHCTYy JaHUX KOPHUCTyBaya Ta BIJAINOBiIae BUMOTaM Oe€3IMEYHOT
reHepartii maposmis.

MoKIHMBICTh TOJaBaHHS MapojiB peanizoBana B kimaci AddPasswordPage, mio
CTBOPIOE CTOPIHKY JOJaBaHHS HOBUX TMapojiB A0 cxoBuma. [HTepdeiic cTopiHku
MICTUTD TIOJISl BBEJCHHS MAapOJIsi Ta Ha3BU CEPBICY, TEKCTOBE TOJIE JIJISl OMUCY MapOJIs
Ta KHOTIKY JI0JIJaBaHHS 3aIuCy.

Kon xmacy AddPasswordPage posmimenuii y nomatky A nyHkTi “Kop
peamizanii knacy AddPasswordPage”.

[lepen HaacunaHHsAM JaHUX BUKOHYETHCA IMEpeBIpKa iX KopeKTHocTl. Cucrtema
KOHTPOJTIOE TaKi OOMEKCHHS :

— TIapoJib € 00OB'I3KOBUM TIOJIEM;

— Ha3Ba cepBicy € 000B'SI3KOBUM IMOJIEM;
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— JIOBKMHA Ha3BU CEPBICY MOBUHHA OYTH B 2 10 25 CUMBOJIIB,;
— JIOB)KMHA MapoJisi MOBUHHA OyTH Bil 4 10 25 CUMBOIIB;
— JIOBXKMHA OMKCY HE MOBUHHA NepeBuiyBaTi 250 cUMBOJIIB.
[Ticns ycnimHOi nepeBipKM BUKIMKAEThCS (DYHKIIST B3aeMOJii 13 cepBepoM

add password, pparmMeHT ii Koy 300pakeHUIN HUKYIE.

def add password(self, password, service, description):
request = self. app. client.message (header="add",
password=password, service=service, description=description,
token=self. app.get token())
result = self. app. client.send(request)
if result:
show message (self. message label, result)
return

answer = self. app. client.get()

Oynkiis Gopmye MepexeBuit 3anmuT Tuny “Add”, skuit MICTUTB T1apoOJib, HA3BY
CepBicy, OIMHC Ta TOKEH aBTOpH3allii kopuctyBaya. [licis nmporo chopMoBaHUM MaKeT
TaHUX HAJICUIIAETHCS CEPBEPY.

Ha cepBepi BUKOHYEThCS TMEpeBipKka TOKEHa KOPHCTyBada Ta TOIMIYK
aHAJIOTIYHOTO 3aIKCy B 0a31 JaHUX. SIKII0 mapoJib IJis 3a3HAaY€HOT0 CePBICY BIICYTHIMH,
cepBep aojae HoBuM 3amuc no SQLite Ta moBepTae MOBIAOMIIEHHS MPO YCIIIIIHE
3aBEpIICHHS oreparlii. ¥ BUITAJIKY BUSABJICHHs TyOJliKaTa MOBEPTAETHCS MOBITOMIICHHS
PO MTOMUJIKY.

[Ticma ycmimmHOro M0oJaBaHHS 3aIlkCy KIIEHT aBTOMATHYHO OYMINAE IIOJIS
BBEJICHHA Ta BHKJIHMKae metof self.  app.get passwords. Lleit BUKIHK iHIIIFO€ HOBHIA
3alUT 10 cepBepa Ui OTPUMAHHS aKTyallbHOTO CIHUCKY MapoiiB. 3aBASKHA IIbOMY
BMICT CXOBWINa OJIpa3y CHHXPOHI3YEThCcs 3 0a3010 JaHWX 1 KOpHCTyBad OadyuTh
OHOBJIEHY 1H(pOpMaIIifo 6€3 He0OX1THOCTI TOBTOPHOTO BXOAY B CHCTEMY.

Ha pucynky 2.8 300pakeHa cTOpiHKa J0/IaBaHHsSI HOBOT'O MAPOJIS 10 CXOBUIIIA.
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Pucynok 2.8 — CropiHka 101aBaHHs TIapoJIs

Maksym

B pesynbrarti, knac GeneratePasswordPage BifnoBizae 3a JJoKajabHY Te€HEPAIito

napoJiB, a ki1ac AddPasswordPage mpoBoauTh iX mepeBipKy, Ta J0Ja€ 10 CXOBHIIIA.

2.4 Po3poOka 0,10KkiB OTPMMAHHS MAPOJIiB TAa HAJAIITYBAHHA J101aTKA

Jlis meperisiay JAOoAaHMX TaposiiB, BUKOpUCTOBYeThCs kKiac RefugePage, mio
peaizye CTOPIHKY CXOBHIIA B 3aCTOCYHKY JJII KEpyBaHHS 30€pPE)KCHUMH MapPOJISIMH.
OCHOBHUM TIPU3HAYEHHSM JAHOTO KJIacy € BiJoOpakeHHs BCIX MapOJIiB KOPUCTYBAya,
OTPUMAHUX 13 BIJJAJICHOTO CepBEpa, a TaKOX 3a0e3MeUeHHs MOIIyKy Ta (GiIbTparii
X 3aIHCIB.

Kon xnacy RefugePage po3mimenuii B nogatky A myHkti “Ko peamizarii kiacy
RefugePage”.

[aTepdeiic CTOPIHKM CKJIaNa€ThCS 3 3arojIOBKOBOI YAaCTHHH, SKA MICTUTH
JIOTOTUIT Ta OMHUC, OJIOKY MOIIYKYy Ta OCHOBHOI MPOKpY4YyBaHOi 0OJacTi, B SIKiif

B11I00paxkaroThCsl eieMeHTH napodiiB. KoxkeH Takuil eleMeHT Npe/ICTaBIISIE OJUH 3aIKC
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1 MICTUTB 1H(OpMAILiO TPO CEPBIC, MAPOJb Ta AOJATKOBUI OIMMC.

OcHOBHa  B3aeMOJii 13 CEpBEpPOM  peajizoBaHa  4Yepe3  METOJ
create_password_frames, skwii oTpuMye BIANOBIAb Bix cepBepa Ta (HOpMye
BHYTPIIIHIA cTaH CTOpiHKU. OTpUMaH1 JaHi MEePEeBIPAIOTHCS HA KOPEKTHICTb, MICHS
4oro, 30€epiraloTbCs y BHYTPIIIHBOMY CIHCKY Ta BUKOPHCTOBYIOTHCS AJIA MOOYI0BU
rpadiuHUX €IEeMEHTIB IHTEpPENCY.

Huxue peanizoBaHo KIIIOUOBUN eTanm OOpOOKM cepBEpHOi BIAMOBIAL: JaHi
CIIOYATKY COPTYIOTBbCS 3a HA3BOKO CEpBiCY, MICHAS YOro ISl KOXHOTO 3arucy

CTBOPIOETHCS BIAMOBIAHUM rpadiyHUN KOMIIOHEHT.

if answer.get ("header") == T'"get-respond" and answer.get ("answer") and
answer.get ("passwords") :

self. passwords = answer["passwords"]

self. passwords.sort (key=lambda x: x[1])

for element in self. passwords:

frame = PasswordFrame (parent=self,
master=self. refuge frame, identifer=element[0],
password=element[1l], service=element[2],

description=element[3], app=self. app)

self. frames.append (frame)

[Tomyk mapoJtiB peainizye JoKaabHY (UIBTpalliio 0€3 MOBTOPHOTO 3BEPHEHHS 10
cepBepa. KoprctyBad BBOJUTE TEKCT y TIOJIE MOIITYKY, MICIISl YOTO BUKITUKAETHCS METO/T
filter_password_frames, sikuii mepeBipsie BBeACHE 3HaYCHHS Ta a00 MOBEpPTA€E MOBHUI
CIIUCOK TapOITiB, SIKIIIO0 KOPUCTYBAa4d HE BBIB CJIOBO JJIs MOITYKY, 00 MepeIac 3amuT Ha
¢uTbTpallifo, SIKIIO BBIB.

besnocepenniii momyk BUKOHY€eThest y Metoai find_passwords, sikuii 3xilicHIo€e
MOPIBHSIHHS BBEACHOTO TEKCTY 3 HAa3BOIO CEpBICY KOkHOTo 3amucy. [lopiBHSHHS
BUKOHYETHCS y HEUYTIMBOMY JI0 PETICTPY PEKMMI, MO JO3BOJIIE 3HAXOAUTH 30iru
HE3aJIe)KHO Bi HanmucaHHA. Pe3ynpraTom poOOTH € BindiTbTpOBaHU CIMCOK 3aIUCIB,
SKUH mepeaaeThes 10 Metoay render_password_frames, me BinOyBaeThCsl OHOBJICHHS
iHTEepdeiicy.

[Ticnsa oTpumaHHs pe3ynabTariB (UIbTpalll BUKIUKAETHCS METOJI OHOBJICHHS
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iHTepdeiicy, AKui BHUIAJS€ NMONEPEIHI €JIEMEHTH Ta CTBOPIOE HOBI BIAMOBIIHO 10

B1I(D1JIBTPOBAHOT'O CHUCKY.

Ha pucyHnky 2.9 300pakeHa cTopiHKa neperiisily 30epekeHrux napoiB.

0 Manager Password
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Pucynok 2.9 — Cropinka neperisiay 30epekKeHuX mapoJiB

MOoKJIMBICTh 3MIiHM Ta BHIAJICHHS apoJIs A03BoJsie kiac PasswordFrame, sikui

1 BimoOpakae KO>KEH MapoJib Ha CTOPIHII CXOBHIIIA.

[aTepdeiic KOXKHOTO eleMEHTa MICTHTh IKOHKY CEpBICY, CKOpPOUYEHY Ha3By

CEpBICY, a TAKOXK KHOIIKHU JIII OCHOBHUX JTii.

Kon kmacy PasswordFrame po3mimienuii B togatky A myHkTi “Kop peamizatii

kiacy PasswordFrame”.

OcHoBHa JIOTiKa B3a€MOJIii KOPUCTyBaya 3 MapojieM peasli3oBaHa 4epe3 Haoip

METO/IIB, SIKi BIIMOBIAIOTH 3a Pi3HI OTepallii HaJl 3aHCOM.

DyHKIST KOIMIOBAHHS IMapojs JO3BOJIIE TICPEHECEHHS 3HAaYeHHS y Oydep

0oOMIHY Ta BUBEJICHHS IOBIJOMJICHHSI KOPUCTYBauy, ii peajizailisi HaBeJaeHa HUKYe.
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def copy password(self):
self.clipboard clear ()
self.clipboard append(self. password)
show message (self. parent. message label,

"[lapoJsib CKomNiMoBaHuM no Bydepa obmMminy")

OxpeMuM (yHKLIOHATBHUM OJIOKOM € MEperjsj Ta penaryBaHHs mapoiid. s
1pOro crBoproeThest MoganbHe BikHO CTkToplevel, y sskoMmy BimoOpakaroThCs MOTOUYH1
nani 3anucy. KopucryBay Mosxe 3MIHUTH napoib ado onuc Ta 30epertu 3minu. [lepen
30epeKeHHSIM BUKOHYETHCS MEePEBIPKA BBEJICHUX JaHUX, BKIIOYal0YM 000B’ I3KOBICTh
napoJisi, I0MyCTUMY JOBXHHY Ta OOMEKEHHS JIJIsl OTHCY.

Ha pucynky 2.10 300pakeHa cTopiHKa Neperisay Ta pelaryBaHHs naposis.

Maponb

Bu MoreTe 3MIHVTW NapamMeTpy napons

Cepsic: [Google ] Mapone: [64)QQV$?YU2='fqu]

JogaTok go napons

Account: user

. J
Pucynok 2.10 — Cropinka neperiisiay Ta pearyBaHHs MapoJis

[Ticas ycminiHOT EpeBIPKU JaHUX BUKOHYETHCS B3aEMOJIIA 13 CEPBEPOM Uepe3
meton update_password, skuit ¢dopmye 3amuT THny ‘“‘update” Ta mepemae
iIeHTH(IKaTOp 3amucy, HOBI 3HAYCHHS Ta TOKEH aBTopu3aiii. dparMeHT Komy

B3a€EMO/IIT 13 CEpBEPOM HaBEJCHUIN HUKYE.

request = self. app. client.message (header="update",

identifier=self. identifier, password=password,
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description=description,
token=self. app.get token())
result = self. app. client.send(request)

answer = self. app. client.get()

VY pa3i ycninrHoi BIAMOBII CEPBEPY AaH1 OHOBIIOIOTHCS, MICIS YOTO THIIIIOETHCS
MOBTOPHE 3aBaHTAKEHHS CIHUCKY mapoJiB uepes Self._app.get_passwords.

AHaNoOT14HO peanizoBaHO (yHKIIOHAN BuAaneHHs 3anucy. [Ipu HaTHcKaHH1
KHOIIKH BIJIKPUBAETHCS BIKHO MIATBEPKEHHS, MICIs 4oro popmyeThes 3anuT “delete”
70 cepBepa. Y pasi yCHIIIHOTO BUJIAJICHHS €JIeMEHT 1HTepdecy BUAAISIEThCS Yepes
destroy, a ciucok mapoJiiB OHOBJIFOETHCSL.

Ha pucynky 2.11 300pakeHa cTopiHKa BUAAJICHHS MapoOJIs.

Bu BNeBHEeHi WO Xo4yeTe BUOANIUTH
Luen naponb?

Cepsic: Google - naponb: -C9_E"<S

\ 4
Pucynok 2.11 — CtopiHka BHIQJICHHS TTApOJIs

B pesynbrati kitac PasswordFrame BimoOpaxae J01aTKOBI JIaHi MO0 TapoJIto,
Ta HAJIA€ MOXKJIMBICThH KOIIIOBAHHS, MIEPETIISAY, pearyBaHHS Ta BUAAJIICHHSA 3aIUCY 13
CHUHXPOHI3AIII€I0 3 CEPBEPOM.

JIJiss 3MiHM HaJAITyBaHb JIOJATKY 3aCTOCOBYEThCS Kiac SettingsPage, sikwmii
00’ eaHye (HyHKIIOHAT 3MIHA TeMU O0(OPMIIEHHS, a TAKOXK BUXOJY 3 aKayHTa.

[aTepdeiic cTopiHKM HalamTyBaHb CKIAJAETHCS 3 3arojIOBKOBOI YacTHHH,
0JI0Ky HamamTyBaHb 0(hOPMIICHHS Ta OJIOKY KepyBaHHS akayHTOM. OCHOBHA YacTHHA
MICTUTh €JIEMEHTH KEpPYBaHHS, 30KpEeMa BHWITAJIAl0UMid CIHUCOK Il BHOOPY TEMH
iHTepdeiicy, a TAKOXK KHOMKY BUXOTY 3 aKayHTa.

Kon peamizamii kimacy SettingsPage 3naxomuthest B Jlomatky A myskti “Kox

peatizaiii kiacy SettingsPage”.
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Ha pucyHnky 2.12 300pakeHa CTOpiHKa HaJIallITyBaHHS JOJATKY.

0 Manager Password — X

Manager Project o

FonoeHa HanawrTtyBaHHSA

©
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Maksym

Pucynok 2.12 — CtopiHka HajlamTyBaHHS J0JIaTKy

OnHUM 13 KITFOUYOBUX €JIEMEHTIB CTOPIHKH € BHOIp TeMu iHTepdeiicy. [ mporo
BuKopucToByeThes Bimker CTKOptionMenu, sikuii 103BOJIsIE KOPHCTYBady 0OpaTh
ONIMH 13 BapiaHTIB: CBITIIy, TeMHy abo cucreMHy Temy. Bubip KopucryBaua
obpobuseTsest MeTogoM Set_theme_option, sikuii 3MiHIOE BHIUISA 3aCTOCYHKY Ta
BiJI0Opaka€e BiATIOBIAHE MTOBIIOMJICHHS.

OxpeMy BaXIHMBY pOJib y Kiaci Bifirpae ¢GyHKIlS BUXOJYy 3 akayHTa. Bona
pealti3oBaHa y BHTJISAJI KHOIIKM BUXOJY, sika BHKJIHKae MeTos Show_login romosHoOro
3acTocyHKy. lleil MeTol mnepeBOAUTh KOpUCTyBaua Ha €KpaH aBTeHTU@IKalli Ta
3aBEpIIYy€E MOTOUYHY CECIiI0 POOOTH.

st 30epexeHHS Ta OTPUMAHHS HaJAMITYBaHb BHKOPHUCTOBYETHCS (haii
“settings.json”, skuii MICTUTH mapaMmeTpu KoH(piryparii 3actocynky. Pobora 3 HUM
peaiizoBaHa uepe3 ABi GyHKIii: get_value_settings ta set_value_settings.

OyHKuiss oTpuMaHHA 3HaueHHs uyuTae JSON-daiin, 3aBaHTaxye JaHi Ta
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MOBEPTAE 3HAYECHHS 3a BKA3aHUM KJIFOUYEM, il KOJ HABEICHUM HUXKYE.

def get value settings(setting name) :
path = resource path(os.path.join("settings",
"settings.json"))
with open (path, "r", encoding="utf-8") as file:
data = json.load(file)
if data.get (setting name) :

return data[setting name]

OyHKI[IS 3amMcy, y CBOIO 4Yepry, OHOBIIOE BIANOBIIHUNA mapameTp 1

nepesanucye Qaiin, ii BMICT HaBeIeHU I HIXKYE.

def set value settings(setting name, value):
path = resource path(os.path.join("settings",
"settings.json"))
with open (path, "r", encoding="utf-8") as file:
data = json.load(file)
data[setting name] = value
with open (path, "w", encoding="utf-8") as file:

Json.dump (data, file, indent=4, ensure ascii=False)

daiin “settings.json” mae MmpocTy CTPYKTypy Ta 30epira€ IMOTOYHY TEMY

iHTEepdeicy, HOro BMICT HaBeJICHUN HUKYE.

"theme": "System"

Tak Oyno peamizoBano iHTepdelicHi kommoHeHTH noaatky: RefugePage,
PasswordFrame Ta SettingsPage. RefugePage mo3Bossie BimoOpakeHHsI Ta TONIYK
30epekeHux mapodiiB, PasswordFrame peanizye KepyBaHHS OKPEMHUM 3alllCOM
(epersi, KOIMiOBaHHS, pelaryBaHHs Ta BHIAJICHHS), a SettingsPage Binnosimae 3a
HaJalTyBaHHS 3aCTOCYHKY Ta BHUXIJ 3 akayHTa. Ycl Kiacu pa3oM (OpMYIOTh

iHTepdeiic nns poOOTH 3 MApOISIMU Ta B3aEMOMAIIOTH 13 CEPBEPOM 1 JIOKAIbHUMU
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HaJIaldTyBaAHHAMMU.

2.5 Po3po0xa 0J10KiB 3B’A3KY i3 cepBepom

Jlis npsiMoi B3aemoJIii i3 cepBepoM, cTBopeHuit okpemuii kiaac Client. Bin
peanizye KIIEHTChKY YaCTUHY 3aCTOCYHKY Ta BIANOBIZA€E 3a OE3MEUHY B3a€EMOJIIIO 13
cepsepoM uepe3 TLS-3’ennanus. Moro OCHOBHMM HpPH3HAYEHHAM € (HOPMyBaHHS
3aMMTiB, Mepejavya JaHUX Ha cepBep, OTPUMAHHS BiIIMOBiMI Ta 11 JEKOAYBaHHS Y
3pYyYHHN JISI BAKOPUCTAHHS (opMar.

Koxa xmacy Client posmimenuii B qomatky b nynkri “Koa peanizamii kmacy
Client”.

[Tin wac imimiamizamii kigac 3aBaHTaxye ceptudikatu ca.crt, client.crt ta
client.key (ix moxxHa cTBOpUTH BHKOpucToBYytoun OpenSSL) ta crtBOproe TLS-
KoHTeKCT uepe3 kiac 1LSContext. Ha ioro ocHoBi (opmyeTbest 3’€IHaHHS 13
cepBepoM 3a Jormomororo SecureSocket.

OcHoBHa Jorika (opMyBaHHSI 3alUTIB pealli3oBaHa y METOAl Message, sKui

CTBOPIOE CTPYKTYPY JAaHUX 3aJI€KHO BiJl TUITY OTepalii:

def message(self, header, login="", email="", identifier="",
password="", service="", description="", token=""):
if header == "authentication":
return {"header": header, "login": login, "password":
password}
elif header == "add":

return {"header": header, "password": password,

"service": service, "description": description, "token":
token}
elif header == "update":

return {"header": header, "identifier": identifier,

"password": password, "description": description,

"token": token}

[epen BimmpaBKoIO Bei 1aHi KoayroThes y popmat JSON y meroai encode, micis

yoro nepenaroThes yeped TLS-3’emnanns meromom Send. OrpumaHa BiANOBiIb
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cepBepa 3UMTyeTbCs MeToaoM (et i gexomyerbes Hazan y Python-crioBHuk uwepes
decode.

HuspkopiBHEBHI MeXaHi3M B3aEMO/IIT i3 cepBepOM pealtizye kiac SecureSocket.
Horo ocHOBHe NMpW3HAYEHHS NONATAE y CTBOPEHHI CTAaGiILHOrO KaHANy mepenadi
JaHuX, 3a0e3MeueHHl BIANPABKA Ta OTPUMAHHS IOBIJOMIIEHb, a TaKOX OOpoOIl
MOJKJIMBHX MEPEKEBHUX TTOMUIIOK.

Kon xmacy SecureSocket poswmimiennit y noaarky b nmynkti “Kon peamizartii
Kkiaacy SecureSocket”.

[Tig gac iHimiamizanii kjnac 30epirae nmapameTpu MiJKIIOYEeHHS (XOCT, OPT) Ta
TLS-KOHTEKCT, Mmicis 4Oro BUKOPHUCTOBYE iX NIl CTBOPEHHS 3aXMILEHOTO COKETa.

3’eTHAHHS BCTAHOBJIIOETHCSI METOJIOM connect, sikuil cTBoproe 3Buuaitnuii TCP-
cokeT 1 oOroprae Horo B SSL/TLS-00roptky. VY pa3i NOMHMIOK NIAKIIOYEHHS
(BIACYTHICTH cepBepa, TailmMayT a0o MepekeBl 300i) MeTO/A MOBEpTaE BIAMOBIIHE
TIOB1TOMJICHHS TIPO TIOMUJIKY.

Meron send BinmoBimae 3a nepefady gaHuX Ha cepsep. llepen BiAIpaBKOIO
NEPEBIPSIETHCS CTaH 3’ €IHAHHSA, 1 32 MOTPeOU BOHO aBTOMATHYHO BITHOBIIOETHCS. Y
pasi yCHIIIHOTO MiJKJIIOYEHHS JlaHl HaJcuiIarThesa depe3 sendall, a Bci MOxIuBi
MEpEXKEB1 BUKIIOUCHHS TIEPEXOIUTIOIOTHCS Ta OOpPOONSIOTECS 13 TOBEPHEHHSIM
3pO3YMIUIHUX MTOB1IOMJIEHB PO TTOMUJIKY.

Merton get peanizye OTpUMaHHSA JaHUX BiJ cepBepa 3 BUKOPUCTAHHSIM
Oydepm3anii. [ToBiTOMIIEHHS YUTAIOThCS YaCTHHAMHU JIO MOMEHTY IIOSIBH CHMBOJY
HOBOTO PSJIKA, KM BUKOPUCTOBYETHCS SIK PO3UTIOBAY KiHIA MOBimomiieHHs. [lics
[IbOTO OTPUMAaHUH PAJIOK OYHUILAETHCS Ta OBEPTAETHCS Y BUIIISAII TEKCTY.

Takox peanizoBano meTof close, sikuii 3aBepurye TLS-3’enHanHs Ta ouuiae
pecypcu. Y i KpUTUYHI TIOMUIIKY (PO3PUB 3’ €IHAHHS, TaliMayTH, CKUJAHHS CEPBEPOM )
NEPEXOITIOI0THCA Ta EPEBOASTH CTAaH KIIEHTA Y HEAKTUBHUIA.

JIyist CTBOpEHHSI Ta HaJAIITYBaHHS 3aXUIIECHOTO 3’ €THAHHS BUKOPHUCTOBYETHCS
kiac TLSContext.

Woro mpusHaueHHs monmsrae y KoHGirypamii mapamerpis  SSL/TLS,

3aBaHTaXEHH1 cepTU(IKaTIB Ta BCTAHOBJICHHI MOJITUKK Oe3rneku 3’ enqHanHA. [1ix gac
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HIIIaTi3aMi] KJIac OTPUMYE LUISIXH 10 TPhOX OCHOBHUX (DaililiB: cepTudikara LHEeHTPY
ceprudikairii (Ca_cert), kmientcekoro ceptudikara (client_cert) Ta npuBaTHOTO Kitoya
(client_key). 11i maHi 30epiraroTbCs JJIsl MOIAJIBIIOT0 BUKOPHUCTAHHS MIPH CTBOPEHHI
TLS-koHTEKCTY.

Kon xknacy TLSContext po3mimenuii y qonarky b mynkri “Kon peanizaii kinacy
TLSContext”.

OcHoBHa Jiorika peamizoBaHa y meroxai build_context, sikuit cTBOproe 00’€KT
SSLContext 3 nporokosiom TLS_CLIENT 1 HanamroBye ioro s 6e3neunoi poooTu.

Hwxue naBenenunii ko meroay build_context.

def build context (self):
self. context = ssl.SSLContext (ssl.PROTOCOL TLS CLIENT)
self. context.load verify locations (cafile=self. ca cert)
self. context.load cert chain(certfile=self. client cert,
keyfile=self. client key)
self. context.minimum version = ssl.TLSVersion.TLSvl 2

return self. context

Y mpomeci HamamMTyBaHHS BUKOHYETBCS  3aBaHTAXCHHsS  JIOBIPEHOTO
ceptudikata MHeHTPY cepTudikallii, MIIKIIOYCHHS KIIEHTCHKOTO cepTudikata Ta
IIPUBATHOTO KII0Ya, 1€ JO3BOJISIE€ B3aEMHY aBTEHTH(IKAIIF0 M)XK KITIEHTOM 1 CEPBEPOM.
Takox BCTaHOBIIOEThCS MiHIMaIbHA Bepcis mporokony TLS — 1.2,

3arajoM CTpyKTypa HOOAaTKy TOTOBAa, IMPOTE BapTO peani3yBaTH KO, IO

3aImycKaTUMe BECh JI0JIaTOK, HOTo peani3allis HaBeJeHa HIDKYE.

from gui.app import App
if name == " main ":
app = App ()

app.mainloop ()

Crovatky IMIOPTYeTbCs Kiac ApPP, SKU MICTHTH YCIO JIOTIKY TOOYIOBH

iHTepdeiicy, Hapiraiii MiX CTOPIHKAMHU Ta B3a€MOJIl 3 IHIIMMU KOMIIOHEHTaMU
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cuctemu. Jlani nepeBipsieTbCsl YMOBA, 10 FapAHTY€E BUKOHAHHSA KOy JIMIIE Y BUMAJKY
MPsIMOTO 3aIyCKy (pailiny, a He IPU IMIIOPTI SIK MOAYJIS.

[Ticas 1bOro CTBOPIOETHCSA €K3EMIULIp Kiacy ApPpP, sSKuUi 1HINIATI3ye BCl
HEOOX1H1 eleMeHTH 1HTep(deicy Ta MAKIIOUEHHS 0 BHYTPIIIHIX MOAYJIIB IPOrPaMH.
3aBeplIaIbHUM €TalloM € BHKIMK MeToay mainloop, sikuii 3amyckae roJOBHUN IMKIT
00poOKkM nojii rpadiuHOro IHTEPPENCY.

[Tepeiinemo o peanizailii cepBepHOi YaCTUHU J0JIATKY.

2.6 Po3poOka MoayJisi cepBepPHOI B3a€MO/III 3 KJII€HTOM Ta 023010 JaHUX

CepBep OUiKye KIIEHTCHKOTO 3’€nHaHHA. Koiu 3’€lHaHHS BCTaHOBJICHE, BiH
npuiiMae MOBIIOMJICHHS B1J] KJII€HTA 1, B 3aJIEXKHOCTI BiJl 3aIIUTIB BIJIOBI/IAE.

PoGora cepBepa mOYMHAETBCS 13 3ayCKy Ta MEPEXOJy B PEKUM OYIKYBaHHS
IiIKTIOYCHHS KilieHTa. [licisi BCTaHOBIIGHHSI 3'€IHAHHS BUKOHYETHCS OHOBJICHHS
TOKEHA KOPHCTyBaya Ta BU3HAUYEHHS TUIY OTPUMAHOTO 3aIUTY.

3aJIe’)KHO BiJI 3alMTY CepBEp MOXKE€ BUKOHYBATH aBTCHTH(QIKAIlIIO, PEECTPAIIIIO
KOpHCTYyBaua, JOJIaBaHHs, OTPUMaHHsA, peAaryBaHHs a0o BUJajeHHs mapoiis. s
omeparliii i3 mapoysiMu 000B'SI3KOBO BUKOHYETHCS TIEPEBIpPKAa TOKEHA JOCTYMy. SIKIIO
TOKEH He 3HaiIeHO a00 BiH HEIIMCHUM, CEpBEP MOBEPTAE MOBIOMIICHHS ITPO BIJIMOBY.

ITim wac peecrpamii Ta aBTeHTH(IKAIl 3IIHCHIOETHCA TIEpPEBIpKa JTaHUX
KOpUCTyBaya B 0a3i JaHuX. Y pasi yCHIITHOTO BUKOHAHHS KOPUCTYBauyy BHIAETHCS
TOKEH goctyny. st onepariiii HaJ mapoJsiMU CEpBEp 3BEPTAETHCA 10 0a3u TaHUX IS
TIOITYKY, JIOJJaBaHHS, OHOBJICHHS a00 BUAJICHHS 3aITHCIB.

[Ticns 3aBepreHHs Oyab-sKOi ornepallii cepBep BUKOHYE >KYPHATIOBAHHS MOI1
Ta 3aBEPIIY€E MOTOYHUI UK OOPOOKH 3aIHuTy.

Peanizyemo ocHOBY poboTHu cepBepa kiaacom Handler,

Kox xmacy Handler posmimenuit B qogatky B mynkTi “Kox peamizarii kiacy

Handler”.
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Horo ronoBHe npu3HaYeHHs NOJIArae y PUHOMI JAHUX Bi KITi€HTa, BU3HAYECHHI
TUITY 3aMUTY, pOOOTH 13 KJIACOM B3aeMO/I1i 3 6a3010 aHuX Ta (HOPMYBaHHI BIAMOBIIL Y
dbopmati JSON.

[Ticns BcTaHoBNeHHs 3’eqHaHHsS MeToa handle 3amyckae Wk mnpuiiomy
MOBIAOMJIEHD, Y SIKOMY JaHl 3YUTYIOThCS, IEKOAYIOThCA Ta MEPEAAI0OThCS A0 METOAY
route, 0 BHUKOHYe ix MapupyTtu3amito. Huwkue 300paxkeHuil (parmMeHT KoAy

OTPUMAaHHS MMOBITOMJICHHS BiJl KJIIEHTA.

while True:
request = self.get()
if not request:
break
request = self.decode(request)

self.route (request)

Merton route BiamoBimae 3a BU3HAUEHHS THUITY OTPUMAHOTO TIOBIAOMIJICHHS Ta
BUO1p BiIMOBIIHOT PyHKIIIT 0OpOOKH.
Cuctema miaTpUMYye Taki THIH 3aIHUTIB:
— aBTeHTH(IKAIlIsI KOPUCTYBAYa,

— peecTpailisi HOBOTO KOPUCTyBaya;

JIOJIaBaHHS IapOJIs;

— OTPUMAaHHS CIUCKY MapoOJIiB;

penaryBaHHs MapoJis;
— BUJAQJICHHS MapOJIs.

Jlyist BCix omepaitiid, OKpiM peecTpailii Ta BXOy, BUKOHYEThHCS TIEPEBIpKa TOKEHA
aBTopm3allli kopucrtyBada. CepBep MOPIBHIOE OTPUMAHHWA TOKEH 13 TOKEHAMH, IO
30epiraroThcs y 0a3i TaHuX y BUTIISAI Argon2-XenriB.

Argon2 1me CydacHHH aIrOpUTM XEUIyBaHHS TIApOJIiB, SKHH CIEIiaJbHO
po3pobIeHHt T Oe3meuHoro 30epiranHs mapoiiB y 0a3ax JaHUX, BIH € CTIHKAM 10
aTak mepedopy, OCKUIbKM TOTpedye 3HAYHOTO OOCATY Mam’sTi, IO YCKJIQJTHIOE

BukopuctanHs GPU Ta crieniaiizoBaHuX aTaKkyBaJbHUX MIPUCTPOIB.
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®dynkmis  authentication BimmoBimae 3a TepeBIpKY OOJNIKOBHX —JIaHHX
kopuctyBaua. Ilicns momyky kopucTyBaua y 0a3l JaHMX BUKOHYETBHCS IEpEBIPKa
MapoJist 3a AOTIOMOrot0 anroputmy Argon2. ¥ pasi ycninrHoi aBTeHTH(IKallii Ha OCHOB1
napoist ta Kkpunrorpadiuaoi comi Gopmyerbes kmod KEK, sikuil BUKOpHCTOBYEThHCS
st posmndpysanHs kiroda DEK. Tlicng 1poro reHepyeTbest TOKEH AOCTYNY, KUK
XEIIYEThCs, 30epiraeTbcsi B 0a3l JaHUX Ta MOBEPTAETHCS KIIEHTY AJs MOJAJBIION
aBTOpU3aIlii.

@ynkiis registration BHKOHYe CTBOpPEHHSI HOBOTO KopucTyBaya. [lim wac
peecTpallii reHepyeThcs Kpunrorpadiuna ciib, ctBoprooThes kiodi KEK 1 DEK,
NapoJib XEIIYEThCS 3a IOMOMOTO0 Argon2, a mepcoHalbHI 1aHl MUPYOTHCS TEpe
30epexxeHHsM y 0asi maHux. Ilicis ycmimHO1T peecTpallii TakoX CTBOPIOETHCS TOKEH
JOCTYIIY.

®dynkmii add_password, update_password Tta get passwords 3abe3neuyroTh
poboty 3i cxoBuimeM mnapoxiiB. [lepex 3ammcom g0 6a3M JaHUX TApOJb Ta OITHC
mudpyroThes 3a gonoMoror kimoua DEK, a min vac orpumanHs iHdopmarii
BUKOHYEThCS iX po3mudpyBanHs. Lle 103Bos€ 3aXUCTUTH KOH(D1ICHITIIH] 1aH]1 HaBITh
y pa3i KoMIpoMeTarlii 6a3u JTaHuX.

Koxna omepartiss mepeBipsie pe3ynbTaT BUKOHaHHS SQL-3amuty Ta dopmye
BiAmoBiab y popmari JSON mis mepenadi kiaienty. Okpemuii Mmetoa generate_token
BIJINIOBiJIa€ 3a CTBOPEHHS YHIKAJIBHOTO TOKEHA JOCTyINy. BiH reHepye BUIAIKOBUI
pPAIOK Ta TepeBipse #oro y ©Oa3l JaHWX Ha YHIKanbHICT. [l reHeparii
BUKOPHUCTOBYETHCSI MOTYJIb SECIets.

Jns mepenadi gaHuX BHUKOpUCTOBYEThCA JSON-dopmar i3 po3guIeHHSIM
MOBIIOMJICHb CUMBOJIOM HOBOTO psiika. Meton Send xomaye BigmoBiab i mepenae ii
KIIiEHTY, a MeTon get Hakomuvye BXigHI gadi y Oydepi A0 MOBHOTO OTPUMAaHHS
MTOB1JOMJICHHSI.

Jnst Bcix kpunTtorpadiyHUX METOJIB, PEai30BaHUN OKPEeMHH MOIYITh
“crypto.py”, mo peanizye mexanizmu mudpyBaHHs GainiB Ta KOHPIACHITIHHIX TaHAX,

10 BUKOPUCTOBYIOTHCSI B MEHEKEP1 MapOJIiB.

ADK.

bP.KI1-41.00.00.000 II3

3mH. | ADK. OKVM. Mionuc | dam

44




Bwmict gaiiny “crypto.py” 3Haxonutbes B noaarky B mynkrti “Bmict daiiny
“crypto.py””.

OcHoBoro 3axucty € anroput™ AES-256-GCM, skuit 3a0e3nedye 0JlHOYaCHO
KOH(IEHIIHHICTh JaHUX Ta KOHTPOJIb 1X IUTICHOCTI.

Jist dopMyBaHHS KpUNTOrpa@iuHUX KIIOYIB BUKOPUCTOBYETHCS aAITOPUTM
Scrypt, sxuil CTBOpIOE€ KJIIOY IIM(PPYBaHHS Ha OCHOBI Mapoyisi KOpHCTyBauya Ta
BUIIJIKOBOI COJII.

Kmiou DEK mudpyerscs 3a monmomororo KEK ¢yukmismu wrap_dek Tta

unwrap_dek, ix peaizariii HaBeeHa HIKYE.

def wrap dek(dek: bytes, kek: bytes) -> bytes:

aes = AESGCM (kek)

nonce = os.urandom(1l2)

return nonce + aes.encrypt(nonce, dek, None)
def unwrap dek(wrapped: bytes, kek: bytes) -> bytes:

nonce = wrapped[:12]

ciphertext = wrapped[12:]

aes = AESGCM (kek)

return aes.decrypt (nonce, ciphertext, None)

Oynkis wrap dek rerepye BunmajakoBuii nonce A0BXUHOIO 12 Gaiit i mudpye
DEK 3a nonomororo AES-GCM. V¥ pe3ynbrari nmoBepraerbcsi 00’ €aHAHHS nonce i
ciphertext, me ciphertext micTuTh 3amudpoBaHi IaHi pa3oM i3 aBTEeHTHU(IKAIIHHUM
TETOM.

Oyukiis unwrap _dek BHUKOHYE 3BOPOTHY ONEpAIIO: BIJOKPEMIIIOE nonce 3
nepmux 12 6aiT 1 po3mudpoBye pemTy maHuX 3a gomnomoror Toro camoro KEK.
Axmo nmani Oynu 3MiHeHI abo kimrou HenpaBwibHHE, AES-GCM aBTOMaTH4YHO
BUKJIUKAE TIOMUJIKY aBTeHTU]IKAITIi.

Jis 3axucty ¢ainiB BukopucToBytoThes ¢yHkiii encrypt file Ta decrypt_file.
Bonu BukonyroThs mmdpyBanHsa Ta po3mudpyBanas ¢ainiB 6mokamu mo 64 Kb, me
JI03BOJISIE TIpAIlOBaTH HaBITh 13 (ailmaMu BeaUKOro po3mipy ©O0€3 3HA4YHOro

BUKOPHUCTAHHS ONEPATUBHOI Mam 'sITI.
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Jns  peamizamii OaratomnotokoBoro TLS-cepBepa BUKOPHUCTOBYETHCSI Kilac
SecureSocket. Mloro ocHOBHe NPH3HAYEHHS TIONATAE Y IPHIOMi 3aXHIEHUX 3 €THAHB
BiJl KJIIEHTIB, Ha/JIaHHI JOCTYIy 10 CIIJIBHUX PECYpPCIB CepBepa Ta BEJAEHHI )KypHaIIiB
MOA1H.

Kon xmacy SecureSocket posmimenuii B gogarky B mynkTi “Kox peamizartii
SecureSocket”.

[Tix gac inimiamizamii cepep cTBoproe TLS-KOHTEKCT, MiaKI0Yae 0a3y JaHUX,
HIAII3ye MEXaHI3M XeNIyBaHHS TMapoJiiB Ta HaJalTOBye 4depry JoriB. OkpeMo
3amycKaeTbesi POHOBUH MOTIK, KU BIAMOBIJAE 3a 3aITUC JIOTIB y (baitiu, 110 103BOJIsE
He 0JIOKYBaTH OCHOBHMI MOTIK OOPOOKU 3aIUTIB.

Huxue HaBe}ICHI/Iﬁ @paFMCHT KOOy 3adaHHA ITOTOKY YCPIru.

self. queue logs = Queue ()

Thread (target=self.logs worker, daemon=True).start()

KitouoBo10 0COOIMBICTIO KJIACy € MepeBU3HAYEHHSI MeToay (et request, sxuit

obroprae 3Buuaiine TCP-3’eqnanns y TLS:

def get request (self):
newsocket, addr = super () .get request()
conn = self. ssl context.wrap socket (newsocket,
server side=True)

return conn, addr

Krac Hajmae noctym 10 CHTBHUX KOMIIOHEHTIB cepBepa uepe3 meronu get_db,
get_password_hasher ta gat_queue_logs. Takwmii migxia gae MOXJIHBICTH 0OpPOOHUKY
sarutiB (Handler) BukopucTroByBaTH €nuHI eK3eMIUIIpH 0a3uW JaHUX 1 Xemepa
MapoJiB.

Oxpemuii ioTik logs_worker nocriiino 006po06isie yepry Jyoris. [ToBigoMieHHsS
PO3AUIAIOTHCS HA 3BUYAMHI Ta MOMUJIKY W 3aMUCYIOTHCS Y BIMOBIMHI (haiiiu.

3araiom kiac SecureSocket peanizye OaratomotokoBuii TLS-cepsep i3

CUCTCMOIO XCIIYBAHHA Ta MEXaHI3MOM JIOryBaHHA.
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Jlist B3aeMopii 13 KJIIEHTAaMU Ha BEPXHbOMY PiBHI, BUKOPUCTOBYETHCS KIac
Server. BiH € BepXHbOPIBHEBUM KOMIIOHEHTOM CEpPBEPHOI YAaCTUHU 3aCTOCYHKY Ta
BIAMOBiMae 3a 1Himiami3amito, KoHpirypamito Ta 3amyck TLS-3axumieHoro
0araTornoTokoBoro cepsepa. BiH 00’eaHye BCl OCHOBHI MOAYJI CHUCTEMH, 30KpeMa
HajamTyBaHHA SSL-KOHTEKCTY, MEpeKeBU cepBep Ta OOPOOHUK 3aUTIB.

Kon kmacy Server posmimenuit B nogatky B mynkrti “Kop peanizanii kiacy
Server”.

[Tin wac inimiamizamii Kjiac 3aBaHTaxye cepTudikaTh cepBepa 1 LEHTPY
ceptudikartii, ctBoptoe TLS-konTekcT uepe3 TLSContext, a Takox 3UnTye MapaMmeTpu
KoH(Irypauii (mopT 1 XOCT) 13 HaJallITyBaHb MporpaMu. Y BHUMAAKY HEKOPEKTHUX
3HaY€Hb BUKOPUCTOBYIOTHCSA 3HAUCHHS 332 3aMOBUYBAaHHSM.

Metonau Set_port ta set_host BiamoBigarTh 32 OTPUMaHHS MapaMEeTPIB 3aMyCKy
cepBepa. JlaHi unTaroThCs 3 KoH(irypaiiHoro daimy “settings.json”, mcias 4oro
NEePEeBIPSIIOTHCA Ha KOPEKTHICTh. [IopT nepeBipseTbest HA TOMyCTUMMI Jiana3oH, a [P-
ajpeca — 4depe3 Moayib ipaddress.

Hwxue 300pakennii BMicT (aiiny “settings.json”.

"length token": 8,
"hosts": "0.0.0.0",
"port": 9000

VY BUTNIAIKy TIOMUJIOK CEpBEP aBTOMATUYHO ITEPEXOIUTh Ha CTAaHAapTHI 3HAYCHHS
(9000 Ta 0.0.0.0).

Meton Create iHimiamizye ek3eMInIsip cepepa SecureSocket, mepenarodn Homy
aapecy, nopT, TLS-koHTeKCT 1 kiac o0poOHuka 3anutis Handler.

3amyck cepBepa 3IIHCHIOEThCS Yepe3 MeToy Start, sxuii 3amyckae Oe3nepepBHe
NPOCITYyXOBYBaHHS 3’€qHaHb 3a jgonomororo  server_forever. Merox stop

BUKOPHCTOBYETHCSA JIJISI KOPEKTHOTO 3aBEPIICHHS pOOOTH cepBepa.
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Sk 1 B KIi€HTI, AJd KOH(DIrypamii 3aXMILEHOro 3’ €IHaHHS CTBOPEHUM KJjac
TLSContext.

Knac TLSContext BinmoBizae 3a CcTBOpeHHA Ta HajmamTyBaHHs TLS-
3aXMIEHOTO CEpelOBHINA Ha cepBepi. MOro OCHOBHE NpPU3HAYECHHS IONSATae y
3a0e3reueHHl Mu(pyBaHHs MepeaHuX JaHUX Ta MEPEeBIPIll aBTEHTUYHOCT1 KITIEHTIB
M1 4aCc BCTAHOBJIEHHS 3’ €THAHHS.

Kon xmacy TLSContext posmimenuit B qoaatky B nynkrti “Kopa peanizamii
kiacy TLSContext”.

VY mpoueci iHimIaNi3amii Kjiac OTpUMYE LUISIXM JI0 CEpBEpPHOro ceprudikara,
NpUBATHOTO KIt04a Ta cepTudikata LEeHTpy cepTudikaiii. Ha ocHOBI mux naHux
dopmyeThest TLS-KOHTEKCT, KMl BUKOPUCTOBYETHCS IS BC1X BXITHUX MIAKIIOYEHb.

Meton build_context crBopioe SSL-konTekct i3 peskumom CLIENT_AUTH,
IO JIO3BOJISIE BUMAaraTd aBTeHTHQIKaIl0 KiIieHTa 3a ceptudikatoMm. JlomaTkoBo
BMHUKA€ETHCSI 000B’sI3KOBA MepeBipka cepTU(IKaTIB Ta 3aBaHTaXyeThbes ToBipeHuit CA.

Hwmxue naBenenuii pparmMenT peanizaiii metoay build_context.

self. context=ssl.create default context (ssl.Purpose.CLIENT AUTH)
self. context.verify mode = ssl.CERT_REQUIRED

self. context.load verify locations(cafile=self. ca cert)
self. context.load cert chain( certfile=self. server cert,
keyfile=self. server key )

self. context.minimum version = ssl.TLSVersion.TLSvl 2
self. context.options |= ssl.0P SINGLE ECDH USE

st 3B’s3Ky cepBepa 13 0a3010 JaHUX BHKOPUCTOBYEThCS Kiac DBMS.
Bin npu3Havenwuii aJis B3a€MOIii cepBEpHOT YACTHHH CHCTEMH 3 0a3010 nanux SQLite
Ta 3a0e3meuye CTBOPEHHS CTPYKTYpH 0a3u JaHWX, BUKOHAHHS OIepalliii J10JaBaHHS,
OTPUMAaHHS, OHOBJICHHSI Ta BUJAJIEHHA JAHUX, a TaKoX o0poOky SQL-3anuTiB uepes
MEXaHI3M 4epry Ta OKPEMOTO MOTOKY.

Kon xmacy DBMS posmimennit y nogarky B mynkri “Kopa peanizarii kmacy
DBMS”.
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[lin vac cTBOpeHHs O00'eKTa KJIacy IHIIIAMI3YEThCS NUIAX 10 0a3u JaHUX,
CTBOPIOETHCSI Yepra 3amuTiB, BIAKPUBAEThCA 3 €qHaHHS 3 SQLite Ta 3amycKaeThes
OKpPEeMHIl MOTIK-00pOOHUK, KM BHKOHYe SQL-3amutu acuHxpoHHO. [lomaTtkoBo
3aBaHTAXKYEThCA HAJIAIITYBaHHS JTOBXKUHU TOKEHA 3 KOHQITypallHUX IMapaMeTpiB
CUCTEMHU.

Ocob6nuBy poib Bimirpae Meroj create data base, skuii BUKOHYE CTBOPECHHS
CTPYKTypHu 0a3u JaHUX. Y bOMY METOJI1 aKTUBYETHCS MIATPUMKA 30BHIIIHIX KJIFOYiB
Ta CTBOPIOIOTHCS TAa0JIMIII KOPUCTYBAYiB, MAPOJIIB 1 TOKEHIB Y pa3i iX BIACYTHOCTI.

®parMeHT CTBOPEHHsI Ta0JIUII KOPUCTYBAUiB HABEJACHUHN HIDKYE:

CREATE TABLE IF NOT EXISTS users (
user id INTEGER PRIMARY KEY AUTOINCREMENT,
login TEXT NOT NULL UNIQUE,
password TEXT NOT NULL,
email TEXT NOT NULL UNIQUE,
key BLOB NOT NULL,
salt BLOB NOT NULL)

OxkpiMm 06a30BUX JaHUX KOPUCTYyBaua, y TabyuIl 30epiratoThCsi Kpunrorpadiuai
napaMmeTpu: 3amu@poBaHUN KIIIOY 1 CUIb, 110 BUKOPHUCTOBYIOTHCS JIJISl 3aXHILEHOTO
30epiranHs abo mudpyBaHHs TaHUX.

KirouoBum enemenToM kiacy € meron database worker(), skwii peamizye
MEXaHI3M YeprH 3amuTiB 10 0a3u maHux. Metojn mpamroe y (OHOBOMY IOTOIl Ta
Oe3mepepBHO OUIKYE HAIXOKEHHS HOBUX 3aBlaaHb. KokeH 3amuT mictuTh SQL-
KOMaHJy, TapaMeTpH, 4epry Ui MOBEpHEHHs pe3ynbTary Ta Tun omeparitii. [Ticis
OTPUMAaHHS 3aMUTY BUKOHYETHCS SQL-KoMaHa. 3amexHo BiJl TUITY 3aITUTy 0OpOOHHK
MOBEPTAE€ KUIBKICTh 3MIHEHUX PSAIKIB, OMWH 3amuc abo cmucok 3amwmciB. [licms
3aBEpIIEHHS PE3YIbTAT MEPEAAETHCS YePE3 YePTy METOTY BUKITHKY.

Jist poGoTH 3 AaHWUMHU KJIac MICTUTh HaOIp CIeliajdi30BaHUX METO/IIB:
JI0JTaBaHHs Ta TONIYK KOPUCTYBAdiB, CTBOPEHHS I OHOBIIGHHS TOKEHIB, JOJaBaHHS,
OTpUMAaHHS, pefaryBaHHsl Ta BUJajieHHs mapoiiB. KoxeH 13 mux metoaiB gopmye

SQL-3amurt i mepemae WOro 0 Yepru Ha BUKOHAHHS 00OpOOHUKOM 0a3u JaHUX.
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OkpeMo peasi30BaHO MEXaHI3M KEpyBaHHS TOKEHaMU aBTEHTHU(QIKaIlli,

BKJIFOYAIOYM MEPEBIPKY iX ICHYBaHHSA Ta OHOBJICHHS, a TaKOX (PYHKI[I0O BU3HAYEHHS

AOBXHWHH TOKCHA YCPE3 HAJIAIITYBAHHA CUCTCMMU.

B pesynbrati kitac DBMS peanizye noctatHii HaOip QyHKIIN 1 poOOTH 3

0a3010 TaHUX y CEPBEPHINA YACTHHI CUCTEMHU.

HacTynHum KpokoM € HarmMcaHHsl OCHOBHOTO CLIEHAPIIO 3aIlyCKY Ta 3aBEPIICHHS

poOOTH CepBEPHOT YACTUHU CUCTEMH 13 BUKOPUCTAHHSIM MEXaHI3MY 3aXUCTY JIaHUX.

from connection.server import Server
from getpass import getpass
import time
from utils.crypto import *
from utils.find path file import resource path
folder = resource path("data")
server = None
password = None
decrypt done = False
if name == " main ":
try:
password = getpass ("BrenmiTe mnaposbs posumbpyBaHHS: ")
decrypt folder (folder, password)
decrypt done = True
server = Server ()
server.create ()
print (f"Server running on port: {server.get port()},
hosts: {server.get hosts()}")
server.start ()
except KeyboardInterrupt:
print ("KeyboardInterrupt received")
except Exception as e:
print (£" [ERROR] {e}"™)
finally:
if server:
try:
server.stop ()
server.stop db ()
except Exception as e:
print (£" [STOP ERROR] {e}l")

if decrypt done and password:
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3alUTy€e y KOpHCTyBaya Napoib A posmudpyBanusa. Ilicias BBeneHHs mnaposs

try:

encrypt folder (folder, password)

except Exception as e:

print (£" [ENCRYPT ERROR] {e}l")

time.sleep(0.5)

print ("Server stopped")

Ha mouatky poGoTu mporpamMa BU3HAYa€ MUIAX O AUPEKTOPIi 3 JaHUMHU Ta

BUKOHYETBCS PO3IMIU(pYyBaHHS poO0OUOT TUPEKTOPI].

cepBep Mpallloe Ha BU3HAYCHUX TMOPTaxX 1 XocTax. B KiHIII BUKOHAHHSI 3/1HCHIOETHCS
rapaHToBaHE 3aBepUICHHS poOOTHM cepBepa Ta 0Oa3u ganux. Ilicas mporo, SKIIO
po3mudpyBaHHs 0yJi0 BUKOHAHO, JIaH1 TOBTOPHO MU PYIOTHCS s 3a0e3NeYeHHs iX

3aXUCTY.

K1 pa30M YTBOPIOIOTH JIOKAJILHUH J0JaTOK-MEHEKep mapoiB. KiieHTchka yacTHa
3abe3reuye iHTEepdEc Il KOpUCTyBaya, BHUKOHAHHS 3aIllMTIB Ta B3aEMOJII0 13

cepBEpOM, TOJIi SIK CEpBEpPHA YaCTHHA BiANOBITa€ 32 00pOOKY 3amuTiB, poOOTY 3 623010

BucHoBoK 10 po3ainy

Jlaii cTBOPIOETHCSL 00’ €KT cepBepa Ta BUKOHYEThCS Horo 3amyck. Ilicns crapry

B nanomy po3znini 6yio po3po6JieHO KIIIEHTChKY Ta CEpBEPHY YaCTHHU JI0/IaTKa,

JaHWX, aBTeHTU]IKAIiI0 Ta 30epekeHHs 1HpOopMaIrii.
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3 HEPEBIPKA IMNPALHE3JIATHOCTI PO3POBJIEHOI'O JOJAATKA

3.1 IlepeBipka npane3gaTHOCTI KJIIEHTCbKOI YACTHHU A0aTKA

Jlo 3ammycKy cepBepa BMicT kataior data moBHicTro 3ammdpoBanuii (puc.3.1).

s data
~ [T errors
@ errors.log.enc
W logs
@ logs.leg.enc
~ = secret
0 ca.crt.enc
@ server.crtenc
(/] server.key.enc
@ database.db.enc

Pucynok 3.1 — 3amudpoBanuii BMicT kaTajora data cepsepa

[TepexomuMo B  TepMmiHal, 3amyCcKaeMo cepBep KoMauaow: python

manager_server.py, Ta BBOJUMO KJII0Y po3udpyBaHHs gaHuX (puc.3.2).

BBeolTb Naposnb po3wWdpyBaHHA:
Server running on port: 900@, hosts: ©.0.0.0
Pucynok 3.2 — 3amyck cepBepa

B pesynbraTi, BMicT Karanora data moBHicTIO po3mudpyBases (puc.3.3).

™ data
v [ errors
errors.log
v logs
logs.log
v = secret
Bd ca.crt
83 server.crt
O~ serverkey

database.db
Pucynoxk 3.3 — PosmmudpoBanuii BMicT katanora data cepepa
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Tenep BUKOHAEMO 3alycK J0AATKy, MEpPEHIeMO Ha CTOPIHKY peecTparlii, Ta

BBEJICMO JIaHi HOBOTO KopucTyBaua (puc.3.4).

0 Manager Password

- X
PeecTtpauia
Beegb noriH Ta naponb 4nNA NigTeep4XeHHA Bxoay
[ User ] [ R s ]
[user@gmail.com ] [“ ]
3apeecTpyBaTUCh
FKLo By BXXe MaeTe akayHT - MoxeTe yBiATu!
Pucynok 3.4 — PeecTpartis kopuctyBada
OOupaemMo 3apeecTpyBaTHCh, Ta 0AYMMO BIKHO TOJIOBHOTO MEHIO (pHc.3.5).
© Manager Password - X
Manager Project
Hoewit naponb
B MoxeTe 3reHepyBaTi HOBMWIA Naponb
D HwxHin O Bepxtin ' Ludpu D Cneu-cumeonu
[LosxuHa naponsa: 8
—.
User
Pucynok 3.5 — I'onoBHa cTopiHKa
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3reHepyeMo HOBHIA apoJb (puc.3.6).

0 Manager Password - X

FonoeHa HoBwii naponb

Manager Project

BW MoxeTe areHepyeaTW HOBWIA naponb
LOoaatn Py P

CxoBMLLE {Zz-Me2MisyMI%" ()

HanawyBaHHs < HbkHiA o BepxHii Uudpu o Cneu-cumsonu

HosxuHa napons: 16

— o

Pucynok 3.6 — I'enepairist HOBOTO mapoJist

[TepetineMo 10 CTOPIHKH JTOJaBaHHS MapoJis, Ta BBEJAEMO JIaHi B MMOJIs BBEACHHS

(puc.3.7).

0 Manager Password - X

©

L]
-_—
Manager Project
FonoeHa Jopatu naponb

[oaat 36epexiTh HOBWIA Naponb Yy BigganeHoMy cXOBULLi

CxoBuLe ((z-Ms2MmisyymI%" ) (Google ]

HanalTysaHHs BeeaitTb gonaTkoBy iHhopMaLlilo WoAo naporno

Account: user@gmail.com

Pucynok 3.7 — JlonaBanHst napoJist

User
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TucHeMO ToAaTH Ta MEePEXOAMMO J0 CTOPIHKU Heperisiay napois (puc.3.8).

0 Manager Password - X

Manager Project

lonoexa CxoBuwe

Oopat Bawwi 3BepexeHi naponi

Croamue [ )
HanawTyBaHHA
@L -~ o)

Pucynok 3.8 — Jloganuii maposn

Cnpobyemo nojaTu Iie OAWH TApoJib, 3 3AIMCHUTH TIONMIYK CEepela MapoJiB

(puc.3.9).

@) Manager Password - X

8

Manager Project

Crosmue

BaLui 36epexeHi naponi
(oo )

L = o Enamm)
@~ o |

S

User

Pucynok 3.9 — e oquH n01aHMM TapOIb Y CXOBHIII
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Tenep BuKoHaeMo Homyk 3a ciioBoM «In» (puc.3.10).

©) Manager Password - X

©

Manager Project

FonoeHa Cxoeuwe

[oaat Balui 3GepeskeHi naponi

Crosnute (]
HanawryeaHHA
@C_== o |

- (il

User

Pucynok 3.10 — [omryk 3a cioBom «In»

Sk 6aunMo, 1oaBaHHS Ta MOIIYK Mapoiisd Mpaltoe KopeKTHo. OUncTUMO moje
NOIIYKY, Ta HaTUCHEMO “‘3HaiiTu’, mo0 BUBECTHM HA3aJ BCl Mapojb KOPUCTyBaya

(puc.3.11).

© Manager Password - X

©

Manager Project

CxoBuiLe

Monoexa

foaatu Bawwi a6epexeni naponi

Crosue )

HanawTysaHHA
Ol = o anee=)
@~ o |

User

Pucynok 3.11 — Bci mapouti kopucTyBada
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Hatucuemo KHOMKY 3MIHMTH BBEJIEMO JOJAATKOBE 3HAYEHHS B Mapojb CEPBICY

LinkedIn (puc.3.12).

Maponb

BW MOXeTe 3MIHUTH MapameTpu napons

Cepeic: [Linkedln ] Maponb: [}FUS‘=seq&'&.‘\-Z ]

JopaTok 0o napons

For usel

S
Pucynoxk 3.12 — JlogaBanHst onucy B maposb cepsicy LinkedIn

Hatucuemo 306epertu, Ta mepeBipUMO pe3yJabTaT, 3HOBY MEPErJISTHYBIIH

(puc.3.13).

0
~N
Maponb
Bn MoxeTe 3MIHWTW NapameTpu napons
Cepsic: [Linkedln ] Maponb: [}FUS‘=seq&'&‘\-Z ]
ronosxa Hopatok Ao napons
flopav For user

CxoBsuiye -
I
HanawTyBaHHs
b=
|

=)
v

Q@

User

MNaponk VCNIWHE 3MIHEHWIA ¥ CXOBMLLI

Pucynoxk 3.13 — 36epesxeni 3Minu B apouti cepsicy LinkedIn
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[Tpu HatrckanHi “CkacyBaTu’”, 3MIiHH JUJISl TAPOJIS HE 3aCTOCOBYBATUMYThHCS.

Tenep Bumamumo naposs Bia LinkedIn (puc.3.14)

Bu BneBHeHI WO Xo4eTe BUOANTUTH
Luen naponb?

Cepeic: Linkedln - naponb: }FUS =seq&'&.\-Z

N 4
Pucynok 3.14 — Bunanenust naposto

O6upaemo “IlinTBepauTn” Ta 6auMMO, IO MAPOJIA BXKE HEMA€ B CXOBUII, a

MOBITOMJICHHSI BHU3Y BKa3ye, 110 BUIAJICHHS MPOUNUIO ycmimHo (puc.3.15).

0 Manager Password — X

©

Manager Project

FonoBHa CxoBuuwe

Tloaam Balwi 36epexeHi naponi

| )

r ™

HanawTyBaHHA
e -] - )

- il

User \ J

Manonk veninHo RBUAANeHWE 20 cXORWINA

Pucynoxk 3.15 — CxoBuie micis BugaieHHs naposis LinkedIn

Hactynaum kpokowm mnepeiiieMo 10 HajJalTyBaHb, Ta 3MIHUMO TEMY Ha TEMHY

(puc.3.16).
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@ Manager Password

Manager Project o

FonoeHa HanawTyBaHHA

Hogam 3MiHiTb NapameTpn nNporpamu

Cxosuwe OchopmneHHsA

HanawwTysaHHA ACEN TemHa -

AKayHT

Buitn

Temy 3MiHEHO (TemHa)

Pucynok 3.16 — 3miHa TeMu Ha TEMHY

BcranoBuMo Hazaz cBITIIy TeMy Ta BUieMo 13 noaaTky. B pesynbpraTi 6aunmo

cTopiHKy aBTeHTU(diKauii (puc.3.17).

0 Manager Password - X

O

ABTeHTUdpIKaLisA

Beepnb norid Ta naponb ANA NiATBEPAKEHHR BXOAY

[ ) ( )

AKulo BU HeMaeTe akayHTa - MOXeTe 3apeccTpyBaTuch!

3apeecTpyBaTUCh

Pucynok 3.17 — Ctopinka aBTeHTU(IKaLli1l MICIs BUXOAY 13 CUCTEMHU
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CnpoOyemMo BBECTH HEBIPHI J1aHi II0JI0 JIOT1HA Ta mapoJs At Bxony (puc.3.18).

@ Manager Password - X

5/

ABTeHTUdpiKaLiA

Beeab norid Ta naponk AN NiATBEpAXEHHRA BXOAY

[USSSSI’ ] ["" ]

AKwo Bu HemaeTe akayHTa - MOXeTe 3apeecTpyBaTuch!

3apeecTpyBaTUCh

Morunka: MoriH Y1 Naponke HeBipHKI

Pucynok 3.18 — [lomuinka ayrentudikarii

[Ticnsa Bubopy nyHKTY “YBIidTH, 6a4MMO, 1110 CHCTEMa HE J03BOJISIE BX1JI.
Takox cmpoOyemMo 3apeecTpyBaTH BXKE 3apeecTpPOBAHOTO KOPHCTyBaua

(puc.3.19).

O Manager Password - X

@
a+

Peecrtpauina

Beegb norik Ta naponb ANS NiATBEpAXEHHA BXOAY

[ User ] [ ........ ]

[ user@gmail.com
3apeecTpyBaTUCh

Axwe By BXxe MaeTe akayHT - MoxeTe yBildTu!

YBiTH

—

—
%
H
H
H
H
H
H
H

—

Momunka: KopucTyBad Bie 3apeecTpoBaHuit

Pucynok 3.19 — [Momunka peectpartii
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SIK BUIHO, KOPUCTYBau BXKE 3apeecTpOBaHUM. TakKoX BUMKHEMO CepBep, Ta

crpoOyemo yBiiiTH B cuctemy (puc.3.20).

© Manager Password - X

O

ABTeHTUdpiKaUiA

Beeab norid Ta napons ANA NiATBEPAMEHHA BXOAY

[ User ] [““““ ]

SKkiwo BU HeMaeTe akayHTa - MOXeTe 3apeccTpyBaTuchl

3apeecTpyBaTUCh

Momunka: BiocyTHE 3'€0HaHHA i3 CEpBEpoM

Pucynok 3.20 — Cripo0a yBiiiTH, KOJIH CEpBEP BUMKHECHHI

Hazan yBiMKHEMO cepBep, Ta yBiliaemMo B cuctemy (puc.3.21).

@ Manager Password - X

HoBuit naponb

o

Manager Project

lonosHa
NopaTty Bu MoxeTe sreHepyeaTH HOBWIA Naponkb

CxoBuLLe ()

HanawTysaHHA D HwHin D Bepxhin /' Lndpu DCneq-cuMBonM

[oexuHa napons: 8

—e

- il

User

Pucynok 3.21 — YcmimHa aBTeHTH(IKAITIS
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VY pesynbTari MpoBEAEHOI MEPEeBIPKU BCTAHOBIICHO, IO KJIIEHTChKa YaCTUHA

3aCTOCYHKY MpaLO€ KOPEKTHO Ta BUKOHYE BC1 Iepen0ayeHi (pyHKI.

3.2 IlepeBipka npane3aTHOCTI CePBEPHOI YACTHUHHM J0AATKA

[lepeBipumo joru cepBepa, 1o Oynu 30epekeHi B mporeci Horo poboTu

(puc.3.22).

> logs > ogs.log
New connection [2026-06-08 12:49:29.951451]
Registration: answer: True [2026-06-08 12:49:30.380541]
Get passwords: answer: False [2026-06-08 12:49:30.646069]
Add password: answer: True [2026-06-08 12:54:44.762104]
Get passwords: answer: True [2026-06-08 12:54:45.027388]
Add password: answer: True [2026-06-08 12:55:28.761834]
Get passwords: answer: True [2026-06-08 12:55:29.025097 ]
Update password: answer: True [2026-06-08 13:00:52.814496 ]
Get passwords: answer: True [2026-06-08 13:00:53.088006 ]
1@  Delete password: answer: True [2026-06-08 13:03:23.882379]
11 Get passwords: answer: True [2026-06-08 13:03:24.173894]
12 Disconected client [2026-06-08 13:04:49.146097]
13
14 New connection [2026-06-88 13:16:57.507618]
15  Authentication: answer: True [2026-06-08 13:16:58.022450]
16 Get passwords: answer: True [2026-06-08 13:16:58.350603 ]
17  Disconected client [2026-06-08 13:17:10.792116]
18 |

Wk e

[T - s I I = 'RV B

Pucynok 3.22 — 3anucani Jioru cepsepa

3 pucynka 3.22 BUAHO, IO cepBep 30epir Bci onepairii KopucTyBaya.

Taxox nepeBipumo 6a3y manux (puc.3.23-3.25).

user id?  login password email key salt
®INbTp | WinLTp IJ: NbTP I'J:-'-'lt‘:! I'J:-'-'lt... || ®inb.. |
1 2 User Sargon2idfv=195m=65536, t=3,p=45ngtFD.. FiQgervsHnAtTjw+zPMarT4J/..

Pucynok 3.23 — Bmict TaGmuiti USers

id wser id 7 token
|$."®'ﬂ: "@'ﬂ: |

|38

1 2 Sargon2idfv=195m=E553¢, t=3,p=4554(0bz..

Pucynoxk 3.24 — Bmict Tabmuii tokens
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id  wser id password service description

|J:-'. ||<D MbTP ||<D MbTP |<D MbTP " @inbTp

1 ) 2 vFIHz/xYR39yynXiSPf58BWGN/ .. Google ROPOxArnwgkgFvnivVeP+/..

Pucynoxk 3.25 — BmicT tabmumi passwords

3 pucynkiB 3.23-3.25 BumgHO, mo B TaOumipsix USers, tokens, passwords € B
HasIBHOCTI 30epexeHa cepBepoM 1H(popmMaIllis KOpucTyBaya.

Takox mepeBipeHO Mpoliec mepeaadi JaHUX MDK KITIEHTOM Ta CEepPBEpOM 3a
noromoror Wireshark. Jlns nporo Oyno 3amymeno Wireshark, mepemano gani mix

KJIIEHTOM Ta CEPBEPOM Ta MEPEBIPEHO BMICT MEPEXOIUICHUX MaKeTiB (puc.3.26).

TLSv1.3 1643 Application Data

14 ©.829405500 127.0.0.1 127.0.06.1
15 ©.029462800 127.9.0.1 127.0.0.1 TCP 44 64700 + 9000 [ACK] Seq=3967 Ack=6810 Win=58624 Len=0
16 ©.546406200 127.0.9.1 127.0.6.1 TLSv1.3 148 Application Data
17 ©.546489300 127.8.0.1 127.0.0.1 TCP 44 64708 + 9008 [ACK] Seq=3967 Ack=6906 Win=58624 Len=@
18 @.553141900 127.9.0.1 127.0.0.1 TLSv1.3 185 Application Data
> Frame 14: Packet, 1643 bytes on wire (13144 bits), 1643 bytes captured (13144 bits) on interface \Device 92 00 00 90 45 0@ B¢
> Null/Loopback 7f ee ?(3 @1 7f ee e
. ) . 16 44 cl 58 18 8¢
> Internet Protocel Version 4, Src: 127.0.0.1, Dst: 127.0.0.1 3a bd of f9 a5 d7 3¢
> Transmission Control Protocol, Src Port: 9888, Dst Port: 64700, Seq: 5211, Ack: 3967, Len: 1599 3 c1 fd 97 39 63 bi
~ Transport Layer Security 6b 11 d5 39 7e 67 ct
[Stream index: 8] 3c fa 56 f6 c6 7b @t
~ TLSw1.3 Record Layer: Application Data Protocol: Application Data ca 44 73 al d7 21 bt
Opaque Type: Application Data (23) de e b9 da 28 68 b
paque lype: App 5 da fa ff f5 5d 5¢
Version: TLS 1.2 (@x@303) sb 22 48 2b 38 81 1t
Length: 15394 f9 53 af 8f f2 bl 5¢
Encrypted Application Data [..]: bdeff9a5d734c6f@766b8705e81bdaf3c1fd973963bfd19b%acda22ceed2aetbll] b2 ca 9d 1d 69 Be 6¢
64 de 18 97 d5 57 7¢

Pucynok 3.26 — BmicT nepexoruieHoro nakeTy, Sk rmepeaaBaBcsi MK KJIIEHTOM Ta

cepBepoM

3 pucynka 3.26 BUIHO, IIO MAKET MICTUTH 3amupoBaHy iHdopMmalio, a 1e

MiATBEPIKYE, IO Bi KIIEHTA 10 CEpPBEpa MepeaBaIncs 3a 3amu@poBaHi JaHi.
BucHoBoOKk 10 po3ainy
Y pesynbTaTi TPOBENEHOI TEPEeBIPKM  MPaIe3aTHOCTI  PO3pOOIEHOTO

JIOKAJIBbHOTO JIOJIaTKa-MEHeKepa TapoiiB OyJ0 BCTAaHOBIEHO, IO BiH MpPaIO€

HaJICKHHUM YHHOM.
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BUCHOBKH

Y pe3ynbTaTi BUKOHAaHHS OakalaBpCbKOi pPOOOTH CTBOPEHO JIOKAJIbHUU
JI0JaTOK-MEHEDKEep TMapoiiiB, SKUWA HaJae MOMXJIMBICTH 0/aBaTH, MEperisaaTH,
3MIHIOBAaTH, BUJIAJISITH Ta TEHEPYBATH MapOJIi Ta B3aEMOIIATH 13 6a3010 JaHUX.

VY nepuiomy po3aini Oyjo IpoOBEACHO aHai3 ICHYIOUMX MEHEIKEpIB MapoJiB
KeePassXC (nokanbnue pimenss) ta LastPass for Desktop (xmapuuii cepsic). Ha
OCHOBI X TepeBar 1 HEJOJIIKIB 00paHO KIIEHT-CEPBEPHY apXITEKTYpY JIOKAJIBHOIO
MEHEJ[)Kepa MapoiB, siKa 3a0e3neuye HeHTpali30BaHe 30epiraHs JaHuX Ta MATPUMKY
0araTokopucTyBallbkoi poOOTH B JIOKaNbHIM Mepexi. Jlns peamnizauii rpadiyHOro
iHTepdeiicy Bukopuctano 6i6miotreky CustomTkinter, sika m03BoJisl€ CTBOPIOBATU
CyJacHI 3aCTOCYHKH 3 MiHIMQJIbHHUMH CUCTEMHHMH BHMOTaMH. 3aXUCT IPOIECY
B3a€EMOJIIT cepBepa 3 KIIIEHTOM 3a0e3NedyeThesl 3a JI0MoMOrorw Oibmioreku ssl 13
BUKOpUCTaHHAM MexaH13My mTLS, mo rapantye B3aeMHy aBTeHTU(DIKAIIIIO KITIEHTA 1
cepBepa. [l 36epiranns iHdopmartii oopano CYBJ] SQLite, sika XxapaKTepu3yeThCs
OPOCTOTOI0 IHTErpallii, HU3bKUMH BHUMOTaMH JI0O PECYpCiB Ta JIOCTaTHHOIO
IPOAYKTUBHICTIO JIJISl TOKAJIBHUX CUCTEM.

[Tix yac BUKOHAHHS APYTOro po3aiay 0yJIo po3po0JIeHO KIIEHTCHKY Ta CEPBEPHY
YJaCTUHU JIOKAJIBHOTO JI0JaTKa-MeHepKepa mapouiB. KimieHTchka yacTuHa 3abe3reuye
iHTepdeic T KOpUCTyBaya, BAKOHAHHS 3alUTIB Ta B3aEMOJIIIO 13 CEPBEPOM, TO1 K
CepBepHa YacTWHA BiAMOBiNae 3a oOpoOKy 3amuTiB, poOOTy 3 0a3010 JaHHX,
aBTeHTU(IKaIII0 Ta 30epexeHHs iHhopMarii.

Y pe3ynbTaTi TPOBENECHOI TEPEBIPKU  MPAIEe3JaTHOCTI  PO3pOOJIEHOTO
JIOKAJIbHOTO JI0JIaTKa-MEHeKepa MapoiiB Oylo BCTAHOBJIEHO, LIO0 BIH MpaLIO€e

HaJICKHHUM YHHOM.
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JIOJATOK A

Kon peanizauii kiaacy App

import customtkinter as ctk

from PIL import Image

import os

from connection.client import Client

from gui.pages import GeneratePasswordPage, AddPasswordPage, RefugePage,

SettingsPage

from gui.login pages import Authentication, Registration

from utils.find path file import resource path

from utils.process value settings import get value settings,

set value settings

class App(ctk.CTk) :

def init (self):

super (). init ()
self.protocol ("WM DELETE WINDOW", self.on close)
self.center window(self, 800, 500)
self.title ("Manager Password")
self.resizable (False, False)
self.iconbitmap (resource path(os.path.join("images",
"logo.ico™)))
ctk.set default color theme (resource path (
os.path.join ("themes", "theme.json")))
self.change theme ("System")
self. pages = {}

self. token = None

self. login = None
self. cut login = None
self. current theme = None

self. client = Client()

self. title font = ctk.CTkFont (family="Nunito", size=20,
weight="bold")

self. text font = ctk.CTkFont (family="Nunito", size=14)
self. message font = ctk.CTkFont (family="Nunito", size=12)
self.create main block()

self.create main menu()
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self.create main pages ()
self.set current theme ()
self.create login pages|()
self.show login()
self.show page ("Authentication")
def create main block(self):
self. menu = ctk.CTkFrame (self, width=200)
self. menu.pack(side="left", fill="y", padx=1l)
self. page = ctk.CTkFrame (self)
self. page.pack(side="left", fill="both", expand=True)
def create main menu(self):
self. menu image = ctk.CTkImage (light image=Image.open (
resource path(os.path.join ("images",
"main logo light theme.png"))),
dark image=Image.open (resource path(
os.path.join("images", "main logo dark theme.png"))),
size= (70, 70))
self. menu image label = ctk.CTkLabel (
self. menu, image=self. menu image, text="")
self. menu image label.pack (pady=[20, 15])
self. menu label = ctk.CTkLabel (
self. menu, text="Manager Project",
font=ctk.CTkFont (family="Nunito", size=14, weight="bold"))
self. menu label.pack(pady=[0, 20], padx=5)
self. menu button main = ctk.CTkButton (
self. menu, text="TosoeHa", font=self. text font,
command=lambda: self.show page ("GeneratePasswordPage"))
self. menu button main.pack(pady=5, padx=5)
self. menu button add = ctk.CTkButton/
self. menu, text="lomarn", font=self. text font,
command=lambda: self.show page ("AddPasswordPage"))
self. menu button add.pack(pady=5, padx=5)
self. menu button refuge = ctk.CTkButton (
self. menu, text="Cxosume", font=self. text font,
command=lambda: self.show page ("RefugePage"))
self. menu button refuge.pack(pady=5, padx=5)
self. menu button settings = ctk.CTkButton (
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self. menu, text="HajawmTyBaHHa", font=self. text font,
command=lambda: self.show page ("SettingsPage"))
self. menu button settings.pack(pady=5, padx=5)
self. menu bottom = ctk.CTkFrame (self. menu,
fg color="transparent")
self. menu bottom.pack(side="bottom")
self. menu bottom image = ctk.CTkImage (light image=Image.open (
resource path(os.path.join ("images",
"account logo light theme.png"))),
dark image=Image.open(resource path (os.path.join(
"images", "account logo dark theme.png"))),
size= (40, 40))
self. menu bottom image label = ctk.CTkLabel (
self. menu bottom, image=self. menu bottom image, text="")
self. menu bottom image label.pack()
self. menu bottom image = ctk.CTkLabel (
self. menu bottom, text="", font=ctk.CTkFont (family="Nunito",
size=14, weight="bold"),)
self. menu bottom image.pack(
after=self. menu bottom image label, pady=[5, 10])
def create login pages(self):
for PageClass in [Authentication, Registration]:
page = PageClass(self, self)
page.place (relx=0, rely=0, relwidth=1, relheight=1)
self. pages[PageClass. name ] = page
def create main pages (self):
for PageClass 1in [GeneratePasswordPage, AddPasswordPage,
RefugePage, SettingsPage,]:
page = PageClass(self. page, self)
page.place (relx=0, rely=0, relwidth=1, relheight=1)
self. pages[PageClass. name ] = page
def show page(self, page name) :
if page name in ["GeneratePasswordPage", "RefugePage",
"AddPasswordPage", "SettingsPage"]:
self. pages[page name].show next page()
self. pages|[page name].tkraise()

def show main(self):
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self. pages["Authentication"].place forget()
self. pages["Registration"].place forget()
self. menu.pack(side="left", fill="y", padx=1)
self. page.pack(side="left", fill="both", expand=True)
self.get passwords ()
self. pages["GeneratePasswordPage"].clear page ()
self. pages["RefugePage"].clear page ()
self. pages["AddPasswordPage"].clear page()
self.show page ("GeneratePasswordPage")
self. menu bottom image.configure (text=self. cut login)
show login(self):
self. menu.pack forget()
self. page.pack forget()
self. client.close()
self. pages["Authentication”].place(

relx=0, rely=0, relwidth=1, relheight=1)
self. pages["Registration"].place(

relx=0, rely=0, relwidth=1, relheight=1)
get passwords (self, is show message=True) :
request = self. client.message (header="get", token=self. token)
result = self. client.send(request)

if not result:

result = self. client.get()
else:

result = None

self. pages["RefugePage"].create password frames (
result, is show message)

get token (self):

return self. token

set token(self, token):

self. token = token

get login(self):

return self. login

set login(self, login):

self. login = login

get cut login(self):

return self. cut login
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def

def

set cut login(self, login):

if len(login) > 20:
login = login[0:17]
login += "..."

self. cut login = login

set current theme (self):

[Iponoxkenns gonatky A

self. current theme = get value settings ("theme")
if self. current theme == "Light":

self. pages["SettingsPage"].set theme option("CeiTma")
elif self. current theme == "Dark":

self. pages["SettingsPage"].set theme option ("TemuHa")
elif self. current theme == "System":

self. pages["SettingsPage"].set theme option ("Cucremna")
else:

self. pages["SettingsPage"].set theme option ("Cucremna")

self. pages["SettingsPage"].set message label (

"llomMusika: HexkopekTHe BHAUEHHsS B HaJlalITyBaHHAX, TeMa 3a

3aMoBUyBaHHaM (CucTemHa) ")

def

def

def

change theme (self, theme):

ctk.set appearance mode (theme)

set value settings("theme", theme)

center window(self, window, width, height):
screen width = self.winfo screenwidth ()
screen height = self.winfo screenheight ()

- (width / 2))
(height / 2))

x = int((screen width / 2)

y = int((screen height / 2)

window.geometry (f"{width}x{height}+{x}+{y}"™)

on close(self):
self. client.close()

self.destroy ()

Kon peanizanii knacy Authentication

import customtkinter as ctk

from PIL import Image

import os
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import re
from utils.find path file import resource path
from utils.show message import show message
class Authentication(ctk.CTkFrame) :
def init (self, parent, app):
super (). init (parent)
self. app = app
self.create main block()
self.create registration block()
self.create message block()
error connection = self. app. client.connect ()
if error connection:
show message (self. message label,
f"llommnka: {self. app. client.connect()}")
def create main block(self):
self. main image =
ctk.CTkImage (light image=Image.open (resource path(os.path.join("images",
"login logo light theme.png"))),
dark image=Image.open(resource path(os.path.join("images",
"login logo dark theme.png"))),size=(75, 95))
self. main image label = ctk.CTkLabel (
self, image=self. main image, text="")
self. main image label.pack(pady=[30, 0])
self. main label = ctk.CTkLabel (
self, text="ABTenTudpikauia", font=self. app. title font)
self. main label.pack (pady=[20, 10])
self. main text = ctk.CTkLabel (
self, text="Brenmp JIOT'iH Ta [IapoJib IOJd NiIOTBEepIXeHHA Bxony",
font=self. app. text font)
self. main text.pack(pady=20)
self. main frame = ctk.CTkFrame (self, fg color="transparent")
self. main frame.pack (fill="x")
for column, weight in enumerate((1, 0, 0, 1)):
self. main frame.grid columnconfigure (column, weight=weight)
self. main frame.grid rowconfigure (0, weight=1)

self. main frame login = ctk.CTkEntry (
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self. main frame, width=200, font=self. app. text font,
placeholder text="Jlorin")
self. main frame login.grid(row=0, column=1, padx=[0, 20])
self. main frame password = ctk.CTkEntry(
self. main frame, width=200, font=self. app. text font,
placeholder text="Illapons", show="*")
self. main frame password.grid(row=0, column=2)
self. main button = ctk.CTkButton
self, width=200, text="Veinmmu", font=self. app. text font,
command=self.check entry main block)
self. main button.pack(pady=15)
def create registration block(self):
self. registration label = ctk.CTkLabel (
self, text="fAxwo Bu HeMaeTe akayHTa — MOXeTe 3apeecTpyBaTtucb!",
font=self. app. text font)
self. registration label.pack(pady=[30, 0])
self. registration button = ctk.CTkButton
self, width=200, text="3apeecTpyBaTucn",
font=self. app. text font, command=self.show registration page)
self. registration button.pack(pady=[10, 01])
def create message block (self):
self. message label = ctk.CTkLabel (
self, text="", font=self. app. message font)
self. message label.pack(side="bottom")
def show registration page(self):
self. main frame login.delete (0, "end")
self. main frame password.delete (0, "end")
self. main frame login. activate placeholder ()
self. main frame password. activate placeholder ()
self. main frame password.configure (show="*")
self.focus ()
show message (self. message label, "")
self. app.show page ("Registration")
def check entry main block(self) :
login = self. main frame login.get().strip()
password = self. main frame password.get () .strip/()

if not login or not password:
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show message (self. message label,
"Ilomunka: Beemeni He BCci nojgsa")
elif not (2 <= len(login) <= 50):
show message (self. message label,
"TMlomunka: HexopexkTHuy jiorin (Binm 2 mo 50 cumeosis) ")
elif not (4 <= len(password) <= 25):
show message (self. message label,
"Ilommrika: HexopexTHMM napons (eim 4 zmo 25
CUMBOJIiB) ")
else:
show message (self. message label, "")
self.authentication(login, password)
def authentication(self, login, password):
request = self. app. client.message (
header="authentication”", login=login, password=password)
result = self. app. client.send(request)
if result:
show message (self. message label, result)
return
answer = self. app. client.get()
if not answer:
show message (self. message label,

"Mlomunka: Yac ouikyBaHHa BimgnoBimi BuuepnanHui")

return
if answer.get ("header") == "authentication-respond" and
answer.get ("answer") and answer.get ("token"):

self. app.set token (answer["token"])

self. app.set login(login)

self. app.set cut login(login)

self. main frame login.delete(0, "end")

self. main frame password.delete (0, "end")

self. main frame login. activate placeholder ()
self. main frame password. activate placeholder ()
self. main frame password.configure (show="*")
self.focus ()

self. app.show main ()
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else:
show message (self. message label,

"IloMmyika: JIOT1H UM napoJib HeBipHUM")

Kon peanizanii kinacy Registration

import customtkinter as ctk
from PIL import Image
import os
import re
from utils.find path file import resource path
from utils.show message import show message
class Registration(ctk.CTkFrame) :
def init (self, parent, app):
super (). init (parent)
self. app = app
self. email check pattern = r""[a-zA-Z20-9. %+-]1+@[a-zA-Z0-9.-
I+\.[a-zA-Z]{2,}S"
self.create main block ()
self.create authentication block()
self.create message block()
def create main block(self):
self. main image = ctk.CTkImage (
light image=Image.open (resource path(os.path.join(
"images", "registration logo light theme.png"))),
dark image=Image.open(resource path (os.path.join(
"images", "registration logo dark theme.png"))),
size=(95, 95))
self. main image label = ctk.CTkLabel (
self, image=self. main image, text="")
self. main image label.pack (pady=[30, 0])
self. main label = ctk.CTkLabel (
self, text="Peecrpauia", font=self. app. title font)
self. main label.pack(pady=[20, 10])
self. main label text = ctk.CTkLabel (self, text="Beenr JOTiH Ta NapoJb

nina nipreepmxeHHsa Bxomy", font=self. app. text font)
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self. main label text.pack(pady=20)
self. main frame = ctk.CTkFrame (self, fg color="transparent")
self. main frame.pack (fill="x")
for column, weight in enumerate((1, 0, 0, 1)):
self. main frame.grid columnconfigure (column, weight=weight)
self. main frame.grid rowconfigure ((0, 1), weight=1)
self. main frame login = ctk.CTkEntry
self. main frame, width=200, font=self. app. text font,
placeholder text="Jlorir")
self. main frame login.grid(row=0, column=1, padx=[0, 20])
self. main frame password = ctk.CTkEntry(
self. main frame, width=200, font=self. app. text font,
placeholder text="Ilaponr", show="*")
self. main frame password.grid(row=0, column=2)
self. main frame email = ctk.CTkEntry
self. main frame, width=200, font=self. app. text font,
placeholder text="EnexTpoHHa azpeca')
self. main frame email.grid(
row=1, column=1, padx=[0, 20], pady=10)
self. main frame password correct = ctk.CTkEntry(
self. main frame, width=200, font=self. app. text font,
placeholder text="IlloeTopiTer naposr", show="*")
self. main frame password correct.grid(row=1l, column=2, pady=10)
self. main button = ctk.CTkButton/(
self, width=200, text="3apeecTpyBatucs",
font=self. app. text font, command=self.check entry main block)
self. main button.pack()
def create authentication block(self):
self. authentication label = ctk.CTkLabel (
self, text="dxkmo Bu BXe MaeTe akayHT - MoxeTe yBinmTu!",
font=self. app. text font)
self. authentication label.pack (pady=[30, 0])
self. authentication button = ctk.CTkButton
self, width=200, text="YminTu", font=self. app. text font,
command=self.show authentication page)
self. authentication button.pack(pady=[10, 01])

def create message block(self):
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self. message label = ctk.CTkLabel (
self, text="", font=self. app. message font)
self. message label.pack(side="bottom")
def show authentication page (self):
self. main frame login.delete (0, "end")
self. main frame password.delete (0, "end")
self. main frame email.delete (0, "end")
self. main frame password correct.delete(0, "end")
self. main frame login. activate placeholder ()
self. main frame password. activate placeholder ()
self. main frame email. activate placeholder ()
self. main frame password correct. activate placeholder()
self. main frame password.configure (show="*")
self. main frame password correct.configure (show="*")
self.focus ()
show message (self. message label, "")
self. app.show page ("Authentication")
def check entry main block(self):

login = self. main frame login.get () .strip()
password = self. main frame password.get () .strip()
email = self. main frame email.get () .strip()

password correct =
self. main frame password correct.get().strip()
if not login or not password or not email or not password correct:
show message (self. message label,
"IlomMmnka: BBemenHi He Bci nojga")
elif not (2 <= len(login) <= 50):
show message (self. message label,
"TloMmuJika: HexopekTHUM JioTiH (Binm 2 mo 50 cumeosir) ™)
elif not (4 <= len(password) <= 25):
show message (self. message label,
"IloMmnka: HexopexHTmMyt naposnb (Bim 4 mo 25
cCuMBOJIiB) ")
elif password != password correct:

show message (self. message label,
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"Tlomunka: Ilapojyii He cniBnapaioTe")
else:
if not (6 <= len(email) <= 254):
show message (self. message label,
"Tlomunika : HexopekTHa eJIEKTPOHHa anpeca (Bin
6 mo 254 cumosim)")
elif not re.match(self. email check pattern, email):
show message (self. message label,
"TloMunika: HenmpaBuibHa eJIeKTpOHHa anpeca'")
else:
show message (self. message label, "")
self.registration(login, password, email)
def registration(self, login, password, email):
request = self. app. client.message (
header="registration", login=login, password=password,
email=email)
result = self. app. client.send(request)
if result:
show message (self. message label, result)
return
answer = self. app. client.get()
if not answer:
show message (self. message label,

"Tllomunka: Yac ouikyBaHHA BimmoBinmi Buuepnanumit")

return
if answer.get("header") == "registration-respond" and
answer.get ("answer") and answer.get ("token") :

self. app.set token (answer["token"])

self. app.set login(login)

self. app.set cut login(login)

self. main frame login.delete (0, "end")

self. main frame password.delete (0, "end")

self. main frame email.delete (0, "end")

self. main frame password correct.delete (0, "end")
self. main frame login. activate placeholder ()
self. main frame password. activate placeholder ()

self. main frame email. activate placeholder ()
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self. main frame password correct. activate placeholder()
self. main frame password.configure (show="*")
self. main frame password correct.configure (show="*")
self.focus ()
self. app.show main()

else:
show message (self. message label,

"Tlomunka: KopucTyBad BXe 3apeecTpoBaHuM)

Kon peanizanii kinacy GeneratePasswordPage

import customtkinter as ctk
from PIL import Image
import os
from utils.generate password import set options, generate password
from utils.find path file import resource path
from utils.show message import show message
class GeneratePasswordPage (ctk.CTkFrame) :
def init (self, parent, app):
super (). init (parent)
self. app = app
self. options = {}
self. length = 0
self. chars = ""
self. password = None
self.create main block ()
self.create generate block()
self.create checkbox block ()
self.create message block()
def create main block(self):
self. main image = ctk.CTkImage (light image=Image.open (
resource path(os.path.join("images",
"generate password logo light theme.png"))),
dark image=Image.open(resource path (os.path.join(
"images", "generate password logo dark theme.png"))),

size= (100, 100))
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self. main image label = ctk.CTkLabel (
self, image=self. main image, text="")
self. main image label.pack(pady=[30, 0])
self. main title label = ctk.CTkLabel (
self, text="Hoeum naposne", font=self. app. title font)
self. main title label.pack(pady=[20, 0])
self. main text label = ctk.CTkLabel (
self, text="Bu MOxXeTe 3T'eHepyBaTM HOBUM HapoJyb",
font=self. app. text font)
self. main text label.pack(pady=[10, 20])
def create generate block(self):
self. generate frame = ctk.CTkFrame (
self, fg color="transparent")
self. generate frame.pack(fill="x")
for column, weight in enumerate((1, 0, 1)):
self. generate frame.grid columnconfigure (
column, weight=weight)
self. generate frame.grid rowconfigure (0, weight=1)
self. generate frame cell = ctk.CTkFrame (
self. generate frame)
self. generate frame cell.grid(row=0, column=1l, sticky="ew")
self. generate frame cell label = ctk.CTkLabel (
self. generate frame cell, width=100, text=" '
font=self. app. text font)
self. generate frame cell label.pack(side="left")
self. generate frame cell button image =
ctk.CTkImage (light image=Image.open (
resource path(os.path.join ("images",
"copy logo light theme.png"))),
dark image=Image.open (resource path (
os.path.join ("images", "copy logo dark theme.png"))),
size=(20, 20))
self. generate frame cell button = ctk.CTkButton (
self. generate frame cell, width=25, text="",
fg color="transparent", image=self. generate frame cell button image,
hover color=["#FFFFFF", "#000000"], command=self.copy password)

self. generate frame cell button.pack/(

81



[IponoBxkenns gonatky A
side="1left", padx=[5, 0])
self. generate slider label = ctk.CTkLabel (
self, text="HomxmHa naposna: 8", font=self. app. text font)
self. generate slider label.pack()
self. generate slider = ctk.CTkSlider (
self, from =4, to=25, number of steps=21,
command=self.change slider label)
self. generate slider.set(8)
self. generate slider.pack(pady=[0, 20])
self. generate button = ctk.CTkButton/(
self, text="3reunepysarnu", font=self. app. text font,
command=self.show password)
self. generate button.pack()
def create checkbox block(self):
self. checkbox frame = ctk.CTkFrame (self, fg color="transparent")
self. checkbox frame.pack(
fill="x", pady=20, after=self. generate frame)
for column, weight in enumerate((1, 0, 0, 0, 0, 1)):
self. checkbox frame.grid columnconfigure (column,
weight=weight)
self. checkbox frame.grid rowconfigure((0, 1), weight=1)
self. checkbox frame lower = ctk.CTkCheckBox (
self. checkbox frame, text="Huwxuin",
font=self. app. text font)
self. checkbox frame lower.grid(row=0, column=1)
self. checkbox frame upper = ctk.CTkCheckBox (
self. checkbox frame, text="BepxHin",
font=self. app. text font)
self. checkbox frame upper.grid(row=0, column=2)

self. checkbox frame digits = ctk.CTkCheckBox (

self. checkbox frame, text="1Inudpn",
font=self. app. text font)
self. checkbox frame digits.select ()
self. checkbox frame digits.grid(row=0, column=3)
self. checkbox frame punctuation =
ctk.CTkCheckBox ( self. checkbox frame, text="Cneu-cumsonu",

font=self. app. text font)
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self. checkbox frame punctuation.grid(row=0, column=4)
create message block(self):
self. message label = ctk.CTkLabel (

self, text="", font=self. app. message font)
self. message label.pack(side="bottom")
change slider label (self, value):
self. generate slider label.configure (

text=f" [oBxmHa napossg: {int(value)}")

def generate password(self):
self. options["lower"] = self. checkbox frame lower.get ()
self. options["upper"] = self. checkbox frame upper.get ()
self. options["digits"] = self. checkbox frame digits.get()
self. options["punctuation"] =
self. checkbox frame punctuation.get ()
self. chars = set options(self. options)

def

def

self. length = int(self. generate slider.get())
self. password = generate password(self. length, self. chars)
show password(self) :
self.generate password ()
if self. password is not None:
self. generate frame cell label.configure(
text=self. password)
show message (self. message label, "")
else:
self. generate frame cell label.configure(
text=" ")
show message (self. message label,
"Tllomunka: He samanHil 3HaueHHsa nJjsa naponsa')
copy password(self) :
if self. password is not None:
self.clipboard clear ()
self.clipboard append(self. password)
self. generate frame cell label.configure (
text=" ")
self. password = None
show message (self. message label,

"llapoJyib CKOIiMoBaHUM no Oybepa obMiny")

83



[Tponosxenns nogatky A
else:
self. generate frame cell label.configure (
text=" ")
show message (self. message label,
"Tlomunka: IlapoJip He 3reHepoBaHUM")
def show next page (self):
self. message label.configure (text="")
def clear page (self):

self. generate frame cell label.configure (text=" ")

self. checkbox frame lower.deselect ()

self. checkbox frame upper.deselect ()

self. checkbox frame digits.select()

self. checkbox frame punctuation.deselect ()

self. generate slider.set(8)

self.change slider label (8)

Kon peamnizanii knacy AddPasswordPage

import customtkinter as ctk
from PIL import Image
import os
from utils.generate password import set options, generate password
from utils.find path file import resource path
from utils.show message import show message
class AddPasswordPage (ctk.CTkFrame) :
def init (self, parent, app):
super (). 1init (parent)
self. app = app
self.create main block ()
self.create add block()
self.create message block()
def create main block(self):
self. main image = ctk.CTkImage (light image=Image.open (
resource path(os.path.join ("images",
"add password logo light theme.png"))),

dark image=Image.open(resource path (os.path.join(
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"images", "add password logo dark theme.png"))),
size=(100, 100))
self. main image label = ctk.CTkLabel (
self, image=self. main image, text="")
self. main image label.pack(pady=[30, 0])
self. main title label = ctk.CTkLabel (
self, text="Homarm maposnep", font=self. app. title font)
self. main title label.pack(pady=[20, 0])
self. main text label = ctk.CTkLabel (
self, text="30epexiTb HOBMM [IAPOJIE Yy BinmajieHOMYy CxXOBMmi",
font=self. app. text font)
self. main text label.pack(pady=[10, 20])
def create add block(self):
self. add frame = ctk.CTkFrame (self, fg color="transparent")
self. add frame.pack(fill="x")
for column, weight in enumerate((1, 0, 0, 1)):
self. add frame.grid columnconfigure (column, weight=weight)
self. add frame.grid rowconfigure (0, weight=1)
self. add frame password = ctk.CTkEntry(
self. add frame, width=200, font=self. app. text font,
placeholder text="Ilaponr")
self. add frame password.grid(row=0, column=1, padx=[0, 20])
self. add frame service = ctk.CTkEntry(
self. add frame, width=200, font=self. app. text font,
placeholder text="HasBa cepeicy")
self. add frame service.grid(row=0, column=2)
self. add frame description text = ctk.CTkLabel (
self, text="BrezmiTb nmomaTKOBY Ii1HOopMallil momo napoJjmw",
font=self. app. text font)
self. add frame description text.pack(pady=5)
self. add frame description = ctk.CTkTextbox (
self, width=420, height=150, wrap="word",
font=self. app. text font)
self. add frame description.pack()
self. add frame button = ctk.CTkButton (
self, width=200, text="Iomatu", font=self. app. text font,
command=self.check entry add block)
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self. add frame button.pack(pady=[10, 0])
def create message block(self):
self. message label = ctk.CTkLabel (
self, text="", font=self. app. message font)
self. message label.pack(side="bottom")

def check entry add block(self):

password = self. add frame password.get().strip()
service = self. add frame service.get().strip()
description = self. add frame description.get("1.0",

"end") .strip ()
if not password or not service:
show message (self. message label,

"IloMmiika: IloTpi®HO 060OB'SA3KOBO BBECTM I[1APOJIL Ta

cepsic")
elif not (2 <= len(service) <= 25):
show message (self. message label,
"llomunka: HexopexTHuMM cepBic (Bim 2 mo 25
cuMBOJIiB) ")
elif not (4 <= len(password) <= 25):
show message (self. message label,
"Tllomunka: HexopexkTHMM naponb (Bim 4 mo 25
cuMBOJIiB) ")

elif len(description) > 250:
show message (self. message label,
"TMlomunka: HexopexkTHun omnmc (mo 250 cwmBosis) ")
else:
show message (self. message label, "")
self.add password(password, service, description)
def add password(self, password, service, description):
request = self. app. client.message (
header="add", password=password, service=service,
description=description, token=self. app.get token())
result = self. app. client.send(request)
if result:
show message (self. message label, result)
return

answer = self. app. client.get()

86



[Iponoxkenns gonatky A
if not answer:
show message (self. message label,
"IloMmyika: Yac ouikyBaHHsS Binnorinmi Buuepnaunmin")
return
if answer.get ("header") == "add-respond" and answer.get ("answer"):
show message (self. message label,
"llaposib yCHIiWHO »mOoImaHmM IO cxoBuma')
self. add frame password.delete (0, "end")
self. add frame service.delete(0, "end")
self. add frame description.delete("0.0", "end")
self. add frame password. activate placeholder ()
self. add frame service. activate placeholder()
self.focus ()
self. app.get passwords()
else:
show message (self. message label,
"llomunka: [laposib BXe HasSBHMM y 0asl IaHMX, CTBOP1iThb
HoBUM")
def show next page (self):
self. message label.configure (text="")
self.focus ()
def clear page (self):
self. add frame password.delete (0, "end")
self. add frame service.delete(0, "end")
self. add frame description.delete("0.0", "end")
self. add frame password. activate placeholder ()
self. add frame service. activate placeholder ()

self.focus ()

Kon peanizanii kiacy RefugePage

import customtkinter as ctk
from PIL import Image
import os

from utils.generate password import set options, generate password
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from utils.find path file import resource path
from utils.show message import show message
class RefugePage (ctk.CTkFrame) :
def init (self, parent, app):
super (). init (parent)
self. app = app
self. frames = []
self. passwords = []
self.create main block()
self.create refuge block()
self.create message block()
def create main block(self):
self. main image = ctk.CTkImage (light image=Image.open (
resource path(os.path.join ("images",
"refuge logo light theme.png"))),
dark image=Image.open (resource path(os.path.join(
"images", "refuge logo dark theme.png"))),
size=(100, 100))
self. main image label = ctk.CTkLabel (
self, image=self. main image, text="")
self. main image label.pack (pady=[30, 0])
self. main title label = ctk.CTkLabel (
self, text="Cxosume", font=self. app. title font)
self. main title label.pack(pady=[20, 0])
self. main text label = ctk.CTkLabel (
self, text="Bamil 30epexeHi naposi", font=self. app. text font)
self. main text label.pack(pady=[10, 15])
def create refuge block(self):
self. refuge filter search frame = ctk.CTkFrame (self)
self. refuge filter search frame.grid columnconfigure (
(0, 1, 2, 3), weight=0)
self. refuge filter search frame.grid rowconfigure (0, weight=1)
self. refuge filter search frame.pack(pady=[0, 10])
self. refuge filter search frame entry = ctk.CTkEntry(
self. refuge filter search frame, width=150,

font=self. app. text font, placeholder text="Ilowyk 3a cepsicoMm")
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self. refuge filter search frame entry.grid(row=0, column=1)
self. refuge filter search frame button = ctk.CTkButton/

self. refuge filter search frame, width=150, text="3mamuru",
font=self. app. text font, command=lambda: self.fiter password frames|())
self. refuge filter search frame button.grid(
row=0, column=2, padx=[10, 0])

self. refuge frame = ctk.CTkScrollableFrame (self, width=550,
height=170, corner radius=10, border width=2, Dborder color=["#000000",

"#FFFFFF"], fg color=["#FFFFFF", "#000000"], label fg color=|
"#FEFFFFE", "#000000"17,

label text color=["#000000", "#FFFFFF"],
scrollbar fg color="transparent", scrollbar button color=["#000000",
"HFFFFEFE"],)

self. refuge frame.pack (padx=10)
self. refuge frame. scrollbar.grid configure (padx=(0, 4))
def create message block (self):
self. message label = ctk.CTkLabel (
self, text="", font=self. app. message font)
self. message label.pack(side="bottom")
def create password frames(self, answer, is show message):
for frame in self. frames:
frame.destroy ()
self. frames = []
self. passwords = []
if not answer:
show message (self. message label,
"llommnka: BuHMKIIa nOpobjiiemMa N1O dYac Inepemadi
noBimomiieHHa")
return
if answer.get ("header") == "get-respond" and answer.get ("answer")
and answer.get ("passwords") :
self. passwords = answer["passwords"]
self. passwords.sort (key=lambda x: x[1])

for element in self. passwords:

frame = PasswordFrame (parent=self,
master=self. refuge frame, identifer=element [0], password=element[1],
service=element[2], description=element[3], app=self. app)
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self. frames.append (frame)
elif is show message:
show message (self. message label,
"IaHUX KOPMUCTyBada He 3HauneHo")
fiter password frames(self):
word = self. refuge filter search frame entry.get()
if not word:
self.render password frames (self. passwords)
return
results = self.find passwords (word)
self.render password frames(results)
render password frames (self, passwords):
for frame in self. frames:
frame.destroy ()
self. frames = []
for element in passwords:
frame = PasswordFrame (
parent=self,
master=self. refuge frame,
identifer=element[0],
password=element[1],
service=element[2],
description=element[3],
app=self. app
)
self. frames.append (frame)
frame.pack (£i11="x", padx=5, pady=5)
find passwords (self, word):
word = word.lower ()
return [
element for element in self. passwords
if word in element[2].lower ()
]
show next page (self):
self. message label.configure (text="")
clear page (self):

self. refuge filter search frame entry.delete(0, "end")
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self. refuge filter search frame entry. activate placeholder ()

self.focus ()

Kopa peanizauii kiacy PasswordFrame

import customtkinter as ctk
from PIL import Image
import os
from utils.generate password import set options, generate password
from utils.find path file import resource path
from utils.show message import show message
class PasswordFrame (ctk.CTkFrame) :
def  init (self, parent, master, identifer, password, service,
description, app):
super (). init (master, height=55, fg color=]
"#FFEFFFF", "#000000"], corner radius=10, border width=2,
border color=["#000000", "#FFFFFF"])
self. parent = parent
self. identifier = identifer

self. password = password

self. cut password = self.cut word(self. password)
self. service = service
self. cut service = self.cut word(self. service)

self. description description
self. app = app
self.create frame()
def create frame (self):
self.pack(fill="x", padx=5, pady=5)
self.pack propagate(False)
self.grid columnconfigure((0, 1, 2, 3, 4, 5), weight=0)
self.grid rowconfigure (0, weight=1)
self.frame password image = ctk.CTkImage (
light image=Image.open (resource path
os.path.join("images", "refuge logo light theme.png"))),
dark image=Image.open(resource path (

os.path.join("images", "refuge logo dark theme.png"))),
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size=(40, 40)

)

self.image label = ctk.CTkLabel (self,
image=self.frame password image, text=""

)

self.image label.grid(row=0, column=0, padx=[10, 5], pady=b5)
self.service cell = ctk.CTkFrame (
self, fg color=["#FFFFFF", "#000000"],
corner radius=5, border width=2,
border color=["#000000", "#FFFFFE"]
)
self.service cell.grid(row=0, column=1, pady=5)
self.service label = ctk.CTkLabel (
self.service cell,
width=200,
text=self. cut service,
font=self. app. text font
)
self.service label.pack(pady=5, padx=5)
self.copy image = ctk.CTkImage (
light image=Image.open (resource path (
os.path.join("images", "copy logo light theme.png"))),
dark image=Image.open(resource path (
os.path.join("images", "copy logo dark theme.png"))),

size= (20, 20)
)
self.copy button = ctk.CTkButton (

self,
width=25,
text="",

fg color="transparent",
image=self.copy image,

hover color=["#FFFFFF", "#000000"],
command=self.copy password

)

self.copy button.grid(row=0, column=3)
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.view button = ctk.CTkButton
self,
width=110,
height=37,
text="Ileperngauytun",
font=self. app. text font,

command=self.view password window

.view button.grid(row=0, column=4, padx=5)
.delete button = ctk.CTkButton/(

self,

width=110,

height=37,

text="Bupamutu",
font=self. app. text font,

command=self.delete password window

.delete button.grid(row=0, column=5)
_password(self) :
.clipboard clear ()
.clipboard append(self. password)
~message (self. parent. message label,
"llaposib CKoONiMoBaHuM mo Oybepa obMiny")

_password window (self):

. _view password window = ctk.CTkToplevel (self)
.center window (self. view password window, 450, 370)
. __view password window.overrideredirect (True)

. _view password window.title(self. service)

. __view password window.grab set()

. __view password window.focus ()

. _view password window container = ctk.CTkFrame (
self. view password window,

fg color=["#FFFFFF", "#000000"7],
corner radius=15,

border width=2,

border color=["#000000", "#FFFFFE"]
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self. view password window container.pack(fill="both",
expand=True)
self. view password window container title label = ctk.CTkLabel (
self. view password window container, text="Ilapons",
font=self. app. title font)
self. view password window container title label.pack (pady=[20,
01)
self. view password window container text label = ctk.CTkLabel (
self. view password window container, text="Bu MoxeTe 3MiHUTHK
napamerpu naposia", font=self. app. text font)

self. view password window container text label.pack (pady=[10,

207])
self. view password window container frame = ctk.CTkFrame (
self. view password window container, fg color="transparent")
self. view password window container frame.pack(fill="x"
padx=10)
self. view password window container frame.grid columnconfigure (

(0, 1, 2, 3), weight=l)
self. view password window container frame.grid rowconfigure (
0, weight=1)
self. view password window container frame service label =
ctk.CTkLabel (
self. view password window container frame, text="Cepric:",
font=self. app. text font)
self. view password window container frame service label.grid(
row=0, column=0)
self. view password window container frame service =
ctk.CTkEntry (
self. view password window container frame, width=150,
font=self. app. text font)
self. view password window container frame service.grid(

row=0, column=1)

self. view password window container frame service.insert (
0, self. service)
self. view password window container frame service.configure (

state="readonly")
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self. view password window container frame password label =
ctk.CTkLabel (
self. view password window container frame, text="Ilapons:",
font=self. app. text font)
self. view password window container frame password label.grid(

row=0, column=2)

self. view password window container frame password
ctk.CTkEntry (
self. view password window container frame, width=150,
font=self. app. text font)
self. view password window container frame password.grid(
row=0, column=3)
self. view password window container frame password.insert (

0, self. password)

self. view password window container description label =
ctk.CTkLabel (
self. view password window container, text="JomaTox 5o
naposga",
font=self. app. text font) self. view password window container

_description label.pack (pady=[
10, 017)
self. view password window container description =
ctk.CTkTextbox (
self. view password window container, width=420, height=150,
wrap="word", font=self. app. text font)
self. view password window container description.pack(
padx=10, pady=10)
self. view password window container description.insert(
"1.0", self. description)

self. view password window container bootom frame = ctk.CTkFrame (

self. view password window container, fg color="transparent")

self. view password window container bootom frame.pack (
fill="x",
padx=5) self. view password window container bootom frame.grid c

olumnconfigure (

(0, 1), weight=1)
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self. view password window container bootom frame.grid rowconfigure (
0, weight=1)
self. view password window container bootom frame cancel =
ctk.CTkButton (
self. view password window container bootom frame, width=200,
text="Ckacysatu", font=self. app. text font,
command=self.close view password window)
self. view password window container bootom frame cancel.grid/(
row=0, column=0)
self. view password window container bootom frame save =
ctk.CTkButton (
self. view password window container bootom frame, width=200,
text="306eperTn", font=self. app. text font,
command=self.check entry password window)
self. view password window container bootom frame save.grid/(
row=0, column=1)
self. view password window.wait window ()
def close view password window (self):
self. view password window.grab release()
self. view password window.destroy ()
def check entry password window(self): password =
self. view password window container frame password.get().strip()
description =
self. view password window container description.get (
"1.0", "end").strip()
if not password:
self. view password window.grab release()
self. view password window.destroy ()
show message (self. parent. message label,
"IloMmika: Ilorpi6HO 00OB'SA3KOBO BBECTM HApPOJbB")
elif not (4 <= len(password) <= 25):
show message (self. message label,
"IloMmnka: HexopexTHMM naponb (Bim 4 mo 25
cCuMBOJIiB) ")
elif len(description) > 250:
show message (self. message label,

"Tlomunka: HexopexTHuM onuc (mo 250 cumBojsis) ")
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else:
show message (self. parent. message label, "")
self.update password(password=password,
description=description)
def update password(self, password, description):
request = self. app. client.message (
header="update", identifier=self. identifier,
password=password, description=description, token=self. app.get token())
result = self. app. client.send(request)
if result:

show message (self. parent. message label, result)

return
answer = self. app. client.get()
if answer.get ("header") == "update-respond" and

answer.get ("answer") :
show message (self. parent. message label,
"llaposib yCHimMHO 3MiHEeHUNM y cxoBumi'")
self. app.get passwords()
else:
show message (self. parent. message label,
"TlomuJika: He BOajioCcb OHOBUTM HapoJib")
self. view password window.grab release()
self. view password window.destroy ()
def delete password(self):
request = self. app. client.message (
header="delete", identifier=self. identifier,
token=self. app.get token())
result = self. app. client.send(request)
if result:

show message (self. parent. message label, result)

return
answer = self. app. client.get()
if answer.get ("header") == "delete-respond" and

answer.get ("answer") :
show message (self. parent. message label,
"lapoJsib yCHimHO BMIaJIeHMM 31 cxoBuma")

self.pack forget ()
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self.destroy ()
self. app.get passwords (False)
else:
show message (self. parent. message label,
"Tlomuska: He BOmajock BUIOAIMUTHM HapPOJib")
def delete password window (self):
self. delete password window = ctk.CTkToplevel (self)
self.center window(self. delete password window, 450, 170)
self. delete password window.overrideredirect (True)
self. delete password window.title(self. service)
self. delete password window.grab set()
self. delete password window.focus ()
self. delete password window container = ctk.CTkFrame (
self. delete password window,
fg color=["#FFFFFF", "#000000"],
corner radius=15,
border width=2,
border color=["#000000", "#FFFFFE"]

self. delete password window container.pack(fill="both",
expand=True)
self. main title label = ctk.CTkLabel (
self. delete password window container, text="Bu BmeBHeH1 moO
xodeTe BUIAJIMTM \n uey napones?", font=self. app. title font)
self. main title label.pack(pady=[20, 0])
self. main text label = ctk.CTkLabel (
self. delete password window container, text=f"Cepeic:
{self. service} - IapoJib : {self. password}",
font=self. app. text font)
self. main text label.pack(pady=[10, 20])
self. delete password window bottom frame = ctk.CTkFrame (
self. delete password window container,
fg color="transparent")
self. delete password window bottom frame.pack(fill="x", padx=5)
self. delete password window bottom frame.grid columnconfigure (
(0, 1), weight=1)
self. delete password window bottom frame.grid rowconfigure (
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0, weight=1)
self. delete password window bottom frame cancel = ctk.CTkButton(
self. delete password window bottom frame, width=200,
text="Ckacysatu", font=self. app. text font,
command=self.close delete password window)
self. delete password window bottom frame cancel.grid(row=0,
column=0)
self. delete password window bottom frame confirm =
ctk.CTkButton (
self. delete password window bottom frame, width=200,
text="IligrBepouTn", font=self. app. text font,
command=self.delete password)
self. delete password window bottom frame confirm.grid(
row=0, column=1)
self. delete password window.wait window ()
def close delete password window (self):
self. delete password window.grab release()
self. delete password window.destroy ()
def center window(self, window, width, height):

self.update idletasks()

screen width = self.winfo screenwidth ()
screen height = self.winfo screenheight ()
x = (screen width // 2) - (width // 2)
y = (screen height // 2) - (height // 2)

window.geometry (f"{width}x{height}+{x}+{y}")
@staticmethod
def cut word(word) :
if len(word) > 20:
word = word[0:17]
word += "..."

return word

Kon peanizanii knacy SettingsPage

import customtkinter as ctk
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from PIL import Image
import os
from utils.generate password import set options, generate password
from utils.find path file import resource path
from utils.show message import show message
class SettingsPage (ctk.CTkFrame) :
def init (self, parent, app):
super (). 1init (parent)
self. app = app
self. theme options = ["CeiTma", "Temua", "Cucremna"]
self.create main block()
self.create them lang block()
self.create account block()
self.create message block()
def create main block(self):

self. main image = ctk.CTkImage (light image=Image.open (

resource path(os.path.join ("images",

"settings logo light theme.png"))),
dark image=Image.open(resource path (os.path.join(
"images", "settings logo dark theme.png"))),
size=(100, 100))
self. main image label = ctk.CTkLabel (
self, image=self. main image, text="")
self. main image label.pack(pady=[30, 0])
self. main title label = ctk.CTkLabel (
self, text="HamawmrysanHHA", font=self. app. title font)
self. main title label.pack(pady=[20, 0])
self. main text label = ctk.CTkLabel (

self, text="3MiHiTH napamMeTpu nporpammn",

font=self. app. text font)
self. main text label.pack(pady=[10, 20])
def create them lang block(self):
self. theme language title = ctk.CTkLabel (
self, text="O¢opmnenna", font=self. app. title font)
self. theme language title.pack(
pady=[0, 10], padx=[40, 0], anchor="nw")

self. theme language frame = ctk.CTkFrame (
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self, fg color="transparent")
self. theme language frame.pack(fill="x")
for column, weight in enumerate((1, 0, 0, 1)):
self. theme language frame.grid columnconfigure (
column, weight=weight)
self. theme language frame.grid rowconfigure (0, weight=0)
self. theme language frame cell theme = ctk.CTkFrame (
self. theme language frame, fg color="transparent")
self. theme language frame cell theme.grid(row=0, column=1)
self. theme language frame cell theme label = ctk.CTkLabel (
self. theme language frame cell theme, text="Tema",
font=self. app. text font)
self. theme language frame cell theme label.pack(
side="1left", anchor="nw", padx=[0, 10])

self. theme language frame cell theme option = ctk.CTkOptionMenu (

self. theme language frame cell theme,
values=self. theme options, font=self. app. text font,
command=self.set theme option
)
self. theme language frame cell theme option.pack/(

side="1left", anchor="nw", padx=[0, 55])
def create account block(self):
self. account title = ctk.CTkLabel (
self, text="Axaynt", font=self. app. title font)
self. account title.pack(pady=[20, 107, padx=1[40, 071,
anchor="nw")
self. account frame = ctk.CTkFrame (
self, fg color="transparent")
self. account frame.pack(fill="x")
for column, weight in enumerate((1, 0, 0, 1)):
self. account frame.grid columnconfigure (
column, weight=weight)
self. account frame.grid rowconfigure (0, weight=1)
self. account frame cell logout button = ctk.CTkButton (
self. account frame, width=200, text="Bunrtnu",

font=self. app. text font, command=self. app.show login)
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self. account frame cell logout button.grid(row=0, column=1)
def create message block(self):
self. message label = ctk.CTkLabel (
self, text="", font=self. app. message font)
self. message label.pack(side="bottom")
def set message label (self, text):
self. message label.configure (text=text)
def set theme option(self, wvalue):
if self. theme options.index(value) == 0:
self. theme language frame cell theme option.set(
self. theme options[0])
self. app.change theme("Light")

self. message label.configure (text="Tema: ceiTma")

if self. theme options.index(value) == 1:
self. theme language frame cell theme option.set(
self. theme options[1l])

self. app.change theme ("Dark")

self. message label.configure(text="Tema: TemHa")

if self. theme options.index(value) == 2:
self. theme language frame cell theme option.set(
self. theme options[2])

self. app.change theme("System")
self. message label.configure(text="Tema: cucremHa")
def show next page (self):
label = self. message label.cget ("text")
if label !'= "llommnka: HekopekTHe BHaUeHHS B HaJlalITyBaHHAX, TeMa 3a
3aMoBUyBaHHaM (CucTemHa) ":

self. message label.configure (text="")
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Kopa peanizauii kiaacy Client

import json

import os

from connection.tls context import TLSContext

from connection.secure socket import SecureSocket

from utils.find path file import resource path

class Client:

def

"client.

__init (self):
self. ca cert = resource path(os.path.join("secret", "ca.crt"))
self. client cert = resource path(
os.path.join ("secret", "client.crt"))
self. client key = resource path(os.path.join("secret",
key"))
self. hostname = "127.0.0.1"

self. port = 9000
self. tls = TLSContext(self. ca cert,
self. client cert, self. client key)
self. context = self. tls.build context()
self. connetion = SecureSocket (

self. hostname, self. port, self. context)

def connect (self):
return self. connetion.connect ()
def close(self):
self. connetion.close ()
def message(self, header, login="", email="", identifier="",
password="", service="", description="", token=""):
if header == "authentication™:

"email":

return {"header": header, "login": login, "password": password}
elif header == "registration":

return {"header": header, "login": login, "password": password,
email}

elif header == "add":
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return {"header": header, "password": password, "service":
service, "description": description, "token": token}
elif header == "get":

return {"header": header, "token": token}
elif header == "update":

return {"header": header, "identifier": identifier, "password":

password, "description": description, "token": token}
elif header == "delete":
return {"header": header, "identifier": identifier, "token":
token}

def send(self, data):
message = self.encode(data)
return self. connetion.send(message)
def get(self):
message = self. connetion.get()
if message:
message = self.decode (message)
return message

def encode(self, data):

message = json.dumps (data)
message += "\n"
message = message.encode ()
return message

def decode(self, data):
message = json.loads (data)

return message

Kon peanizanii kinacy SecureSocket

import socket
class SecureSocket:

def init (self, host, port, ssl context):

self. host = host

self. port = port
self. ssl context = ssl context

self. socket = None
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self. secure socket = None
self. connected = False
self. buffer = ""

def connect (self):

try:

self. socket = socket.create connection/(
(self. host, self. port))

self. secure socket = self. ssl context.wrap socket(
self. socket,
server hostname=self. host

)

self. secure socket.settimeout (60)

self. connected = True

except socket.gaierror:
self. connected = False
return "He Bmajsioca 3HauTu IP-aipecy IJjid BKazaHOTO xocTa"
except ConnectionRefusedError:
self. connected = False
return "BimcyTHe 3'enmHaHHS 13 cepBepoMm"
except socket.timeout:
self. connected = False
return "BuuepnaHmy uac 3'emHaHHA 13 cepBepoM"
except OSError:
self. connected = False
return "Mepexera noMmixka"
except Exception:
self. connected = False
return "lommnxa 3'enHaHHS"
def close(self):
try:
if self. secure socket:
self. secure socket.close()
finally:
self. connected = False
self. secure socket = None
def send(self, message):
try:
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if not self. connected:
error connection = self.connect ()
if error connection:
return f"llommnka: {error connection}"
self. secure socket.sendall (message)
except BrokenPipeError:
self. connected = False
return "llommnka: CepBep 3akpuB 3'enHaHHAa"
except ConnectionResetError:
self. connected = False
return "IlloMmnka: 3'enmHaHHA OyJO CKMHYTO cepBepoM"
except ConnectionAbortedError:
self. connected = False
return "llomminka: 3'emHaHHA OyJjio nepepBaHo"
except socket.timeout:
self. connected = False
return "llommika: [lepeBulmeHO YaC OUikKyBaHHS"
except OSError:
self. connected = False
return f"lloMmnka: MepexeBa nommuika'
except Exception:
self. connected = False
return f"llommnka: He Bpmasocy HapmicmaTty maHi"
def get(self):
try:
while True:
if "\n" in self. buffer:
break
chunk = self. secure socket.recv(4096) .decode ()
if not chunk:
return None
self. buffer += chunk
message, self. buffer = self. buffer.split("\n", 1)
return message.strip ()
except socket.timeout:

self. connected = False
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Kon peaaizanii kiaacy TLSContext

import ssl

class TLSContext:

def

def

{
"CTk":

by

__init (self, ca cert, client cert, client key):
self. ca cert = ca cert
self. client cert = client cert

self. client key = client key
build context (self):
self. context = ssl.SSLContext (ssl.PROTOCOL TLS CLIENT)

self. context.load verify locations(cafile=self. ca cert)
self. context.load cert chain(
certfile=self. client cert,

keyfile=self. client key
)
self. context.minimum version = ssl.TLSVersion.TLSvl 2

return self. context

Bwmict (aiiny «theme.json»

"fg color": ["#FFFFFEF", "#000000"]

"CTkToplevel": {

s

"fg color": ["#FFFFFF", "#000000"]

"CTkFrame": {

}y

"corner radius": 6,

"border width": O,

"fg color": ["#FFFFFF", "#000000"],
"top fg color": ["#FFFFFEF", "#000000"],
"border color": ["#000000", "#FFFFFF"]

107



[IponoBxenHs nonarky b
"CTkButton": {
"corner radius": 6,
"border width": 0,
"fg color": ["#000000", "#FFFFFF"],
"hover color": ["#9CO9COC", "#9C9C9C"],
"border color": ["#000000", "#FFFFFF"],
"text color": ["#FFFFFF", "#000000"],
"text color disabled": ["#B3B3B3", "#B3B3B3"]
by
"CTkLabel": {
"corner radius": O,
"fg color": "transparent",
"text color™: ["#000000", "#FFFFFF"]
by
"CTKkEntry": {
"corner radius": 6,
"border width": 2,
"fg color": ["#FFFFFF", "#000000"],
"border color": ["#000000", "#FFFFFF"],
"text color": ["#000000", "#FFFFFF"],
"placeholder text color": ["#D3D3D3", "#555555"]
}y
"CTkCheckBox": {
"corner radius": 6,
"border width": 2.5,
"fg color": ["#FFFFFFE", "#000000"],
"border color": ["#000000", "#FFFFFF"],
"hover color": ["#FFFFEFF", "#000000"],
"checkmark color": ["#000000", "#FFFFFF"],
"text color": ["#000000", "#FFFFEFF"],
"text color disabled": ["#9C9COC", "#9C9COC"]
by
"CTkSwitch": {
"corner radius": 1000,
"border width": 3,
"button length": O,
"fg color": ["#FFFFFF", "#000000"7,
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"progress_ color": ["#D3D3D3", "#555555"],
"button color": ["#FFFFFF", "#000000"],
"button hover color": ["#A9AO9AS", "#AOAOA9"],
"text color": ["#000000", "#FFFFFF"],
"text color disabled": ["#D3D3D3", "#555555"]
by
"CTkRadioButton": {
"corner radius": 1000,
"border width checked": 6,
"border width unchecked": 3,
"fg color": ["#FFFFFF", "#000000"],
"border color": ["#000000", "#FFFFFF"],
"hover color": ["#AO9AO9A9", "#AO9AO9A9"],
"text color™: ["#000000", "#FFFFFF"],
"text color disabled": ["#D3D3D3", "#555555"]
by
"CTkProgressBar": {
"corner radius": 1000,
"border width": 0,
"fg color": ["#FFFFFF", "#000000"],
"progress color": ["#D3D3D3", "#555555"],
"border color™: ["#000000", "#FFFFFF"]
}y
"CTkSlider": {
"corner radius": 1000,
"button corner radius": 1000,
"border width": 6,
"button length": O,
"fg color": ["#9C9C9C"™, "#9C9C9C"],
"progress color": ["#000000", "#FFFFFF"],
"button color": ["#000000", "#FFFFEFE"],
"button hover color": ["#A9AO9AS", "#AO9AOA9"]
by
"CTkOptionMenu": {
"corner radius": 6,
"fg color": ["#000000", "#FFFFFF"],
"button color": ["#000000", "#FFFFFF"],
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"button hover color": ["#9C9CO9C", "#9C9C9C"],
"text color": ["#FFFFFF", "#000000"],
"text color disabled": ["#B3B3B3", "#B3B3B3"]
by
"CTkComboBox": {
"corner radius": 6,
"border width": 2,
"fg color": ["#FFFFFF", "#000000"],

"border color": ["#000000", "#FFFFFF"],
"button color": ["#FFFFFEF", "#000000"],
"button hover color": ["#A9AO9AS", "#AOAOA9"],

"text color": ["#000000", "#FFFFFF"],
"text color disabled": ["#D3D3D3", "#555555"]

b
"CTkScrollbar": {

"corner radius": 1000,
"border spacing": 4,
"fg color": "transparent",

"button color": ["#FFFFFEF", "#000000"],
"button hover color": ["#A9ASAS", "#AOAOA9"]
y
"CTkSegmentedButton": {
"corner radius": 6,
"border width": 2,
"fg color": ["#FFFFFF", "#000000"],
"selected color": ["#AO9AO9A9", "#AO9A9AO"],
"selected hover color": ["#9C9C9C", "#9C9C9C"],
"unselected color": ["#D3D3D3", "#555555"7,
"unselected hover color": ["#D3D3D3", "#555555"],
"text color": ["#000000", "#FFFFEFF"],
"text color disabled": ["#D3D3D3", "#555555"]
by
"CTkTextbox": {
"corner radius": 6,
"border width": 2,
"fg color": ["#FFFFFF", "#000000"7,
"border color": ["#000000", "#FFFFFEF"],
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"text color": ["#000000", "#FFFFFF"],
"scrollbar button color": ["#000000", "#FFFEFFE"],
"scrollbar button hover color": ["#9C9CO9C", "#9C9C9C"]
by
"CTkScrollableFrame": {
"corner radius": O,
"border width": 2.5,
"fg color": ["#000000"™, "#000000"7,
"border color": ["#000000", "#FFFFFF"],
"label fg color": ["#FFFFFF", "#000000"17,
"label text color": ["#000000", "#FFFFFE"],
"scrollbar fg color": ["#EOEOEO", "#1A1A1A"],
"scrollbar button color": ["#808080", "#666666"],
"scrollbar button hover color": ["#606060", "#999999"]
by
"DropdownMenu": {
"fg color": ["#FFFFFF", "#000000"],
"hover color": ["#9CO9COC", "#9C9COC"],
"text color": ["#000000", "#FFFFFF"]

by
"CTkFont": {

"macOS": {"family": "Nunito", "size": 18, "weight": "normal"},
"Windows": {"family": "Nunito", "size": 13, "weight": "normal"},
"Linux": {"family": "Nunito", "size": 13, "weight": "normal"}
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Kon peanizanii kiiacy Handler

from argon2.exceptions import VerifyMismatchError
from datetime import datetime
import socketserver
import json
from utils.generate token import generate token
from utils.crypto import derive master key, generate salt,
generate file key, wrap dek, unwrap dek, encrypt data, decrypt data
class Handler (socketserver.BaseRequestHandler) :
def handle(self) :
self. buffer = ""
self. dbms = self.server.get db()
self. password hasher = self.server.get password hasher()
self. queue logs = self.server.get gqueue logs()
self. dek = None
log = f"\nNew connection [{datetime.now()}]"
self. queue logs.put((log, False))
try:
while True:
request = self.get()
if not request:
log = f"Disconected client [{datetime.now()}]"
self. queue logs.put((log, False))
break
request = self.decode (request)
self.route (request)
except Exception as e:
log = f"[ERROR] {type(e). name } ({e}) [{datetime.now()}]"
self. queue logs.put((log, True))
raise Exception (log)
finally:
self. dek = None

self.request.close ()
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def route(self, request):
if request.get ("header") == "authentication"
request.get ("login") and request.get ("password"):
self.authentication (request)
elif request.get ("header") == "registration"
request.get ("login") and request.get ("password")
request.get ("email") :

self.registration (request)

else:
token = request.get ("token")
if token:
result = self. dbms.select tokens tokens ()
is token = False

for element in result:

try:

and

and

and

self. password hasher.verify(element[1l], token)

user id = element[0]
is _token = True
except:
pass
if is token:
is token = False
if request.get ("header") == "add"
request.get ("password") and request.get ("service"):
self.add password(user id, request)
elif request.get ("header") == "get":
self.get passwords (user 1id)
elif request.get("header") == Tupdate"
request.get ("identifier") and request.get ("password"):
self.update password(user id, request)
elif request.get("header") == T"delete"
request.get ("identifier"):
self.delete password(user id, request)
else:

raise Exception (

and

and

and

f" [WARNING] Uncorrect message from client

{self.client address} - {request}")
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else:
raise Exception(
£f" [WARNING] No authorized client
{self.client address}")
else:
raise Exception(
f" [WARNING] Uncorrect message from client
{self.client address} - {request}")
def authentication(self, request):
result = self. dbms.select user users(
login=request["login"])
if result:
user id = result[0]
hash password db = result[1l]
password user = request["password"]
wraped dek = result[2]
salt = result[3]
try:
self. password hasher.verify(hash password db,
password user)
kek = derive master key(password user, salt)

self. dek = unwrap dek(wraped dek, kek)

token = self.generate token ()
if token:
hashed token = self. password hasher.hash (token)

db rows = self. dbms.update token tokens(
user id=user id, token=hashed token)
if db rows:
answer = self.message (
header="authentication-respond", answer=True,
token=token)
log = f"Authentication: answer: {answer|["answer"]}
[{datetime.now () } 1"
else:
answer = self.message (

header="authentication-respond", answer=False)
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log = f"Authentication: answer: {answer["answer
[{datetime.now () } 1"
else:
answer = self.message (
header="authentication-respond", answer=False)
log = f"Authentication: answer: {answer["answer
[{datetime.now () } 1"
except VerifyMismatchError:
answer = self.message (
header="authentication-respond", answer=False)
log = f"Authentication: answer: {answer["answer
[{datetime.now () } 1"
else:
answer = self.message (
header="authentication-respond", answer=False)
log = f"Authentication: answer: {answer["answer
[{datetime.now () } 1"
self. queue logs.put((log, False))
self.send (answer)

def registration(self, request):

salt = generate salt()
password user = request["password"]
email user = request["email"]

if isinstance(password user, bytes):
password user = password user.decode ()
password user key = derive master key (password user, salt)
self. dek = generate file key()
encrypted email = encrypt data(self. dek, email user)
wraped dek = wrap dek(self. dek, password user key)
result = self. dbms.search user users(
login=request["login"], email=encrypted email)
result = bool (result[0])
if not result:
hash password user = self. password hasher.hash(
request["password"])

user id = self. dbms.insert user users (

"]}

"]}

ll]}

"]}
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login=request["login"], password=hash password user,
email=encrypted email, key=wraped dek, salt=salt)
if user id:
user id = user 1id[O0]
token = self.generate token ()
if token:
hashed token = self. password hasher.hash (token)
db rows = self. dbms.insert token tokens(
user id=user id, token=hashed token)
if db rows:
answer = self.message (
header="registration-respond", answer=True,

token=token)

log = f"Registration: answer: {answer["answer"]}
[{datetime.now () } 1"
else:
answer = self.message (
header="registration-respond", answer=False)
log = f"Registration: answer: {answer["answer"]}
[{datetime.now () } 1"
else:
answer = self.message (

header="registration-respond", answer=False)
log = f"Registration: answer: {answer["answer"]}
[{datetime.now () } 1"
else:
answer = self.message (

header="registration-respond", answer=False)

log = f"Registration: answer: {answer["answer"]}
[{datetime.now () } 1"
else:
answer = self.message (header="registration-respond"”,
answer=False)
log = f"Registration: answer: {answer["answer"]}

[{datetime.now () } 1"
self. queue logs.put((log, False))

self.send(answer)
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def add password(self, user id, request):
password user = request["password"]
description user = request["description"]

encrypt password user = encrypt data(self. dek, password user)

encrypt description user = encrypt data(self. dek,
description user)
db rows = self. dbms.insert password passwords (
user id=user id, password=encrypt password user,

service=request["service"], description=encrypt description user)

if db_rows:

answer = self.message (header="add-respond", answer=True)
else:
answer = self.message (header="add-respond", answer=False)
log = f"Add password: answer: {answer["answer"]}

[{datetime.now () } 1"
self. queue logs.put((log, False))
self.send (answer)
def get passwords(self, user 1id):
result = self. dbms.select password passwords (user id)
if result:
passwords user = []
for element in result:
decrypted password user = decrypt data(self. dek,
element[1])
decrypted description user = decrypt data(
self. dek, element[3])
passwords user.append (
(element[0], decrypted password user, element([2],
decrypted description user))
answer = self.message (header="get-respond",
answer=True, passwords=passwords user)
else:
answer = self.message (header="get-respond", answer=False)
log = f"Get passwords: answer: {answer ["answer"]}
[{datetime.now () } 1"
self. queue logs.put((log, False))

self.send(answer)
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def update password(self, user id, request):
password user = request["password"]
description user = request["description"]

encpted password user = encrypt data(self. dek, password user)

encpted description user = encrypt data(self. dek,
description user)
db rows = self. dbms.update password passwords (
user id=user id, identifier=request["identifier"],

password=encpted password user, description=encpted description user)

if db_rows:

answer = self.message (header="update-respond", answer=True)
else:
answer = self.message (header="update-respond", answer=False)
log = f"Update password: answer: {answer["answer"]}

[{datetime.now () } 1"
self. queue logs.put((log, False))
self.send (answer)
def delete password(self, user id, request):
db rows = self. dbms.delete password passwords (
user id=user id, identifier=request["identifier"])

if db rows:

answer = self.message (header="delete-respond", answer=True)
else:
answer = self.message (header="delete-respond", answer=False)
log = f"Delete password: answer: {answer ["answer"]}

[{datetime.now () }]
self. queue logs.put((log, False))
self.send(answer)

def generate token (self):
for i in range (8, 15):

token = generate token(self. dbms.get length token())

result self. dbms.search token tokens (token)

result bool (result[0])
if not result:
return token
self. dbms.set length token(i)

def message(self, header, answer, token="", passwords=""):
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if header == "authentication-respond" and answer:

return {"header": header, "answer": answer, "token": token}
elif header == "authentication-respond" and not answer:

return {"header": header, "answer": answer}
elif header == "registration-respond" and answer:

return {"header": header, "answer": answer, "token": token}
elif header == "registration-respond" and not answer:

return {"header": header, "answer": answer}
elif header == "add-respond":

return {"header": header, "answer": answer}
elif header == "get-respond" and answer:

return {"header": header, "answer": answer, "passwords":

passwords}

elif header == "get-respond" and not answer:

return {"header": header, "answer": answer}
elif header == "update-respond":

return {"header": header, "answer": answer}
elif header == "delete-respond":

return {"header": header, "answer": answer}

def send(self, data):
data = self.encode (data)
self.request.sendall (data)
def get(self):
try:
while True:
if "\n" in self. buffer:
break
chunk = self.request.recv (4096) .decode ()
if not chunk:
return None
self. buffer += chunk
message, self. buffer = self. buffer.split("\n", 1)
return message.strip ()
except ConnectionResetError:
return None
def encode(self, data):

message = Jjson.dumps (data)
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message += "\n"
message = message.encode ()
return message
def decode(self, data):
message = json.loads (data)

return message

Kon peanizanii kiacy SecureSocket

from queue import Queue

from threading import Thread

from argon2 import PasswordHasher

import socketserver

import os

from utils.dbms import DBMS

from utils.find path file import resource path

class SecureSocket (socketserver.ThreadingTCPServer) :

def  init (self, addr, handler, ssl context):
super (). init (addr, handler)
self. logs running = True
self. ssl context = ssl context
self.allow reuse address = True
self. db = DBMS (resource path(os.path.join("data",

"database.db")))

self. password hasher PasswordHasher ()
self. 1log file path = resource path(

os.path.join ("data", "logs", "logs.log"))

self. error file path resource path(
os.path.join("data", "errors", "errors.log"))

self. queue logs = Queue()

Thread (target=self.logs worker, daemon=True).start/()

def get request (self):

newsocket, addr = super().get request ()
conn = self. ssl context.wrap socket(
newsocket,

server side=True )
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return conn, addr
def get db(self):
return self. db
def get password hasher (self):
return self. password hasher
def get gueue logs(self):
return self. dqueue logs
def logs worker (self):
while self. logs running or not self. queue logs.empty():
item = self. queue logs.get()
if item is None:
self. queue logs.task done()
break
log, is error = item
try:
if is error:
with open(self. error file path, "a") as error file:
print (log, file=error file)
else:
with open(self. log file path, "a") as log file:
print (log, file=log file)
finally:
self. queue logs.task done()
def stop(self):
self.shutdown ()
self.server close()
self. db.stop/()
self.stop logs ()
self. queue logs.join ()
def stop logs(self):
self. logs running = False

self. queue logs.put (None)

Kon peanizauii kiacy Server

from connection.tls context import TLSContext
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from connection.secure socket import SecureSocket
from connection.handler import Handler
import ipaddress
import os
from utils.find path file import resource path
from utils.get value settings import get value settings
class Server:
def  init (self):
server cert = resource path/(
os.path.join("data", "secret", "server.crt"))
server key = resource path(
os.path.join("data", "secret", "server.key"))
ca cert = resource path(os.path.join("data", "secret", "ca.crt"))
self. tls = TLSContext(server cert, server key, ca cert)
self. ssl context = self. tls.build context()
self. server = None
self. port = None
self. hosts = None
self.set port()
self.set hosts ()
def create(self):
self. server = SecureSocket (
(self. hosts, self. port),
Handler,
self. ssl context
)
def start(self):
self. server.serve forever()
def stop(self):
self. server.stop()
def get port (self):
return self. port
def set port (self):
try:
port = get value settings("port")
if port and (0 < port < 65536):
self. port = port
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else:
print(
f" [TERMINAL ERROR] Incorrect port setting {port}, port
is set to the default value of 9000")
9000

self. port
except Exception as e:
print (£" [TERMINAL ERROR] Set port {type(e). name 1} {e}")
def get hosts(self):
return self. hosts
def set hosts(self):
try:
hosts = get value settings("hosts")
try:
ipaddress.ip address (hosts)
self. hosts = hosts
except ValueError:
print (
f" [TERMINAL ERROR] Incorrect hosts setting {hosts},
hosts 1s set to the default value of (0.0.0.0)")
self. hosts = "0.0.0.0"
except Exception as e:
print (£" [TERMINAL ERROR] Set hosts {type(e). name } {e}")
def stop db(self):
self. server.get db() .stop()

Kona peanizauii kiiacy TLSContext

import ssl

class TLSContext:

def init (self, server cert, server key, ca cert):
self. server cert = server cert
self. server key = server key
self. ca cert = ca cert
self. context = None

def build context (self):
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self. context = ssl.create default context(ssl.Purpose.CLIENT AUTH)

self. context.verify mode = ssl.CERT_REQUIRED

self. context.load verify locations(cafile=self. ca cert)
self. context.load cert chain(
certfile=self. server cert,
keyfile=self. server key
)
self. context.minimum version = ssl.TLSVersion.TLSvl 2
self. context.options |= ssl.0P SINGLE ECDH USE
return self. context

Kon peanizanii knacy DBMS

from queue import Queue
from threading import Thread
import sglite3 as sql
from utils.get value settings import get value settings
class DBMS:
def init (self, data base):
self. data base = data base
self. length token = None
self. queue = Queue()
self. thread = Thread(target=self.database worker, daemon=False)

self. thread.start()

self. con sgl.connect (self. data base,
check same thread=False)
self. cur = self. con.cursor()
self.set length token()
def create data base():
try:
with sgl.connect ("database.db") as con:
cur = con.cursor ()
cur.execute ("PRAGMA foreign keys = ON")
cur.execute ("""CREATE TABLE IF NOT EXISTS users (

user id INTEGER PRIMARY KEY AUTOINCREMENT,
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login TEXT NOT NULL UNIQUE,
password TEXT NOT NULL,
email TEXT NOT NULL UNIQUE,
key BLOB NOT NULL,
salt BLOB NOT NULL
)yt
cur.execute ("""CREATE TABLE IF NOT EXISTS passwords (
id INTEGER PRIMARY KEY AUTOINCREMENT,
user_id INTEGER NOT NULL,
password TEXT NOT NULL UNIQUE,
service TEXT NOT NULL,
description TEXT NOT NULL,
FOREIGN KEY (user_id)
REFERENCES users (user id)
ON DELETE CASCADE
)"
cur.execute ("""CREATE TABLE IF NOT EXISTS tokens (
id INTEGER PRIMARY KEY AUTOINCREMENT,
user id INTEGER NOT NULL,
token TEXT NOT NULL,
FOREIGN KEY (user id)
REFERENCES users (user id)
ON DELETE CASCADE
)"t
return True
except Exception as e:
print (f" [ERROR] {e}l™)
def insert user users(self, login, password, email, key, salt):
queue answer = Queue ()
self. queue.put ((
""UINSERT INTO users (login, password, email, key, salt) VALUES
(2, 2, ?, ?, ?) RETURNING user id""", (login, password, email, key, salt),
queue answer, 1))
user id = queue answer.get (timeout=5)
return user id
def select user users(self, login):

queue answer = Queue ()
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self. queue.put ((

"""SELECT user id, password, key, salt FROM users WHERE login
(login,), queue answer, 1))
result = queue answer.get (timeout=5)
return result
select user tokens(self, token):
queue answer = Queue ()
self. queue.put ((

"""SELECT user id FROM tokens WHERE token = ?""", (token,),

queue answer, 1))

(token,)

def

def

def

?) """,

def

user i1d = queue answer.get (timeout=5)
return user id
select tokens tokens (self):
queue answer = Queue ()
self. queue.put ((
"""SELECT user id, token FROM tokens""", (), queue answer, 2))
tokens = queue answer.get (timeout=5)
return tokens
search token tokens(self, token):
queue answer = Queue ()

self. queue.put ((

"UWSELECT EXISTS (SELECT 1 FROM tokens WHERE token = 2?2 )""",
, queue answer, 1))
result = queue answer.get (timeout=5)

return result

search user users(self, login, email):
queue answer = Queue ()
self. queue.put ((
"UUSELECT EXISTS (SELECT 1 FROM users WHERE login = ? OR email
(login, email,), queue answer, 1))
result = queue answer.get (timeout=5)
return result
insert token tokens(self, user id, token):

queue answer = Queue ()

self. queue.put ((
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"""INSERT INTO tokens (user id, token) VALUES (2, ?2)""",
(user id, token,), queue answer, 0))
db rows = gqueue answer.get (timeout=5)
return db rows
def update token tokens(self, user id, token):
queue answer = Queue ()
self. queue.put ((
"""UPDATE tokens SET token = ? WHERE user id = ?""", (token,
user id,), queue answer, 0))
db rows = gqueue answer.get (timeout=5)
return db rows
def insert password passwords(self, wuser id, password, service,
description) :
queue answer = Queue ()
self. queue.put ((

"""INSERT INTO passwords (user id, password, service,
description) VALUES (2, ?, ?, 2y, (user id, password, service,
description, ), queue answer, 0))

db rows = gqueue answer.get (timeout=5)
return db rows
def select password passwords(self, user id):
queue answer = Queue ()
self. queue.put ((
"""SELECT id, password, service, description FROM passwords
WHERE user id = ?""", (user id,), queue answer, 2))
user id = queue_ answer.get (timeout=5)
return user id
def update password passwords(self, user id, identifier, password,
description) :
queue answer = Queue ()

self. queue.put ((

"""UPDATE passwords SET password = ?, description ? WHERE
user id = ? AND id = ?""", (password, description, user id, identifier),
queue_ answer, 0))

db rows = queue_ answer.get (timeout=5)

return db_ rows

def delete password passwords(self, user id, identifier):
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queue answer = Queue ()
self. queue.put ((
"""DELETE FROM passwords WHERE user id = ? AND id = ?2""",
(user id, identifier,), queue answer, 0))
db rows = gqueue answer.get (timeout=5)
return db rows
def get length token (self):
return self. length token
def set length token (self):
try:
length token = get value settings("length token")
if 4 < length token < 15:
self. length token = length token
else:
print(
f" [TERMINAL ERROR] Incorrect length token setting
{length token}, length token is set to the default value of 8")
self. length token = 8
except Exception as e:
print (£" [TERMINAL ERROR] DBMS {type(e). name 1} {e}")
def database worker (self):
while True:
item = self. queue.get()
try:

if item is None:

break
sql request, parameters, queue answer, type request = item
self. cur.execute(sgl request, parameters)

if type request ==
result = self. cur.rowcount

elif type request ==

result = self. cur.fetchone()
else:

result = self. cur.fetchall()
self. con.commit ()

queue answer.put (result)
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except Exception as e:
print (£" [ERROR] {el}l")
queue answer.put (None)

finally:
self. queue.task done()

def stop(self):
self. queue.put (None)
self. thread.join()

self. con.close()

Bwmict ¢aiiay “crypto.py”

import os
from cryptography.hazmat.primitives.ciphers.aead import AESGCM
from cryptography.hazmat.primitives.kdf.scrypt import Scrypt
import base64
MAGIC = Db"QENC"
VERSION = b"\x01"
CHUNK SIZE = 64 * 1024
def generate salt() -> bytes:
return os.urandom(16)
def wrap dek(dek: bytes, kek: bytes) -> bytes:
aes = AESGCM (kek)
nonce = os.urandom(1l2)
return nonce + aes.encrypt (nonce, dek, None)
def unwrap dek (wrapped: bytes, kek: bytes) -> bytes:
nonce = wrapped[:12]
ciphertext = wrapped[1l2:]
aes = AESGCM (kek)

return aes.decrypt (nonce, ciphertext, None)

def derive master key(password: str | bytes, salt: bytes) -> bytes:

if isinstance(password, str):

password = password.encode ("utf-8")
kdf = Scrypt (

salt=salt,

length=32,
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n=2**14,
r=8,
p=1,
)
return kdf.derive (password)
def generate file key() -> bytes:
return os.urandom(32)
def encrypt file(path: str, password: str):
try:
salt = os.urandom(16)
master key = derive master key(password, salt)
file key = generate file key()
aes master = AESGCM(master key)

wrapped key = aes master.encrypt (b"0" * 12, file key, None)

tmp path = path + ".enc.tmp"

with open(path, "rb") as fin, open(tmp path, "wb")

fout.write (MAGIC)
fout.write (VERSION)
fout.write (salt)
fout.write (wrapped key)
aes file = AESGCM(file key)
while True:
chunk = fin.read (CHUNK SIZE)
if not chunk:
break

nonce = os.urandom(12)

encrypted = aes file.encrypt (nonce, chunk, None)

fout.write (nonce)
fout.write (encrypted)

os.replace (tmp path, path + ".enc")
os.remove (path)
return True
except Exception as e:
return False
def decrypt file(path: str, password: str):
try:
tmp path = path + ".tmp"
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with open(path, "rb") as f:
magic = f.read(4)
if magic != MAGIC:
raise ValueError ("Invalid file")
version = f.read (1)
if version != VERSION:
raise ValueError ("Unsupported version")
salt = f.read(16)
wrapped key = f.read(32 + 16)

master key derive master key(password, salt)

aes master AESGCM (master key)

file key aes master.decrypt (b"0" * 12, wrapped key, None)

aes file AESGCM (file key)
with open(tmp path, "wb") as fout:
while True:
nonce = f.read(12)
if not nonce:
break
chunk = f.read(CHUNK SIZE + 16)
if not chunk:
break
data = aes file.decrypt (nonce, chunk, None)
fout.write (data)
os.replace (tmp path, path.replace(".enc", ""))
os.remove (path)
return True
except Exception as e:
return False
def encrypt folder (folder: str, password: str):
for root, , files in os.walk(folder):

for name in files:

path os.path.join(root, name)
if not path.endswith(".enc"):
if not encrypt file(path, password):
raise Exception ("He Bmajnoch 3ammdpyBaTu HaHl cepBepa')

def decrypt folder (folder: str, password: str):
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for root, , files in os.walk(folder):
for name in files:
path = os.path.join(root, name)

if path.endswith (".enc"):

if not decrypt file(path, password):

Kinens nonatky B

raise Exception ("HenpaBuibHuil Haposb pos3umbppyBaHHS")

encrypt data (dek: bytes, data: str) -> str:
aes = AESGCM (dek)

nonce = os.urandom(12)

ciphertext = aes.encrypt (nonce, data.encode(),

return base64.b6dencode (nonce + ciphertext) .decode ()

decrypt data (dek: bytes, data: str) -> str:
AESGCM (dek)

aes

raw baseo6d .bo6ddecode (data.encode ())
nonce = raw[:12]

ciphertext = raw([12:]

return aes.decrypt (nonce, ciphertext, None) .decode ()
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